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Welcome to (IN)SECURE 29
the digital security magazine

The biggest security event of the year - I'm talking, of course, about the RSA Conference that was
held in San Francisco in February - has been an outstanding success that we have witnessed
first-hand.

The information and computer security market is alive and doing great, and it was a pleasure - as
always - to see old friends and meet new ones which, until then, were mostly catalogued in our
minds as a collection of Twitter avatars.

To make things even more interesting, we got an invite from the producers of the Dr. Phil show to
talk about identity theft. We're located in Europe so it wasn't doable, but | bet it would have been
quite the experience.
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Security world

Growing focus on endpoint security

90% of business leaders are investing in resources to better manage the security
of their endpoints, including servers, PCs and laptops, according to IBM. Over half
of those surveyed are also extending security to smartphones and other instru-
mented devices, with plans to increase spending in this area.
(www.net-security.org/secworld.php?id=10684)

Secure containment solution for malware analysis

SRA Cyberlock is a highly secure appliance that enables enterprise
IT organizations to automate and expedite the processes of analyz-
ing malware behavior and responding to malicious network activities.
Developed in conjunction with GFI Software, SRA cyber operations
and forensics specialists have engineered Cyberlock to securely op-
erate within existing network security infrastructures utilizing a virtual
containment service. (www.net-security.org/secworld.php?id=10610)

Phishers exploit New Zealand earthquake

Natural disasters are practically always exploited by scammers, and the earth-
quake that hit New Zealand and left thousands of its citizens homeless is not an
exception. This time the scammers turned out a rather well executed phishing
page that spoofs the legitimate New Zealand Red Cross website.
(www.net-security.org/secworld.php?id=10685)
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Stolen e-mails reveal Morgan Stanley was hit by Aurora attacks

Global financial services firm Morgan Stanley seems also to have (
been a victim of the hackers behind the Aurora attacks which came -
to light a year ago when Google decided to go public with the infor- \ J
mation that their networks have been breached. Speculation about ) 4 ‘
which companies have been targeted abounded, but this is the first (

time that Morgan Stanley was specifically mentioned, and that par- A

ticular piece of information was found among the company e-mails

stolen from HBGary and published online by Anonymous.
(www.net-security.org/secworld.php?id=10679)

Entrust credentialing services smartcards earn Microsoft certification

Enivest &Sl Entrust credentialing services and related smartcard technology have
s earned full Microsoft certification for demonstrating hardware com-
~ - ha patibility with the company's line of operating systems. This ensures

— Y ome customers, partners, enterprises and vendors that the smartcards de-
“ 7 & " ployed with Entrust's SaaS credentialing platform are compliant with
ezt Microsoft Windows. (www.net-security.org/secworld.php?id=10649)

Information security pros stretched thin and overworked

An (ISC)2 study says new threats stemming from mobile devices, the cloud,
social networking and insecure applications, as well as added responsibilities
such as addressing the security concerns of customers, have led to information
security professionals being stretched thin, and like a series of small leaks in a
dam, the current overworked workforce may be showing signs of strain.
(www.net-security.org/secworld.php?id=10630)

One in 10 IT pros have access to accounts from previous jobs

According to a survey that examines how IT professionals and employees
view the use of policies and technologies to manage and protect users' elec-
tronic identities, the sharing of work log-ins and passwords between co-
workers is a regular occurrence. The results of the survey underscore how
these technologies, or lack thereof, are making it more difficult for employees
to get their jobs done, and how they are causing greater concern about in-
sider threats to IT security. (www.net-security.org/secworld.php?id=10620)

70% of SMS spam is financial fraud

An analysis of SMS traffic conducted from March through December 2010 re-
veals that according to the reports of misuse submitted by AT&T, Bell Mobility,
KT, Korean Internet & Security Agency, SFR, Sprint, and Vodafone consum-
ers, spam is found across all networks, and at levels higher than originally an-
ticipated. The reports were collected by the pilot of the GSMA Spam Report-
ing Service (SRS), which identified and aggregated reports submitted by us-
ers via a short code. (www.net-security.org/secworld.php?id=10614)
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The Spam King is free again, claims his spamming days are over

Robert Soloway, one of the most prolific spammers whose activities earned him
the nickname Spam King, has been released from prison after a little less than 4
years inside. He is allowed to go back online, but according to his plea deal,
probation officers will monitor his e-mail correspondence and which websites he
visits for the next three years. (www.net-security.org/secworld.php?id=10698)

SANS Secure Europe: In-depth information security training

SANS Secure Europe Amsterdam is the second biggest event out-
side of the US offering 8 top level courses. What makes this a
unique event is that these classes run over two weeks, with 4 each
week, giving you a chance to make the most of your travel budget
and build your knowledge with two classes, one after the other.
(www.net-security.org/secworld.php?id=10690)

Top 10 botnets of 2010

.. Damballa's Top 10 Botnet Threat Report shows a dramatic increase in Internet
.: & 0.. crime and targeted botnet attacks. At its peak in 2010, the total number of
. N ® unique botnet victims grew by 654 percent, with an average incremental
®, growth of eight percent per week. The report reveals that many new botnets
H

LIS were discovered in 2010. (www.net-security.org/secworld.php?id=10603)

iPhones and iPads reveal passwords regardless of passcode protection

Losing your iPhone or iPad equals having your passwords compromised - even if

the device is protected with a passcode. The results of an experiment conducted by

Jens Heider and Matthias Boll, two researchers from the Fraunhofer Institute for

Secure Information Technology, have proven that the combination of a modified jail-
breaking technique and the installation of an SSH server on a device running iOS

results in a complete circumvention of the passcode. LY
(www.net-security.org/secworld.php?id=10570)

A group of young internet fraudsters who set up an online criminal forum
which traded unlawfully obtained credit card details and tools to commit
computer offences were jailed for a total of 15 and half years. All

Internet fraudsters jailed for online criminal forum
pleaded guilty. The gang are believed to have been responsible for the
largest English-language online cyber crime forum and were all arrested

on various dates in 2009 and 2010, following a complex investigation.

An examination of the rebuilt forum and its database revealed many thousands of data entries re-
lating to individuals' personal details including names, dates of birth, bank details, passwords,
PayPal accounts and social security numbers. (www.net-security.org/secworld.php?id=10696)
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Researcher offers free voice and text encryption app to Egyptians

The explosive situation in Egypt has mobilized many repression-hating individuals
in the world to try to do something to support the country's citizens in their efforts
to down the government and president Mubarak. The last ones to join the fray is
well-known security researcher Moxie Marlinspike and his team at Whisper Sys-
tems. (www.net-security.org/secworld.php?id=10579)

2-step authentication finally available to Google's non-paying customers

Google's corporate users have had the option of using two-factor (two-step)
authentication for nearly five months now, and the time has finally come for
non-paying customers to receive the same option. The feature will be opt-in
and to set it up, users should go to their Account Settings page and click on
the "Use 2-step verification" link in the Security section.
(www.net-security.org/secworld.php?id=10576)

HBGary breach revelations and repercussions

Anonymous downed HBGary's website and breached its networks, download-
ing a serious amount of confidential information (e-mails, malware data, finan-
cial data, PBX systems) belonging to the enterprise and publishing some of it.
The e-mails reveal that the claim that started it all was actually not a threat
against Anonymous, but a way to get them to start a feud that would bring
more attention to Barr's work, his scheduled speech at the B-Sides Conference
about his results and, finally, to the problem of Anonymous attacks present for
enterprises, which would, hopefully, be also good for HBGary and HBGary Federal.
(www.net-security.org/secworld.php?id=10572)

Facebook survey scam toolkit lowers entry bar for scammers

@“"ie's FRcekock Hinl Anet o If you have been wondering about the recent proliferation of survey
<IPPS> Thi s your “MAN content Page, scams on Facebook and thinking to yourself how is it possible that so
o e many people to know how to develop these scammy applications, the

Replace this Image with your Niche Inzge/fet..——— gngwer is actually really simple: there is a Facebook viral application
i you don't know how to make an image or toolkit for sale on the Internet, and it costs merely $25.

want a image to be designed, . .
then you can purchase niche templates (www.net-security.org/secworld.php?id=10562)

from our store!

73% of organizations hacked in the last 2 years

Website attacks are the biggest concern for companies, yet 88 percent spend
more on coffee than securing Web applications, according to a survey by Barra- b
cuda Networks, Cenzic and the Ponemon Institute. According to 74 percent of {
respondents, Web application security is either more critical or equally critical to

other security issues faced by their organizations. Despite this, the study shows R
there are many misconceptions around the methods used to secure Web appli-

cations, primarily Web application firewalls and vulnerability assessment.
(www.net-security.org/secworld.php?id=10550)
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Increasing adoption of open source software

A recent survey by Gartner found that more than half of organizations sur-
veyed have adopted open source software (OSS) solutions as part of their
IT strategy. Nearly one-third of respondents cited benefits of flexibility, in-
creased innovation, shorter development times and faster procurement
processes as reasons for adopting OSS solutions. However, the survey re-
Open SOUICE vealed that only one-third of responding organizations had a formal OSS
policy in place. (www.net-security.org/secworld.php?id=10545)

USB autorun attacks against Linux

Many people think that Linux is immune to the type of Autorun attacks that have
plagued Windows systems with malware over the years. However, there have
been many advances in the usability of Linux as a desktop OS - including the
addition of features that can allow Autorun attacks. This Shmoocon presenta-
tion by Jon Larimer from IBM X-Force starts off with a definition of autorun vul-
nerabilities and some examples from Windows, then jumps straight into the
Linux side of things. (www.net-security.org/secworld.php?id=10544)

Hackers compromised Nasdaq's network

Hackers continue to breach systems of vital importance to the US, and
— NAsnAq the latest one to be compromised is the one belonging to the company
that operates the Nasdaq Stock Market. And even though people fa-
miliar with the investigation into the matter - mounted by the Secret Service and the FBI - say that
the actual trading platform was not compromised, it is worrying that so far it has failed to explain
what the attackers were looking for. (www.net-security.org/secworld.php?id=10538)

Private info on Facebook increasingly used in court

Making the content of your Facebook account private can thwart the so-
cial network's plan to share as much information possible with advertis-
ers, but may not keep out lawyers looking for material that will contradict
your statements in a court of law. US lawyers have been trying to gain the
permission to access the private parts of social network accounts for a
while now, but it seems that only lately they have begun to be successful
in their attempts. (www.net-security.org/secworld.php?id=10524)

New version of NetWrix Change Reporter Suite

e — NetWrix recently released the newest version of NetWrix Change
SRR Reporter Suite, the integrated change auditing and compliance
solution that provides a streamlined approach to IT infrastructure
auditing. The newest edition includes enhanced reporting capa-
bilities, and now tracks all changes made to Active Directory,
Group Policy, virtual machines, MS Exchange, SQL Server, file
server and appliances, Windows servers, SharePoint and network devices. (www.netwrix.com)
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the forenS|c acqmsmon process
by Megan Bell and Kai Lintumaa
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What happens when your organization experiences a security breach or re-
ceives a subpoena for electronic evidence and virtual machines (VMs) are in-
volved? As this scenario becomes more common, it may not be sufficient to
image a powered-down hard drive. And if the hard drive is imaged, it may be
questionable whether the procedure accounted for the all evidence required
to analyze a VM. This article presents a set of issues to consider when prepar-
ing for forensic acquisition of a VM.

VM described in this article with all the features of a desktop computer.
VMs may exist on a user’s local computer, an
A VM is software (set of files) that functions as external flash drive, a remote server or an-

a computer without physically being a com- other computer that is not a server. The loca-

puter. AVM may also be called a VM con- tion of a VM is called the host.

tainer. A VM contains code that functions as a

dependently of a specific hardware configura- one computer requiring imaging. When a

tion. VM’s host computer is available for imaging,
the VM and the host computer’s hard drive

A VM also has a fully-functioning operating represent two separate forensic acquisitions.

system that enables a VM to be configured

hardware layer, allowing a VM to operate in- In the case of forensic acquisition, a VM is
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Issue 1: There may be less evidence avail-
able in a VM collection than what is ac-
quired in a non-VM forensics data
collection.

Imaging a computer’s hard drive traditionally
involves making a bit-by-bit copy without the
imaging process “touching” the electronic evi-
dence—meaning no trace of the imaging
process exists on the computer hard drive.
This locks down the electronically stored in-
formation and maintains the integrity of
metatdata such as file creation dates.

Evidence such as deleted files and records of
recent user activity (e.g., usernames and
password in the registry) may be present for
analysis. This type of evidence may not be
available in the forensic acquisition of a VM.

Consider the case of a VM hosted on a third-
party remote server where a user logs in us-
ing Microsoft Terminal Services and roaming
profiles are enabled.

As the user connects to a VM with Terminal
Services, the user’s profile is loaded into the
VM. When the user disconnects from the VM,
the user’s profile is transferred to the roaming
profile server.

In the event a VM’s host server is unavailable
to image (along with all other servers involved
in supporting the VM), then the set of avail-
able evidence may be limited to the files that
create the VM. If files such as temporary files
are stored outside the VM, they may be de-
leted after a user’s VM session is completed.
Furthermore, unless a VM’s host computer
logs are available, additional data such as
user login time and session activity may be
unavailable.

Cloud computing has expanded the opportu-
nity for hosting VMs in offsite data centers.
Conducting a review of the VM’s host envi-
ronment and available data before acquisition
is critical to understanding the availability of
possible evidence.

The evidence in a VM collection may be more
than the VM container on a host machine.
Depending on the facts of litigation, there may
be evidence in other areas.

Issue 2: The body of evidence for a VM in-
cludes more than the set of files that con-
stitute a VM.

A VM can run locally on a user’s computer or
a networked computer separate from a user’s
computer. The implication is that evidence
may exist outside the VM, and that it may be
worthwhile to collect related external evidence
as part of a forensics acquisition.

Consider the case where each user in a group
has a VM in the same network domain, and
the VMs are not isolated from one another
with security protocols. If one user’s VM is the
subject of a forensic acquisition and it is de-
termined the user’s VM has a strong history of
interactions with other VM’s in the same do-
main, the scope of evidence for collection
may include:

+ Several VMs
* The host system’s logs
* Any sources of cached files.

Furthermore, if a user’s profile is stored on
another server, then it may be necessary to
acquire evidence from multiple servers in or-
der to build the appropriate body of evidence
for preservation and analysis.

When considering the data collection of a VM,
one needs to consider collecting the backups
of the VM and the host machine. If a VM is
backed up on a recurring basis, then a set of
backups could show differences in files and
user activity across time. For example, foren-
sic analysis of a set of VM backups could be
used to evaluate a pattern of asset misappro-
priation if supporting documents were created
and deleted over time.

Issue 3: Powering down a computer to im-
age a hard drive is standard forensic prac-
tice, but there are cases where live imag-
ing is a better option.

Live acquisition occurs when a computer is
imaged in its powered-on state. Similar to im-
aging a powered-down hard drive, it captures
all information that is saved on a hard drive at
the time of imaging. Additionally, live acquisi-
tion captures information about software in
use and current user activity—information
missing from powered-down computers.

www.insecuremag.com



Live acquisition is also noted for its ability to
capture volatile memory—data temporarily
stored for processing. (Live acquisition of a
VM is the same as a hard drive in that a VM is
imaged in its powered-on state.)

Another reason to consider live acquisition is
when a hard drive, VM or both are encrypted.
Encrypted drives or VMs that are powered
down for imaging may result in inaccessible
forensic images if passwords are unknown or
incorrect.

Issue 4: VMs in distributed environments
may need different forensic acquisition
tools and protocols.

Although forensic imaging of VMs is hardly
novel, the scientific body of knowledge and
best practices regarding forensic data collec-
tion of VMs is nascent in comparison to tradi-
tional forensic imaging practices. Part of the
reason is the rapid adoption of virtualization
technology over the past decade as broad-
band technology has matured.

The architecture underlying VM hosting and
storage has changed how data is accessed,
processed and stored. Accordingly, computer
forensic data collection protocols and tools

must be adjusted to accommodate the tech-
nological changes brought about by VM.

As an example, a VM can be hosted on a re-
mote server that exists in an isolated domain
with other VMs. The server has a specific port
designated for intra-domain VM communica-
tions. However, the server has stricter rules
and privileges for VMs communicating outside
their native domain. All VM communications
are tracked separately on a logs management
server, and no logs are stored locally.

Furthermore, files contained within each VM
are stored on a separate file server and file
metadata such as creation date is stored on
yet another server. Depending on the scope
of forensic acquisition, a VM existing in this
highly decentralized environment could ne-
cessitate a highly customized forensic acqui-
sition.

This includes appropriate training on what
constitutes the appropriate body of evidence
for collection whether it’s a single VM or a set
of VMs. Furthermore, the forensic tool or tools
used to support data collection in a distributed
environment must be vetted so that the tools
do not “spoil” the data being collected.

Issue 5: VMs in distributed environments
may create additional acquisition chal-
lenges such as identifying a VM’s current
server location as well as the location of
its related files and data sources.

The evolution of “agile” computing presents
additional challenges in forensic acquisition of
VMs. In an “agile” computing environment,
VMs and other data move from server to
server over time to balance server load and
resources. Locating a VM may take time and
forensic acquisition may need to account for a
VM in transit between servers.

Access to server logs over a period of time
may be limited if the logs no longer exist.

Working with an organization’s IT staff in ad-
vance of performing data acquisition will im-

prove the overall success of forensic acquisi-
tion within an agile environment.

Issue 6: Additional steps may be required
to establish the correct timeline for a VM
user.

When a user has the capacity to access a VM
from a remote environment, forensic investi-
gators must establish and corroborate the cor-
rect time zone for the user. If a user has a
designated computer, imaging the user’s
computer may provide sufficient evidence to
build a timeline for a user’s activity.
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When this is not possible, more traditional in-
vestigative methods may be required to es-
tablish a user’s whereabouts. For example, in-
person interviews, network access logs or
card-reader logs may be required to corrobo-
rate a user’s location and activities.

A VM’s source for date and time also requires
verification as it depends on how the VM is
configured. If a VM resides on a single com-
puter, then the host computer’s system clock
is most likely responsible for establishing date
and time. If a VM is part of a larger network
configuration, then the time may be derived
from a specifically organized domain of VMs
or from a time management server.

VM forensic acquisition: Success depends
on knowledge and teamwork

As organizations continue to expand the use
of VM technology and outsource their VM en-
vironments, the key to successful forensic ac-
quisition of a VM’s electronic evidence is the
relationship between those involved in an in-
vestigation and IT professionals with knowl-
edge of the specific VM environment. Among
the factors that are important best practices
for IT is to fully document usage of VMs, VM
and host computer locations, and relevant
configurations. Trying to assemble this infor-
mation (crucial for forensic analysis) after the
fact can be an almost impossible undertaking.

Megan Bell, Director of Analysis, and Kai Lintumaa, Senior Forensics Investigator, work at Kivu Consulting
(www.kivuconsulting.com). Kivu combines technical and legal experience to offer investigative, data breach,
and computer forensic analysis services to clients worldwide. Kivu Consulting is a licensed California private
investigation firm and compliant with HHS Business Associate requirements.

Want to reach a large audience of
security professionals by writing for (IN)SECURE?

Send your idea to editor@insecuremag.com
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Review: iStorage diskGenie
by Zeljka Zorz

iStorage is a provider of high performance and ultra secure portable data
storage and security products. Their diskGenie range of portable encrypted
hard drives with secure PIN code access comes in various sizes (250, 320,
500, 640 and 750 GB) and two types of encryption (128-bit and 256-bit AES
hardware encryption). | had the opportunity to test drive the 250 GB diskGenie

with 256-bit AES encryption.

The iStorage diskGenie is a compact and
portable USB hard drive that encrypts its con-
tents on the fly. The only way to access the
files stored in it is through a number pad simi-
lar to one used on ATMs - although the PIN is
not restricted to four digits, but can be any 6-
to-16 digit combination.

The disk is very versatile - it can be used on
machines running Windows, Mac OS and
Linux. When taken out of the box, the disk is
pre-formatted in NTFS for Windows and can
be used immediately - no additional software
installation is required, and you don't have to
have administrative rights on your machine to
use it.

The LED light on the disk tells you what is cur-
rently happening with the disk. Plugged in for
the first time, the light is red - meaning that the
disk is inaccessible until you type in the de-

fault PIN and press the "Unlock" (unlocked
padlock) button.

But, before you do this, | would recommend
changing the PIN. It is very easy to do - just
follow the steps enumerated in the quick start
guide sheet that is packed alongside the disk.

First you press and hold the "0" and "Unlock"
buttons together for a few seconds until the
LED light flashes red. Then, you enter the de-
fault PIN and press the "Unlock" button. You'll
know you have successfully accessed Admin
Mode if the LED light turns blue.

Then you press press and hold the "9" and
"Unlock" buttons together until the LED light
flashes blue, and now is the time to enter your
new PIN and press the "Unlock" button. But,
be sure to save the PIN somewhere because

www.insecuremag.com
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if you lose it or can't remember it, the contents
of the disk are practically lost to you.

The LED light will flash green three times to
indicate the PIN is stored. Re-enter it and
press "Unlock" and you'll know the PIN was
changed successfully if the LED stays solid
green for 2 seconds. In the end, you need
only to exit the Admin Mode by pressing the
"Cancel" button until the LED turns red.

Now, you are ready to use the disk with your
brand new PIN by simply typing it in and
pressing "Unlock".

Once you do that, the disk is immediately ac-
cessible and shows up on the machine like
any regular removable drive - and you treat it
like such. Drag and drop the files you want to
store in it, which are automatically encrypted
on the fly. Once you dismount the drive or
simply plug it out, it immediately reverts to its
locked state.

| tried it on my Windows 7 Ultimate running
machine with the Intel Core i5 CPU, and it
worked flawlessly. Then | tried it on my iMac
running OS X 10.6.6 with a 2.4 GHz Intel Core
2 Duo processor.

Once | plugged it in and entered the PIN, | re-
alized that | can read the files on it and copy
files from it without re-formatting the drive to a
Mac compatible format. But, to be able to
store files on it, | had to do just that.

It is a very simple procedure. Go to
Applications/Utilities/Disk Utility, select the
disk from the list of drive and volumes, click
on the "Erase" tab, give the disk a name, se-
lect the volume format to use (the manufac-
turer recommends "Mac OS Extended (Jour-
naled) and click on the "Erase" button.

The process is over in a few seconds, and you
can now use the disk as it was meant to be
used.

cancel

2
5

8

0

disk
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Seeing that the disk encrypts the files put in it
on the fly, you might be inclined to think that
the whole process takes somewhat longer
than it would with a regular, non-encrypting
disk. Actually, it doesn't.

As an example, it took 3 minutes to copy a 5.5
GB folder in it - | have regular removable
drives that work slower than that.

Un-mounting the drive after you finished using
it will make its contents inaccessible. Un-
mounting the disk before disconnecting it is
advisable, since sometimes you may find that
the files stored on it have disappeared be-
cause of your failure to do so.

Unfortunately, if you change your mind and
want to use it again, you have to unplug it and
plug it into the machine again. | didn't care for
that, since the USB ports are on the back of
my computer and | had to get up each time to
do it.

The integrated USB cable - which is definitely
a boon for people like me who abhor too much
clutter - could also be a little bit longer.

The disk is easy to use with a laptop, but if
you use it on a desktop computer, you can
find that the cable is simply too short to plug it
in and position it on the top of the casing, and
definitely awkward to use when changing the
PIN. But, on the other hand, it's nothing an
extension cable can't fix.

www.insecuremag.com
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Also, at first glance, | thought | would miss a
screen on which you see the status of the de-
vice while you set up the PIN or insert it. It
turns out, the LED is more than enough, and
the keys are hardy enough to make it entirely
obvious whether you have pressed them or
not.

In any case, if you entered the wrong PIN, you
simply won't get access and are free to try
again five more times. After the sixth incorrect
attempt, you will have to disconnect and re-
connect the drive before trying again. All in all,
you have a hundred tries to get the number
right - after that, the disk assumes it is being
attacked and will destroy the encryption key
and lock itself, rendering the data useless and
requiring a total reset and reformat to redeploy
it.

Setting aside those minor limitations, the disk
worked flawlessly. It's extremely fast and very

reliable if used properly. | have been using it
for a few months and have yet to find a glitch
in its performance. According to the manufac-
turer, the data stored on the drive cannot be
accessed even if the hard drive is removed
from its enclosure - you simply must know the
PIN.

The disk is enclosed in a sturdy enclosure and
is protected by a shock mounting system
which - among other things - makes it perfect
for transporting data. The PIN protection (and
its limitations) and the hardware encryption
means that the disk cannot be brute force at-
tacked and is not vulnerable to keyloggers or
to corruption of data by malware or viruses.

An additional benefit of this disk is that allows
enroliment of up to ten unique user ID's and
one administrator, making it ideal for business
collaboration within corporate environments.

Zelika Zorz is the News Editor at Help Net Security and (IN)YSECURE Magazine.
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'secﬁrity spdtlight

Here are some of the Twitter feeds we follow closely and can recommend to anyone interested in
learning more about security, as well as engaging in interesting conversations on the subject.

If you want to suggest an account to be added to this list, send a message to @helpnetsecurity
on Twitter. Our favorites for this issue are:

@falconsview
Ben Tomhave - Senior Security Analyst at Gemini Security Solutions.
http://twitter.com/falconsview

@digininja
Robin Wood - Senior Security Engineer at RadomStorm.
http://twitter.com/digininja

@SteveD3
Steve Ragan - Reporter for The Tech Herald.
http://twitter.com/SteveD3

@lcamtuf
Michal Zalewski - Security expert and book author.
http://twitter.com/lcamtuf
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Management are from Mars,
information securityipteiessionalsiare from Venus

DV BTratg Honan

One of the most common complaints information security professionals make
is that their senior management does not understand or care about informa-
tion security. Information security professionals lament the lack of senior
management buy-in, budget, time and resources they are given to protect
what is cited as one of an organization's most precious assets - its informa-

tion.

. Why are those tasked with protecting that in-
. formation finding it hard to get the appropriate
senior management buy-in? The problem is

. all down to communications, or rather the lack
. of communication. Most people tasked with
managing information security for an organi-

: zation come from an IT or technology back-

. ground. Paradoxically for professionals who

. pride themselves on working in an industry

- focusing on how to improve the flow of infor-

. mation and support better communication, we
. struggle and often fail to make the connection
we require when to dealing with our peers or

. senior managers.

- In the book “Men are From Mars and Women
. are from Venus”, the author John Gray ad-

. vises couples to improve their relationship by
- recognizing and accepting the differences be-
: tween men and women. He argues that men
. and women are as different to each other as
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beings are from separate planets. Once you
accept and understand these differences it
makes communication and interaction be-
tween the sexes much easier. In a similar
vein, we need to accept that there are core
differences between information security pro-
fessionals and senior management and while
we both want the same thing - to ensure the
security of our information - we need to un-
derstand each other better in order to achieve
that.

The first difference is that when the business
talks about managing and securing informa-
tion they see it as the sole responsibility of IT
and not of the business. People within infor-
mation security think that securing information
is everybody’s responsibility, and not just of
those within the IT and information security
functions.



. The second difference is that unless you are
- working in a technology start-up company,

- Senior Management does not care about

. technology. Their focus is on the core func-

. tions of the business to ensure the business
- survives, meets its goals and also on being
: accountable to the stakeholders.

Any activities outside of the core business

. functions are there to simply support the busi-
. ness. As a result, activities such as IT are of-
- ten looked upon as a necessary evil and

- therefore as being a cost to the business. And
. yes, this view is still widely held despite the

. productivity and other advantages IT brings to
- the business.

. Compounding this problem is that many IT

- professionals don't fully appreciate informa-

. tion security either and see it as an additional
. cost. Indeed, in some cases the IT depart-

- ment views information security as a hin-

: drance to getting projects delivered on time,

meeting SLA commitments and implementing
new technologies.

The blame is not all on the business’ side ei-
ther. Many of us working within information
security focus too much on the technology
and not on the information we are tasked with
protecting. Not only do we not focus on the
information, but we often do not understand
the business of the organization and how that
impacts the context of the information.

Information security is not all about firewalls,
Intrusion Detection Systems, anti-virus soft-
ware or whatever the latest shiny gadget is.

It is also about ensuring the proper policies

and procedures are in place and that people
are trained and educated properly to under-
stand their role and responsibilities in secur-
ing the information they deal with on a daily

basis.

Paradoxically for professionals who pride themselves on working in an
industry focusing on how to improve the flow of information and support
better communication, we struggle and often fail to make the connection

we require when to dealing with our peers or senior managers.

. Information security professionals also do not
. talk to their business colleagues or to senior
management in a language they understand.
. We tend to focus too much on the technical

. details rather than speaking in terms that

- business people can understand.

. Telling a senior manager “there is a zero-day
vulnerability which could grant an attacker

: root access to the database server” does not
. have the same impact as telling that same

. manager “a security weakness in the system
- could allow an attacker to download all our

. clients’ credit card information”.

. Likewise, senior management doesn’t care
whether or not the spam filters use Bayesian

analysis, Real Time Blocklists or the Sender
Policy Framework, but they do care about
how much time is wasted by staff having to
delete spam e-mails.

This inability to understand each other can

lead to frustration for both parties and lead to
the business seeing information security at

best as something that needs to be done in
order to meet some compliance requirements,
or at worst to be ignored completely.

So how do we solve our interplanetary com-
munication problems and get both parties to
better understand each other?

Telling a senior manager “there is a zero-day vulnerability which could grant an
attacker root access to the database server” does not have the same impact as
telling that same manager “a security weakness in the system could allow an
attacker to download all our clients’ credit card information”.

www.insecuremag.com

21



- Thankfully, this is not a mammoth task and a
. few simple steps can help you have a more
. meaningful and rewarding relationship with

- senior management:

. * Realize that while senior management cares
- about information security, it does not neces-
- sarily care about it as much as you do. They

. have a lot of other responsibilities and de-

. mands on them, so you must understand that
they may not be able to give you the attention
. and time that you think you deserve.

- Once you understand that their interest in in-
. formation security is limited, you need to be
. ready to take full advantage of whatever op-
portunities you may have to interact with

. them.

- Start off by getting a better and deeper un-
. derstanding of the business requirements of
. your organization. Once you do that, you will
be more able to align your information secu-
- rity program with the needs of the organiza-

. tion.

- To do this you should review the organiza-
. tion’s annual report - it will provide you with
. good background information into the organi-

-+ Remember that while you may find the tech-
: nological challenges that your role brings you
. interesting, your colleagues may not find them
- as exciting. Using technical jargon, the latest
+ buzzwords and the dreaded TLAs (Three Let-
. ter Acronyms) will quickly lead to a disinter-

. ested audience resulting in the key message

- you want to deliver being lost.

. Management understands and speaks about

- issues relating to the business in terms of risk.
: Learning to understand risk and how to pre-

. sent it to the management will enable them to
appreciate and better understand what you

. are trying to achieve.

Remember though that while they may better
: understand what you are proposing they may
. not agree with it. However, with this approach

www.insecuremag.com

zation and how it has performed in previous
years against its stated goals. Get visibility of
the organization’s business plan for the com-
ing years so that you can understand how it
may impact on the information security re-
quirements for the business. For example -
Will the organization be moving into any new
markets or geographical regions? Will it be
outsourcing any of its services or using cloud
computing? Any of the above business initia-
tives will have a major impact on your infor-
mation security strategy.

* Meet more regularly with your peers and
with senior management so that you can bet-
ter understand their business requirements
and the business challenges they face. While
this can be something as formal as arranging
regular meetings with your peers, it can also
be done informally by meeting them for regu-
lar coffee or lunch breaks.

Regular contact with your peers will make you
appear more approachable to them and as a
result they should be more willing to discuss
matters relating to information security with
you. It will also provide you with early indica-
tions of any business initiatives that may need
input from information security.

the business can better explain to you the
reasons behind their decision and can better
understand and accept the consequences of
that decision.

* It is also wise not to use the Fear, Uncer-
tainty and Doubt (FUD) approach to get buy-
in for your ideas. FUD is often used to coerce
the business into making a decision to pur-
chase a solution by leveraging of the fear fac-
tor of what could happen should the business
not take the recommended plan of action.

This often results in a solution being imple-
mented for the wrong reason and without the
full support of the business. When the
dreaded event you warned the business
about never happens you then become the
“boy who cried wolf”.

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

.
ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo



ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

- Inevitably this will make it much more difficult
: to convince management to agree to the next
. solution you wish to implement.

-« Don'’t fall into the trap of being heard by the
. business only when something has gone
wrong and security has been breached. This
. often results in the business equating informa-
. tion security to bad news. Lose this image by
. regularly publishing reports and statistics on

- the positive impact your initiatives are bring-

. ing. This need not be a major task as there

. are many sources of information that you can
use, such as the percentage of spam e-mails
. blocked, the number of computer viruses pre-
. vented or how many password resets had to
- be carried out in the previous month.

Remember though to try and translate that
information into something that is meaningful
. to the business. If you can present your re-

ports in terms of cost savings, productivity in-
creases or other metrics that are important to
the business than your reports will provide a
more positive image of information security to
the business.

As in all relationships, getting the communica-

tion right is key to making that relationship a
success.

Taking the appropriate steps to improve the
communication between information security
and management can lead to a stronger and
effective information security program.

It requires some hard work and understand-
ing, but it does not mean you have to stop
thinking senior management is from another
planet. In fact, | encourage you to do so.

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Brian Honan is the founder and head of Ireland's first Computer Emergency Response Team (CERT) team
(www.iriss.ie), as well as owner of BH Consulting (bhconsulting.ie).
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PacketWars: A cyber security sport for a cyber age
by Zeljka Zorz

In this day and (cyber)age, hacking contests are sprouting like mushrooms af-
ter the rain - and it's a good thing they do. For what better venue is there for
exercising the offensive and defensive cyber skills of future "cyber warriors"
than events such as these, where their talent can get noticed and appreciated,

and inspire others?

PacketWars differs somewhat from that for-
mula. Its developers started it with an ambi-
tious goal in mind - to educate people while
having fun and to institute Internet's first cyber
sport that is also spectator-friendly and offers
a fertile ground for establishing local and
global leagues.

How the story began

"This is what we need," thought Bryan Fite
(aka Angus Blitter), the developer of Packet-
Wars, as he witnessed Ghetto Hackers' pro-
jection of a "geisha girl" commenting the
gameplay at DefCon's Capture the Flag con-
test.

www.insecuremag.com

"In the mid-to-late 80's late me and my hacker
crew HackSecKlan were attending any and all
hacker conferences we could get to, and one
of our favorite things about them was the vari-
ous 'capture the flag' style games. We loved
them," reminisces Fite. "But, as we saw it,
there were downsides to having these con-
tests during the conference."

He soon realized that anyone engaged in
these contests would typically have to give up
much of their social interaction time and
missed presentations, and that most people
who ran the games got burned out - whether it
was because of the cost of organization or
simply because it was a lot less fun to organ-
ize such events than participating in them.
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Watching a variety of CTF events, he noticed
that most hackers tried to attack the game
platform instead of actually mastering the ob-
jectives.

He realized that the game platform should
have two main characteristics: mobility and a
design that couldn't or wouldn't be "hacked".
But, the real turning point was the "geisha
girl". "She was commenting on the game play.

| was fascinated. It was so engaging. It sucked

Inside PacketWars

PacketWars events consist of a series of "bat-
tles" that pit individual players or teams
against each other in a race against time to
complete a number of defined objectives.
"Two of my favorite battles are "What's My
Name?" and "King of the Hill", says Fite.

The first one is a straight up reconnaissance
assignment - individuals or teams have a lim-
ited amount of time, normally 30 to 60 min-
utes, to "visit" numerous targets in a specified
address space. They must record as many at-
tributes about them as they can: OS, running
services, versions, known vulnerabilities, etc.
Whoever identifies the most accurate attrib-
utes in the shortest period of time wins the
battle.

"'King of the Hill' is pure carnage!" recounts
Fite. "Battles normally last 2 to 4 hours and
create a 'Battle Space' within a specified ad-
dress space (kill zone). The external attack
surface is usually based on difficulty level of
the battle and experience and skill level of the
combatants.

However, once the outer layer of security has

been breached, combatants can leverage
compromised assets inside of the Battle

www.insecuremag.com

people in," he says. "In short - it was the key
to making these events 'spectator friendly".

And that became the last piece of the puzzle.
In order to address all of the negative aspect
of this contests, he decided that the answer
was to turn CTF into a proper sport. "We
needed a sustainable structure, that was fun
to play, easy to execute and would hold the
interest of those who weren't playing. And,
with PacketWars, we think that we have ac-
complished this."

Space to attack internal assets or even other
combatants - just like in the real world."

Apart from being the developer, Fite is also
"The Packet Master". He facilitates the battles
and serves as a commentator by explaining
the attacks to the spectators. "lt's a throw back
to old RPGs, when | played the role of Dun-
geon Master," he says with a smile.

To participate in a public PacketWars battle all
you need is a computer of your own. The or-
ganizers sanction players and teams at their
discretion, but there are currently no extra
fees to pay other than admission to the host-
ing event - typically hacker and security con-
ventions. Event sponsors pay for the opera-
tional costs of the battles and provide prizes.

Battles can be played by individuals and
teams. It is assumed all players are law-
abiding citizens, and illegal activity of any kind
is not tolerated. "That mainly refers to physical
attacks on others or on their equipment," he
says. "In the real world, physical attacks are
certainly an option, but in our simulations they
are prohibited. Other than that, the battle un-
folds on an isolated network, so pretty much
everything else goes."
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Typical PacketWars players are security and
IT professionals, students, hobbyists, and the
occasional hacker. "This is a very accessible
sport for beginners. In the past | would say
you had to have much more experience.
When it comes to organizing teams, we sug-
gest the players to think about covering a var-
ied skill-set," explains Fite.

"TCP/IP and basic networking is probably the
only real technological requirement. But you
won't get far without good application and OS
skills," he says.

"We have introduced a player rating system.
The more you play - earning league points -
the better we are at rating your skill levels.
Registered players can accumulate league
status and be eligible for special Battle oppor-
tunities, including invitational events not open
to the public."

The basic idea is to get as many players pos-
sible involved, so that a lot of games can be
played. Sometimes qualifying events are run

"We have players who work in government or
law enforcement roles," he says. "l know of
several people who have referenced their in-
volvement with PacketWars on their CVs and
still got hired. | like to think it is viewed as a
positive indication of a candidates experi-
ence."

In this day and age when various government
agencies around the world are trying to attract
knowledgeable individuals that could defend
the country's cyberspace if the need arises, |
must say that | think he's right.

And PacketWars has the potential of being not
only a fun and educational experience for the

or participation is limited due to physical con-
straints based on the battle venues, but other
than that - everyone who intends to follow the
rules is welcome.

"We try to hit as many events as possible,"
Fite explains. "However, we are constrained
by time and budget. In order to get more cov-
erage, we sanction some CTF games and run
remote games. In addition, we have started
building regional franchises. This builds local
and global teams for league play - expanding
the sport in a cost effective and sustainable
way."

Private battles are also organized. The Pack-
etWars platform is often used for training,
team-building or QA/product testing sessions.
It is a great environment for honing offensive
and defensive computing skills and capabili-
ties. Fite is of the opinion that PacketWars
could create more and better "cyber warriors"
in a shorter period of time than the current
practices.

players, but also to inspire in spectators a
wish to learn more about the techniques used
and about cyber security in general. All Battles
are recorded - audio, video and complete te-
lemetry - and this content is presented to the
public under a Creative Commons license.

"We are trying to expand the appeal outside of
the current demographic. We want people to
care about the players. So, we have experi-
mented with different formats. Some at live
events. Others post production," Fite explains
their future plans. "We think the key to taking it
to the next level is attracted a non-technical
audience. After all, you don't have to drive fast
to enjoy Formula One."

Zeljka Zorz is the News Editor at Help Net Security and (IN)SSECURE Magazine.
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InfoSec World Conference & Expo 2011
www.misti.com - Orlando. 19-21 April 2011.

Infosecurity Europe 2011
www.infosec.co.uk - London. 19-21 April 2011.

SANS Secure Europe Amsterdam 2011

www.sans.org/secure-amsterdam-2011 - Amsterdam. 9-21 May 2011.

SOURCE Boston

www.sourceconference.com/boston - Boston. 20-22 April 2011.

Hackito Ergo Sum 2011
www.hackitoergosum.org - Paris. 7-9 April 2011.

Infiltrate 2011
www.immunityinc.com/infiltrate.shtml - South Beach. 16-17 April 2011.

CarolinaCon 2011
www.carolinacon.org - Raleigh. 29 April-1 May 2011.
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Add as Friend

Q&A: Graham Cluley on

Facebook security and privacy |
by Mirko Zorz @

Graham Cluley is the senior technology consultant at Sophos and an expert
on social networking security and privacy issues.

Should Facebook be doing more to protect
the privacy of its users despite the fact
such actions are in conflict with their ad-
vertising revenue? Do you believe that the
constant privacy gaffes will eventually
cost them one way or another?

| like to think that there is a large number of
people who would welcome a social network
that kept them secure, and treated their pri-
vacy as a priority. | like to believe that if Face-
book took a sea-change and decided to put its
users privacy *first* (rather than the gradual
erosion that has occurred) then they wouldn't
find it would hit them in the pocket too much.

They may also find that they would be looked
on kindly by regulatory and privacy bodies
too.

Will their security and privacy gaffes hurt them
in the long wrong? I'm doubtful.

I've encountered plenty of Facebook users
who have had a bittersweet experience of
rogue apps, stolen accounts, being spammed,
etc, but still regularly login to the site. My

guess is that they feel they *have* to be on
Facebook to stay in touch with their friends -
even if they don't always feel comfortable with
it.

Think of it this way - what would have to hap-

pen for you to completely give up on the Web,
or e-mail? You see.. it's not that easy... Face-

book has users hooked.

What features would a social networking
site like Facebook have to have in order
for you to be able to recommend it as a
privacy-respecting service? Is it likely that
such a service will ever exist?

A privacy-respecting social network? It would
need to give you complete control of every
piece of your personal information, allowing
you to specify who can and who can't view it.
Furthermore, you would need to trust it not to
erode your privacy by introducing new fea-
tures that presumed you wanted to share info
rather than not share info.

In other words, users should always have to
opt in to sharing more information about

www.insecuremag.com
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themselves, rather than opt out. In Face-
book's specific case it needs to oversee third
party applications much more closely to pre-
vent abuse.

I'm not sure anything on the Internet can be
100% totally safe. This isn't just a Facebook
problem. For instance, you might have a very
well locked-down user profile but still have
your Facebook password stolen by spyware
on your PC.

Is it possible to achieve a reasonable level
of privacy while still using social net-
works? What practical advice would you
give to those interested in protecting their
information while still enjoying services
like Facebook?

The best advice is don't upload any informa-
tion which you don't feel comfortable being
broadcast from a loud hailer in the middle of
Times Square.

| would say that you shouldn't feel obliged to
tell the truth when you fill in your profile on
social networks. For instance, why should you
tell it your real phone number, address, etc?
Many people feel compelled to tell the truth

lead to awkward data losses later.

Unfortunately, Facebook's terms and condi-
tions prohibit users from lying about them-

want to break Facebook's ToS but *do* want

protect your privacy, you will have to leave the
service.

Many employees use social networking
sites carelessly and are guilty of thought-
less information dissemination which can
pose a security threat to the organization
they work for. Are we nearing a point
where access to such sites and the type of
information disclosed is going to be part
of a work contract?

We see that most companies today are loos-
ening up about Facebook. A few years ago,
many firms blocked Facebook for productivity
reasons. Now many businesses allow access
to Facebook as they see it as an important
part of their marketing and social media cam-

even when they're not required to and this can

selves and their personal data. So, if you don't

to use erroneous information on your profile to

paigns. And | think that's right - after all, you
can bet your bottom dollar that your rivals are
on Facebook, and why should you be at a
competitive disadvantage?

Facebook can help your company get closer
to its intended customers, and that's a great
thing. But you do need to ensure that you act
responsibly on it, and that you do not share
inappropriate corporate information that may
endanger your firm.

While discussing Facebook at the RSA
Conference in London, Bruce Schneier
was very upfront and said: "These CEOs
are deliberately killing privacy. They have a
more valuable market the less privacy here
is." Would you agree?

No, | don't agree. | do sincerely believe that
Facebook could make oodles of money if they
worked harder on security and privacy. It may
be *harder* work in the short term, but | think
it would show long term rewards. Would
Facebook do it? I'm not so sure.

Facebook's recently clumsy introduction of a
feature which would allow rogue application
developers to access users' mobile phone
numbers and home addresses (and its sub-
sequent temporary withdrawal while it rethinks
its approach) makes me question whether pri-
vacy and security are part of the company's
DNA.

| see two possibilities: Either Facebook simply
doesn't "get" security and privacy, or it just
doesn't care. | really hope it's the former. Be-
cause if it is, there's still a chance that Face-
book can build a network that is secure for its
users and will make its users' privacy a top
priority.

There's a real problem, though, if Facebook
just doesn't care that much about privacy and
security. Because 500+ million users are go-
ing to and it's very difficult to wrench them-
selves away from the world's most popular
social network.

There's no doubt that there's lots of fun things
you can do on Facebook, and that it provides
some valuable services. But you must be
careful and sensible about how you behave
when you're online.
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Financial Trojans: Following the money
by Simon Heron

Hackers target banks and their customers because - as William Sutton, a no-
torious 20th century bank robber, is supposed to have said - “that’s where the
money is”. However, following a twenty-first century paradigm, hackers don’t
burst fully armed into banks but install software known as financial Trojans on

their victims’ computers.

These Trojans are ever more sophisticated
and show every sign of becoming increasingly
so in the coming years as the rewards are
large. In this article we will investigate the
ZeuS Trojan which according to an FBI esti-
mation has netted around US$70 million for
the gang involved.

Financial Trojans of one sort or another have
been around for a while. A few years ago a
worm called Clampi spread itself by hacking
the Windows Administrator account, and then
used the rights gained to infect all the other
systems on the network.

The problem was that such activity drew at-
tention and as a result intrusion detection sys-
tems were able to identify the infected sys-
tems. Present day malware is far more dis-
crete, doing all it can to maintain invisibility.
This article will look at two such Trojans:
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1. ZeuS, chosen because it has proved to be
a very resistant strain since it’s inception, and

2. URLZone, chosen due to its deployment of
“Man-in-the-Browser” techniques.

ZeuS

ZeuS has been around since 2007, with the
highest level of infection recorded in 2009. In
late 2010, its writer, known as Slavik/Monstr,
claimed he was ‘retiring’ and that he was go-
ing to hand over the source code of this Trojan
to Gribodemon/Harderman - the writer of an-
other financial Trojan called SpyEye.

Recently evidence popped up that the merg-

ing of the two codes has produced new mal-
ware (tinyurl.com/6knp3el).
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Figure 1. Number of new ZeuS variants (Source: securelist.com).

Zeus is easily available and offered on sale
on many online forums, and its price goes
from around US$500 for an older version, to
over US$4,000 for the latest one. There are
also free versions available but these fre-
quently include Trojan horses themselves that
allow the provider to infect the ‘purchaser’.

In more recent versions, the ZeuS’ developer
has made some considerable effort to ensure
that versions of his software can only be run
only on one machine, making the code hard-
ware aware and requiring a key from the
writer to enable the software. By doing this,
the writer can increase the income he makes
by selling the software to those not able or
willing to write their own. Many who do buy
the software will try out the scam but fail to
make it pay and go out of business. Despite
this, a large number of botnets does survive

and tempts imitators. This is all good news to
the malware writers as they have a ready
market of potential bot herders.

Zeus Tracker (zeustracker.abuse.ch) has
identified the following number of servers and
websites connected with ZeuS on January 22,
2011:

1. ZeuS C&C servers tracked: 543

2. ZeuS C&C servers online: 229

3. ZeuS C&C servers with files online: 40
4. ZeuS FakeURLs tracked: 74

5. ZeuS FakeURLs online: 29

The primary purpose of ZeuS is to steal FTP,
e-mail, online banking, and other online
credentials/passwords. Figure 2 shows the
most targeted websites, highlighting the focus,
scope and flexibility of this malware.

Kaspersky Lab

firstdirect.com
bankofamerica.com
citibank.com
paypal.com
hsbc.com
nwolb.com
rbsdigital.com
bbvanetoffice.com
ebay.com
barclays.com
uno-e.com
e-gold.com
anz.com
bancajaproximaempresas.com

Figure 2. Most prevalent .com domains targeted (Source: securelist.com).
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Before it can be deployed, a ZeuS Trojan
needs to be built. And this is where the toolkit
comes into the equation.

The ZeusS toolkit

The ZeuS toolkit not only provides the re-
quired malware for installation on a victim’s

computer but also the necessary web server
software for the command and control (C&C)
of any botnet that might be generated.

The building of the bot is a three-stage affair
and the toolkit provides a wizard for the bud-
ding script kiddie to follow:
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T crmp e DA
Conti and s esdeg
suree confg Mo
[Cioccimnts and SomeamAdmr et RoNDwIZPREIIoT, | Srcuwss

curps

Loadng cortig feom e €

D cod g | Dbl ade

DoCumarts and

Settrgs\Admrnts stor \Oed 2 cpeus \ DOT | Jenicorfig '

| /‘-)‘ﬁ: SCTONNT

Figure 3. ZeuS Builder interface.

Step one is to configure the bot, a button
takes the hacker to the configuration file (see
Figure 3). This file then allows the hacker to
modify the behavior of the malware, defining
where it is controlled, and from to where it in-
jects text and graphics into target websites.

Zeus$ Builder configuration file

Here are some basic definitions to help you
understand this configuration file:

url_config: Location of the server that holds
the configuration file, this allows the attackers
to define the servers they want to use.

url_loader: Location of the latest ZeuS ex-
ecutable, which allows the Trojan to be up-
dated.

url_server: Location of the command and
control (C&C) server, allows the bot herder to
control the botnet.

AdvancedConfigs: Location of alternative
locations for the configuration file in case the
primary location is taken down.

Webfilters: Identifies the URLs to be moni-
tored. The configuration file allows for masks
to be created, with wildcards to catch multiple
pages.

www.insecuremag.com

WebDataFilters: |dentifies the URLs to be
monitored and specifies the string patterns to
be matched. If a match is found, then the data
associated with the string patterns is sent to
the C&C server.

For example, if a website has a logon, the
hacker would look for ‘username’ and ‘pass-
word’ and when an entry is detected, the text
is returned to the C&C server.

Any data sent to the monitored URLs is sent
to the C&C server allowing the hacker to ac-
cess banking credentials and other sensitive
information. In fact it is possible to specify a
screenshot to be taken at specified moments,
say on mouse click when on a certain bank’s
website.

This enables snapshots of security systems
that use virtual keyboards on the screen to
enter the PIN number to be taken and feed it
back to the bot herder. As the Trojan is effec-
tively positioned above layer 4 (transport
layer) of the OSI Model, the data is captured
before it is encrypted and much of the security
features relied on by banks are thus circum-
vented.

WebFakes: Redirects the specified URL to a

different URL, which will host a potentially
fake version of the page.
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TANGrabber: The Transaction Authentication
Number (TAN) grabber routine allows the
hacker to specify the online bank URL that is
of interest and to specify the patterns that en-
ables the bot to search for transaction num-
bers.

DNSMap: Allows the hacker to add entries to
the victims HOSTS file and redirect users to
sites other than the real one. Another ruse is
to prevent access to security sites so that anti-
virus updates fail.

file_webinjects: The location of a file that
contains HTML to inject code into online bank-
ing pages.

Many banking sites now deploy strategies that

mean the customer is not entering all their
data at any one logon. A common example is

log on

to ask for just three characters at random from
a password. ZeuS helps hackers overcome
this by allowing them to inject questions into
the web page to obtain the information di-
rectly.

As a simple example, “file_webinjects” could
define a file that holds the relevant code that
will first look for a given input request - like
‘username’ - and then insert an input box un-
derneath it called ‘password’. This would en-
courage unwary users to enter their entire
password, rather than wait for the next screen
where the bank only asks for 3 random char-
acters from their password.

Figure 4 shows the form before it has been
modified. In this case the word to look for is
‘proceed’, then insert an input box after this
line.

Please enter your username

» proceed

Figure 4. Uncorrupted login page.

The example configuration file refers to
webinjects.txt as the file holding the required
instructions for the text box insertion and if this
file contains the following code, the bot looks

set_ur http:/fwww.xon.comfcontact.php GP
data_befare

name= proceed *</tr>

data_end

data_inject

for the term defined in the ‘data_before’ sec-
tion and then looks to the ‘data_inject’ section
to find the instructions necessary to insert the
required input box:

<tra><td><input type="password” name="password" id="password" /><td>password></td></tr>

data_end
data_after
data_end

Figure 5. Example of webinjects.txt code.

It is even possible to replace HTML by defin-
ing the ‘data_after’ section. If this is done,
then HTML between ‘data_before’ and ‘da-
ta_after’ will be replaced by the HTML defined
in ‘data_inject’. From this, it can be seen that it
is possible to carry out significant changes to
a website. In our simple example, however,
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after the HTML has been injected, the form
now looks like Figure 6.

To the unwary, it will seem natural to enter the

password in full and hence the security of the
following page is bypassed.
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log on

Please enter your username

» proceed

password

Figure 6. Tainted login page with false password request.

ZeuS comes with a number of built-in com-
mands that make it particularly vicious. These
built-in commands are invoked from the C&C
server when a bot ‘calls home’ and the server
looks to see if there are any commands for
that bot to carry out. The list of commands in-
cludes the following:

* Reboot: reboots the computer

+ Kos: deletes system files, killing the com-
puter

+ Shutdown: shuts down the computer

» Bc_add: initiates back door by back-
connecting to a server and allows arbitrary
command execution via the command shell
+ Bc_del: deletes a back door connection

* Block_url: disables access to a particular
URL Unblock_url: restores access to a par-
ticular URL

+ Block_fake: blocks injection of rogue HTML
content into pages that match a defined URL
+ Unlock_url: re-enables injection of rogue
HTML into pages that match a defined URL
* Rexec: downloads and executes a file

* Lexec: executes a local file

* Lexeci: executes a local file using the inter-
active user

+ Addsf: adds a file mask for local search

+ Delsf: removes file mask for local search

+ Getfile: uploads a file or folder

+ Getcerts: steals digital certificates

* Resetgrab: steals information from the
PSTORE (protected storage) and cookies

+ Upcfg: updates configuration file

* Rename_bot: renames bot executable

+ Getmff: uploads Flash cookies

+ Delmff: deletes Flash cookies

+ Sethomepage: changes Internet Explorer
start page.

The potential bot herder now has a bot, target-
ing the financial institution(s) of his choosing.
Now the hard work begins: the bot needs to
be deployed and this is no different than any
other malware deployment carried out by e-
mail or via websites.
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Once a victim is persuaded to activate the
malware, what happens next? It depends on
how the victim is logged on. When victims are
(frequently) logged on as administrators, the
malware has an immediate advantage and the
following files are installed:

Y%systemroot%\system32\sdra64.exe
Y%systemrootY%\system32\lowsec
%systemrootY%\system32\lowsec\user.ds
Y%systemrootY%\system32\lowsec\user.ds.llI
Y%systemrootY%\system32\lowsec\local.ds

And then it changes the registry entry:

“HKEY_LOCAL_MACHINE\Software\Micro-
soft\WWindows NT\CurrentVersion\Winlogon”
from:

"Userinit" =
"C:\WINDOWS\system32\userinit.exe"

To:

"Userinit" =
"C:\WINDOWS\system32\userinit.exe,C:\WIN
DOWS\system32\sdra64.exe"

Upon startup, sdra64.exe uses process injec-
tion into winlogon.exe to hide its presence.
The injected code then starts infecting other
processes to carry out the tasks it has been
configured to do.

In the case where the victim is running in
‘user’ mode, the same files are installed but in
the following folders:

Y%appdata%%\sdra64.exe
Y%appdata%\lowsec
%appdata%%\lowsec\user.ds
Y%appdata%%\lowsec\user.ds.llI
%appdata%%\lowsec\local.ds

And then it changes the registry entry:

“HKEY_CURRENT_USER\Software\Microsoft
\Windows\CurrentVersion\Run”
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from: "Userinit" = "C:\Documents and Set-
tings\<user>”

to: "Userinit" = "C:\Documents and Set-
tings\<user>\Application Data\sdra64.exe"

Upon startup, without administrator rights, the
sdra64.exe uses process injection into Inter-
net Explorer to hide its presence. Once the
malware is installed, it can carry out the tasks
for which it was configured: stealing user-
names, passwords, security answers, PFX
digital certificates and so on. Depending on
the configuration, it will then report ‘home’.
One of the more interesting features is the op-
tion to start an IM session (Jabber) which re-
ports the information in near real-time which
can allow the hacker use one time passwords
before they time-out.

Obviously, they have to be quick, but if they
have already managed to obtain the primary
authentication details, this feature will provide
the remaining part of the puzzle. Later ver-
sions of ZeuS improve on the automation by
inspecting the C&C database to ascertain if
the primary authentication is already known
for a particular account, and if it is, it will start
an IM session with the hacker so they can use
the information immediately.

One final important feature is the ability to de-
ploy VNC and hence to just take over the vic-
tim’s computer. If there are any hardware de-
vices, embedded cookies or certificates used
in the bank’s security, this helps the hacker
bypass such measures. It also means that the
‘attack’ on the bank comes from the victim’s IP
address and adds another level of abstraction
when the attack is discovered.

Comprehensive as it is, this attack strategy is
still visible. In addition, even though the
hacker can receive information near to real
time, two-factor authentication is difficult to
break requiring the hacker to be very nimble
fingered indeed. The breaking of two-factor
authentication requires a different approach,
such as that implemented by the next Finan-
cial Trojan I'm now going to talk about.

URLZone
In late 2009, a California-based company

called Ferma was reportedly infected with
URLZone. The Trojan was subsequently re-
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sponsible for the theft of US$447,000. Whilst
the manager carried out a routine transaction
to make legitimate payments, URLZone car-
ried out 27 separate transactions to a number
of different bank accounts in the background
and subsequently hid these transactions from
the manager. This ‘man-in-the-browser’
(MITB) development is the reason why this
Trojan is worthy of study.

There are a number of features that make
URLZone so dangerous. Firstly, it tries to take
as much of the human element out of the
equation as it is possible — a direction in de-
velopment that | expect to be withnessed often
in the coming years. Secondly, this Trojan can
bypass sophisticated two-factor authentica-
tion. Thirdly, with its ability to mislead the user,
the victims are unlikely to become aware of
the activity on their account until they receive
a paper copy of their transactions.

As many banks are currently reducing the use
of paper copies, it will be increasingly difficult
for a victim infected by sophisticated malware
to know the balance of their account without
visiting their bank or a cash point machine.

Command and Control

As with ZeuS, URLZone has a toolkit that al-
lows criminals to create a configuration file
that allows them to target the institutions they
are interested in. URLZone also lists the
“‘money mules” (see below) that will be used
to launder the funds stolen from victims.

In addition, it provides the management inter-
face that allows the bot herders to see what is
being reported back from any of the systems
that have been infected. In fact, this is very
similar to the ZeusS toolkit described above. A
quick word about “money mules”, since they
are vital to the success of the scam.

These are usually ordinary people who want
to work from home or are unemployed. They
see an opportunity to earn money from an ap-
parently reputable company via job adverts
that mention ‘Payment Processing Agents’ or
‘Financial Managers’.

These jobs are advertised via e-mail, letters,
newspapers, job search websites and other
seemingly legitimate arenas.
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Once “employed”, they are told that they will
receive direct transfers to their bank account
and are then told where and how to wire the
money.

This is usually done using Western Union
since transactions made through these serv-
ices are irreversible, untraceable and anony-
mous. For each transfer made, the ‘employee’
gets a commission. In most instances, they
quickly find the work drying up as the fraud-
sters - wanting to spread the risk across a
number ‘employees’ and knowing that “em-
ployees” are the easiest people for the
authorities to find - move on. Furthermore, any
money transferred to the “employees” by the
Trojan will be recovered by the banks as they
are the proceeds of fraud. Hence the “em-
ployee” is often left not only unpaid but also
left having to pay the money sent to the fraud-
sters with no way of obtaining recompense.

As with ZeuS and any malware, the plan is to
entice unsuspecting users to download and
activate the code. The infection process is
outside the scope of this article but follows the
usual route of infected e-mails and websites.
Once downloaded and activated, it copies it-
self to the root directory:

C:uninstall02.exe

It then reports its ID back to the C&C servers
so that it can be identified in the dashboard.
The C&C server downloads the latest version
of URLZone and it gets copied into the Win-
dow’s System32 directory with a random
name. Once installed, URLZone then down-
loads its configuration file. As this installation
process does not infect system files, it must
add an entry to the register to ensure it is
started each time on reboot:

“HK_LOCAL_MACHINE\SOFTWARE\Micro-
soft\Windows NT\CurrentVersion\Image File
Execution Options\userint.exe”

It then sets itself up as a debugger of
userinit.exe, which results in it being started
when userint.exe is started. Next it needs to
run as a service enabling it to call home and
look for programs running on the local ma-
chine on a regular basis. It does this by hook-
ing into svchost.exe. It can now check regu-
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larly to see if any of the following programs
are working:

. myie.exe

. iexplore.exe
. firefox.exe

. mozilla.exe
avant.exe

. maxthon.exe
. thebat.exe

. explorer.exe

ONODUTAWN =

Once these programs are running, URLZone
will start looking for the targets identified in the
configuration file and can start collecting the
credentials of the victim.

For example, consider a victim wanting to
transfer some money from his bank account to
a friend’s. For this example, the bank in ques-
tion is one that URLZone has been configured
to target and the customer is infected with
URLZone.

URLZone operation overview
The process is as follows:

1. URLZone sits waiting for the customer to
make this transfer. It looks for HTML data that
is sent using the POST method over https - a
good indicator that the information is going to
be valuable.

2. When the user confirms a transaction,
URLZone silently changes the request that is
to be sent to the bank. It records the amount
the customer intended to send and who it was
to be sent to. Then it changes the recipient
account to one belonging to the money mules
and defined in its configuration file and
changes the amount to be sent. This last
value can be very carefully tailored by settings
in the configuration file to ensure the account
does not go overdrawn, that amounts are ran-
dom and that they lie within specified bounda-
ries.

3. The bank software will see this request as
genuinely coming from the customer and will
make the transfer and return the confirmation.

4. URLZone intercepts this return message

replacing the recipient of the transfer and the
amount transferred to that which the customer
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Customer

is expecting to see.

The end result is that the victim enters all the
authentication information before URLZone
needs to start work. The victim sees the
transaction go through successfully and sees
the right amount displayed on their screen
when the transaction is confirmed and re-

Change
recipient and
4 \ amount

Recipient: loe Bloggs
Amount: 1,000 euros B

mains woefully unaware of the real transaction
that has taken place.

This gives the money mules time to transfer
the money to the hackers who remain suitably
removed from the crime. It also totally auto-
mates the crime and the hacker can leave the
Trojan to make the required transactions with-
out connecting to the victim’s system.

Recipient:Money Mule
Amount: 4,000 euros

Request: >

Request

=7 Respons

Reclplent: Joe Bloggs
Amount: 1,000 euros

U_‘RLZone

\
nsert saved
request

-
<
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D
|
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|
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Reciplent:Money Mule I

Amaount: 4,000 euros —a

Bank Website

Figure 8. URLZone operation overview.

Conclusion

Malware is becoming increasingly sophisti-
cated. The growing availability of development
kits - which not only make it easier to build in-
dividual Trojans but can also provide the C&C
capabilities necessary for managing botnets -
compound the problem. Interestingly enough,
the original writers are obviously aware that
illegal copies of the code are being made and
- in an effort to increase their return on their
investment - have deployed software that is
hardware dependent.

Perhaps the two biggest concerns here are
the ability of the current malware to bypass
sophisticated two-factor authentication and its
ability to automate and hide the transaction
from the victim.

Many experts now believe the best way to
carry out sensitive transactions over the Inter-
net is to use a dedicated machine. This ma-
chine would most likely run Linux and a
browser and would be used for nothing else,

not for sending e-mails or playing games, not
even for everyday browsing! Its sole job
should be to access websites the user deems
sensitive. This may be a fairly draconian
measure but, with many people having older
laptops available and Linux being free, this
could be a practical solution.

The provision of out-of-band confirmation
messages of banking transactions would be
beneficial. An obvious choice would be the
use of SMS text messages if these are pro-
vided by the customer’s bank. This would not
prevent the crime but would at least enable a
user to immediately see that a transaction had
been intercepted, cutting down the time
needed to detect the fraud.

Security precautions have to be implemented
in order to combat this threat. A combination
of faster malware-detection techniques and a
greater awareness by the end users should
make it possible for them to avoid becoming a
victim.

Simon Heron is the CTO of Redscan (www.redscan.com), a modular managed security solution provider
whose solutions are tailored to suit individual company requirements, and can be delivered either on premises
or in the cloud.
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Mobile encryption: The new frontier
by Michael Ginsberg
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As mobile usage for business communications increases, so does the need to
protect e-mail and other content through encryption. Despite the fact the en-
cryption technology has been in existence for many years, applying it to e-
mail and other forms of communications on the mobile front is a relatively
new way of using it and has yet to reach any significant adoption levels.

However, the rapid evolution of smartphones
in the past two to three years has placed the
need for mobile encryption at the forefront.
The challenges will only escalate as adoption
continues. RBC Capital Markets forecasts that
by 2012, 35.1% of global handsets or 504 mil-
lion units (395 million prior) will be smart-
phones due to the expected shift to e-mail,
browsing, applications and content.

Historically, encryption technology has not lent
itself to the mobile space. The variety of plat-
forms, the complexity of issuing and managing
digital certificates, and the difficulties encoun-
tered when decrypting received e-mails/
attachments or other types of messaging have
made it challenging for organizations to im-
plement encryption policies beyond the PC. In
many cases, the rules simply can’t be en-

forced once e-mails make their way to mobile
devices; or conversely, encrypted e-mails sent
to a mobile device simply can’t be accessed
without a lot of inconvenience.

The key to enabling encryption on mobile de-
vices is having the infrastructure and workflow
to support it. This means adopting a “gateway”
and a secure cloud approach that enables en-
cryption rules to be applied automatically to
both incoming and outgoing communications
under a central management model.

Applying the business rules at the source re-
moves the burden of mobile users having to
wait to return to their desktop or place a call to
the sender to read an important e-mail.
Rather, they can send and receive encrypted
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messages on their devices easily and se-
curely from any device and location.

Let's look at the risks associated with smart-
phone business usage, the importance of en-
cryption in managing that risk, and the best
approach for mitigating the risk and maintain-
ing control over corporate data.

Rising risk

In the mobile world, risk is rising on two differ-
ent fronts. The first is the virtually unmonitored
use of smartphones for business correspon-
dence and other sensitive communications.
Whereas before voice and personal commu-
nication were the dominant areas of use, this
is rapidly being replaced as business users
turn to text, e-mail and file forwarding to man-
age what used to be desktop functions. While
security around these processes is well in
hand at the desktop level, security surround-
ing mobile communications has simply not
kept pace.

Hand-in-hand with this increased usage and
functionality is a huge uptake in technology
that is available to intercept mobile messaging
in all forms.

There is a plethora of off-the-shelf, publicly
available, free software and firmware re-
sources for the hacking community; as well as
a thriving and highly profitable market devoted
to the exchange of personal information, credit
card numbers, or any other transmitted/stored
information that can be stolen in a blink of an
eye.

Add to that the vast number of publicly avail-
able, unsecured wireless networks, and we
can see that the world has made it easy for
any tech-savvy person to intercept emails or
text messages.

Adding to the security challenge is the con-
sumerization of IT inside enterprises. Today’s
workers are bringing in a wide range of de-
vices for conducting their day-to-day business
communications needs — from iPads and
iPhones to Androids and BlackBerries.

This is undermining the traditional centralized
IT management approach, because there
really isn’t a lot an IT manager who is used to
controlling a wired environment can do about
a stolen iPad that contains confidential infor-
mation.

UNWIRED DEVICES TRANSLATE INTO LESS CONTROL AND INCREASED RISK

Simply put, unwired devices translate into less
control and increased risk. Even if IT can find
a way to control a device at the point of origin,
it can’t police the unprotected wi-fi network
that person might be using during their travels,
or the devices and/or users that the informa-
tion is sent to.

Even if information is sent over a protected
network, what network it ends up on at the re-
cipient’s end is anyone’s guess.

The mayhem became especially prevalent
once the iPhone and Android made their way
into business users’ hands.

In fact, over the last four quarters, growth
numbers for the Android platform have out-
stripped the iPhone, which represents a huge
opportunity — or a huge threat — depending on
what side of the fence you’re on. This is espe-

cially problematic given the fact that Android
applications can be downloaded from any lo-
cation, rather than a centrally managed appli-
cation store.

At the same time, we have yet to see the im-
pact of the Windows phone on the entire
equation. It’s safe to say at this juncture that
every phone is potentially a business device
and therefore a danger to security.

Find the source

Approaching the mobile security issue with a
device lockdown approach is a futile task.
When the BlackBerry Enterprise Server was
the predominant business platform of choice,
and data was centrally provisioned, it was a
relatively simple issue. However, with the mul-
tiplicity of devices, operating systems, net-
works, security measures, etc. being used
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today, the situation has become unmanage-
able - if not impossible. End users who con-
stantly want more access to information and
applications, and IT managers who are simply
trying to impose limits to protect sensitive
data, are now deadlocked in an ongoing tug-
of-war that seems to be going nowhere.

Granted there are some measures being
used, such as remote “wiping” of content from
lost or stolen devices, disabling services, or
encryption tools that require complex authen-
tication procedures, but these are only ad-
dressing a small portion of the overall threat.
With hundreds of thousands of permutations
of devices out there — and more to come — an
entirely new perspective is needed for mobile
security.

The key to resolving this escalating need is in
fact based on a relatively simple principle:
moving applications and data to the cloud, se-
curing it at source, and allowing mobile de-
vices to access it. If done properly, this ap-
proach provides a simple, secure platform
where data can be centralized and protected.

The philosophy behind this approach is an ex-
tension of the “lock and key” approach that
has been in force for years.

Basically, data resides in a place where unau-
thorized users can’t reach it; it is kept off the
devices used to access it; and with the proper
encryption technologies/processes in place,
ensures that it can’t read if the transmission is
intercepted.

REALISTICALLY SPEAKING, DATA ENCRYPTION FOR MOBILE DEVICES
IS STILL IN ITS EARLY STAGES

Realistically speaking, data encryption for
mobile devices is still in its early stages. How-
ever, conversations with developers around
the world indicate that interest in e-mail, voice
and other encryption solutions is escalating at
a significant rate as smartphone adoption for
business has become pandemic.

IT managers are coming to the realization that
focusing on ever-changing mobile interfaces
carries with it an inherent risk. Subsequently,
they are also recognizing that a central server/
cloud approach — where encryption policies
can be automatically enforced, and users can
pick up, login and decrypt messages — is a
means to manage the complexities of it all.

Once that information is read, it can then go
back to its encrypted state until it is needed
again.

Cloud-based encryption of all forms of busi-
ness communications also enables auditing
and reporting, so managers can know when
messages have been sent, when and where
they have been read and by whom. At this

point, e-mail encryption has been among the
first applications to utilize this model. This is in
large part because it represents one of the
largest threats to corporate security.

According to Forrester Research, next to port-
able storage, e-mail is the second most preva-
lent area for data leakage. E-mail encryption
will shortly be augmented by encryption solu-
tions for voice, SMS and instant messaging —
all of which can transcend the issue of which
mobile platform is being used.

The rapid escalation of smartphone platforms
for business use has created a challenging
situation for IT managers over the past few
months. With the availability of secure cloud-
based services, a centralized approach to
mobile security management however is pos-
sible, with the right processes and resources
in place.

The only thing that is needed now is a con-
certed effort on the part of business to estab-
lish control over an increasingly complex and
threatening situation.

Michael Ginsberg is the CEO of Echoworx Corporation (www.echoworx.com), a provider of managed encryp-
tion services for complete enterprise email and data protection.

www.insecuremag.com 42



information security

foresight in a complex environment

Demonstrate clear thought leadership to ensure security is high
on the corporate agenda

Achieve visibility of your mobile workers, cloud providers

and web of third party suppliers

Clearly navigate and understand increasingly complex legislation
Deliver security to drive and enable clear business growth

Register FREE* to visit at www.infosec.co.uk

T—

+

Q Reed Exhibitions

Europe’s NO.1
Information

Security Event

19-21 April 2011
Earls Court
London UK

inf,«;security‘



Malware world

Rogueware starts misusing names of legitimate AV

- = Astime passes and users become more and more adept at finding out

-~ = Whether the name belongs to a real or fake AV solution, rogueware developers
will have to resort to the more risky business of using names of legal software
- and some have started already.
(www.net-security.org/malware_news.php?id=1612)

Expanding phishing vector: Classified ads

The online classified advertisement services sector has been increasingly
exploited as a phishing attack vector by ecrime gangs, a trend confirmed by the
growth of attacks abusing classified companies in the first half of 2010, accounting
for 6.6 percent of phishing attacks in Q2 2010 alone, according to the APWG.
(www.net-security.org/malware_news.php?id=1613)

Serious jump in new vulnerabilities exploitation

On a typical month, exploit activity falls between 30 and 40%. Half of new
vulnerabilities rated as critical were targeted in January, opening doorways for
an attacker to execute any command(s) on a target machine. "It is no secret
that software vulnerabilities continue to be disclosed in large numbers on an
ongoing basis - especially critically rated ones," said Derek Manky, senior
security strategist at Fortinet's FortiGuard Labs.
(www.net-security.org/malware_news.php?id=1615)
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500,000 stolen e-mail credentials for Waledac's comeback

Almost a year ago, the Waledac botnet was crippled by a legal action

initiated by Microsoft which resulted in the takedown of 273 Internet domains

that were being used as C&C centers for the infected computers. Security 0‘..
researchers are still monitoring its activities and recently the team from ®
Lastline has managed a peek into a stash of stolen credentials the ®
botmasters have managed to acquire. They found 489,528 credentials for ® 3
POP3 e-mail accounts and 123,920 login credentials to FTP servers.
(www.net-security.org/malware_news.php?id=1616)

Zeus evolution: Geographical attack locations

Ongoing research confirms the evolution of Zeus, with a growing number of
Web sites that host Zeus variants, as well as the rising volume of networks
hosting Command & Control servers for the Zeus botnet swarms. Over the last
four months Trusteer's research teams have been analyzing the geographical
IP distribution of sites hosting Zeus configurations.
(www.net-security.org/malware_news.php?id=1617)

Targeted attacks on Abobe Reader files rise

GFI Software revealed continuing high levels of rogue security products
circulating during January, and a surge in malware that takes aim at
vulnerabilities within Adobe Reader and the PDF file format — two of the top 10
detections are aimed at exploiting holes within Adobe.
(www.net-security.org/malware_news.php?id=1619)

Zeus Trojan targets UK government

During his speech at the Munich Security Conference, UK's foreign secretary
William Hague revealed that the UK government has been targeted with a e-
mail campaign containing the well-known information-stealing Zeus Trojan.
The campaign started in December, and took the form of e-mails purportedly
coming from the White House which contained a link that would take the
victims to a page where a variant of the malware would be downloaded.
(www.net-security.org/malware_news.php?id=1621)

Malware increases by 46% in only one year

There is a steady growth of threats to mobile platforms, according to a new
McAfee report. The number of pieces of new mobile malware in 2010
increased by 46 percent compared with 2009. The report also uncovered 20
million new pieces of malware in 2010, equating to nearly 55,000 new
malware threats every day.
(www.net-security.org/malware_news.php?id=1622)
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1 in 3 EU Internet users infected by malware

The EU has a high Internet penetration rate and over two-thirds of the
population uses Internet. However, as is the case with other regions,
Internet security has assumed significance due to rising incidents of
cybercrime. Recently, Eurostat released figures on Internet security in the
EU region. The report summarizes the results of a survey conducted to
study usage of ICT in 27 member states of the Union.
(www.net-security.org/malware_news.php?id=1624)

Unregulated mobile app markets are a godsend to malware developers

It's basic economics - as the number of smartphones continues to rise

worldwide, so will the number of threats targeting the users of these devices. =
One of the biggest threats is expected to be malware disguised as or bungled

with legitimate applications. The fact that regulated and an even greater number \I}
of unregulated app markets are currently springing up left and right, we'll

probably not have to wait long for the fulfillment of that particular prediction.
(www.net-security.org/malware_news.php?id=1626)

Credit score checking app triggers Trojan download

The main reason people get scammed and/or their computer infected online is
because they can't contain their curiosity, and that is precisely the thing on
which the peddlers of a small application for checking credit scores and
criminals records of Brazilian citizens count on.
(www.net-security.org/malware_news.php?id=1628)

Two BBC sites serving malware via injected iFrame

The visitor doesn't have to do anything except land on the website to (
become a victim of a so-called drive-by download attack, since the : h.
websites have been injected with an iFrame that automatically loads d ‘
the malicious code from a website parked on a co.cc domain. 4 ’
(www.net-security.org/malware_news.php?id=1631)

New backdoor Mac OS X Trojan surfaces

There are many good reasons to choose a Mac machine, and among those is
surely the fact that malware for OS X still pops up rarely. Even what seems to be
a beta version of a Mac OS X Trojan is enough to raise our heads from the
keyboard and take notice, so Sophos' researchers warn about a backdoor Trojan
that will quite likely have the ability to take over the infected system and perform
a series of unwanted actions.
(www.net-security.org/malware_news.php?id=1643)
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Company wants to bundle spying app in legitimate Android game

How can one deliver spyware to a large number of unsuspecting users? The
right answer to that question is - unfortunately - not a unique one, but among
the methods is one tried by a company that attempted to convince the
developers of a popular Android game to bundle it up with their offering.
(www.net-security.org/malware_news.php?id=1632)

New type of financial malware hijacks online banking sessions
f‘w‘ A new type of financial malware has the ability to hijack customers’ online

3 banking sessions in real time using their session ID tokens. OddJob, which
is the name Trusteer gave to this Trojan, keeps sessions open after
customers think they have "logged off", enabling criminals to extract money
and commit fraud unnoticed.
(www.net-security.org/malware_news.php?id=1636)
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Spyware compromises 150,000+ Symbian devices

A new variant of spyware "Spy.Felxispy" on Symbian devices causing privacy
leakage has recently been captured by the National Computer Virus
Emergency Response Centre of China. Once installed, the spyware will turn on
the Conference Call feature of the device without users' awareness. When
users are making phone calls, the spyware automatically adds itself to the call
to monitor the conversation.
(www.net-security.org/malware_news.php?id=1640)

Malware-driven pervasive memory scraping

Reports are coming in of a new trend in hacking techniques. Known as
‘pervasive memory scraping,’ the technique relies on the fact that certain
areas of Windows memory are only occasionally overwritten, meaning that
data from software that has been closed down on the PC, can still remain fo
some time after.

(www.net-security.org/malware_news.php?id=1641)

r

Banking MitB Trojan effective with most browsers

Man-in-the-Browser attacks are becoming ever more popular with
cybercriminals that seek to plunder bank accounts. The latest in a long string
of banking Trojans that aids them to do just that is the Tatanga Trojan. Like
SpyEye, it can perform automatic transactions, retrieving the mules from a
server and spoofing the real balance and banking operations of the users,"
say S21sec researchers.
(www.net-security.org/malware_news.php?id=1644)
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RSA Conference 2011
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ON DEMAND SECURITY

The 20th edition of RSA Conference, took place in February in San Francisco.
Attendees were able to learn about hot IT security's topics through interac-
tions with peers, luminaries and emerging and established companies. What
follows are some of the many products and news prese