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The National Cybersecurity Center of Excellence (NCCoE) at the National Institute of Standards
and Technology (NIST) addresses businesses’ most pressing cybersecurity problems with
practical, standards-based solutions using commercially available technologies. The NCCoE
collaborates with industry, academic, and government experts to build modular, open, end-to-
end reference designs that are broadly applicable and repeatable. The center’s work results in
publicly available NIST Cybersecurity Practice Guides, Special Publication Series 1800, that
provide users with the materials lists, configuration files, and other information they need to
adopt a similar approach.

To learn more about the NCCoE, visit http://nccoe.nist.gov. To learn more about NIST, visit
http://www.nist.gov.

NIST Cybersecurity Practice Guides (Special Publication Series 1800) target specific cybersecurity
challenges in the public and private sectors. They are practical, user-friendly guides that facilitate
the adoption of standards-based approaches to cybersecurity. They show members of the
information security community how to implement example solutions that help them align more
easily with relevant standards and best practices.

The documents in this series describe example implementations of cybersecurity practices that
businesses and other organizations may voluntarily adopt. The documents in this series do not
describe regulations or mandatory practices, nor do they carry statutory authority.

This document proposes a reference design on how to architect enterprise-class protection for
mobile devices accessing corporate resources. The example solutions presented here can be
used by any organization implementing an enterprise mobility management solution. This
project contains two distinct builds: cloud and hybrid. The cloud build makes use of cloud-based
services and solutions, while the hybrid build achieves the same functionality, but hosts the data
and services within an enterprise's own infrastructure. The example solutions and architectures
presented here are based upon standards-based, commercially available products.

mobility management; mobile; mobile device; mobile security; mobile device management
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The following guides show IT professionals and security engineers how we implemented this
example solution to the challenge of securing email, contacts and calendaring in mobile
devices. We cover all the products that we employed in this reference design. We do not
recreate the product manufacturer's documentation, which is presumed to be widely available.
Rather, these guides show how we incorporated the products together in our environment.

Note: These are not comprehensive tutorials. There are many possible service and security
configurations for these products that are out of scope for this reference design.

Practice Guide Structure

This NIST Cybersecurity Practice Guide demonstrates a standards-based reference design and
provides users with the information they need to replicate this approach to mobile device
security. The reference design is modular and can be deployed in whole or in parts.

Depending on their roles in an organization, different people will use this guide in different
ways.

This guide contains three volumes:
= NIST SP 1800-4a: Executive Summary

=  NIST SP 1800-4b: Approach, Architecture, and Security Characteristics - what we built and
why

= NIST SP 1800-4c: How-To Guides - instructions for building the example solution (you are
here)

Depending on your role in your organization, you might use this guide in different ways:

Business decision makers, including chief security and technology officers will be interested in
the Executive Summary (NIST SP 1800-4a), which describes the:

= challenges enterprises face in implementing and using mobile devices
= example solution built at the NCCoE
= benefits of adopting the example solution

Technology or security program managers who are concerned with how to identify,
understand, assess, and mitigate risk will be interested in this part of the guide, NIST SP
1800-4b, which describes what we did and why. The following sections will be of particular
interest:

m  Section 4.3, Risk Assessment, provides a detailed description of the risk analysis we
performed.

= Section 4.4, Security Characteristics and Controls Mapping, maps the security
characteristics of this example solution to cybersecurity standards and best practices.

You might share the Executive Summary, NIST SP 1800-4a, with your leadership team members
to help them understand the importance of adopting standards-based enterprise mobility
management (EMM) approaches to protect your organization's digital assets.

IT professionals who want to implement an approach like this will find the whole practice guide
useful. You can use the How-To portion of the guide, NIST SP 1800-4c, to replicate all or parts of
the build created in our lab. The How-To guide provides specific product installation,
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configuration, and integration instructions for implementing the example solution. We do not
re-create the product manufacturers' documentation, which is generally widely available.
Rather, we show how we incorporated the products together in our environment to create an
example solution.

This guide assumes that IT professionals have experience implementing security products
within the enterprise. While we have used a suite of commercial products to address this
challenge, this guide does not endorse these particular products. Your organization can adopt
this solution or one that adheres to these guidelines in whole, or you can use this guide as a
starting point for tailoring and implementing parts of a solution that would support the
deployment of mobile devices and the corresponding business processes. Your organization's
security experts should identify the products that will best integrate with your existing tools
and IT system infrastructure. We hope you will seek products that are congruent with
applicable standards and best practices.

A NIST Cybersecurity Practice Guide does not describe the solution, but a possible solution. This
is a draft guide. We seek feedback on its contents and welcome your input. Comments,
suggestions, and success stories will improve subsequent versions of this guide. Please
contribute your thoughts to mobile-nccoe@nist.gov, and join the discussion at
https://nccoe.nist.gov/forums/mobile-device-security.

Build Overview

The NCCoE constructed the Mobile Device Security building block using a virtual environment
and a physical wireless access point. The servers hosted by the virtual environment were built
to satisfy the hardware specifications of the specific software components in a small test
environment (hard drive capacity, memory, etc). The wireless access point was configured to
use a closed lab network rather than directly Internet connected. The mobile devices used in
the build were configured to use this access point to simulate usage outside of the traditional
corporate network boundaries. Readers of this guide should assess the hardware needs of their
environment carefully before implementation. Further, this build requires Internet accessibility
for some of the on premise components which connect to commercial cloud services. We
recommend configuring your firewall or other equipment to only allow Internet access from on
premise systems to a specific IP space provided by your cloud provider.

Finally, this document makes heavy use of screen shots from cloud services setup through a
web browser. The reader should be aware that the rapid development of cloud services may
cause some differences in what is presented here with screen shots and what the implementer
experiences. Refer to vendor documentation to address significant variations.
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»1.3 Typographical Conventions

80 The following table presents typographic conventions used in this volume.

81 . .
Table 1.1 Typographical Conventions

Typeface/ Symbol Meaning Example
Italics references to documents that are not For detailed definitions of
hyperlinks, new terms, and placeholders terms, see the NCCoE
Glossary.
Bold names of menus, options, command Choose File > Edit.

buttons and fields

Courier command-line input, on-screen computer mkdir
output, sample code examples, status codes

Courier Bold command-line user input contrasted with service sshd start
computer output

blue text link to other parts of the document, a web All publications from NIST's
URL, or an email address National Cybersecurity
Center of Excellence are
available at

http://nccoe.nist.gov
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2.1.1

Cloud Build Setup and Configuration

The following How-To will guide an implementer through the process of creating and
configuring the cloud architecture depicted below. No software resources are necessary for this
build because it is completely cloud based. The only hardware requirement is that the
organization that implements this build uses mobile devices that are compatible with the cloud
MDM. This building block chose to use mobile devices running iOS, Android, and Windows
Phone - the top three operating systems in terms of market share [1].

This How-To details the creation, configuration, and enroliment aspects of each cloud service.
Keep in mind, a prerequisite to the cloud is an Internet domain name. If the implementer does
not already have a domain name, one can be obtained from an accredited registrarl. You will
need to be able to edit the resource records to prove ownership of the domain.

The implementer will also need access to an Apple developer account to generate a push
notification certificate for iOS devices. A push certificate allows the Office365 instance to send
push notifications to enrolled devices. Refer to the Apple website for pricing information and
more details regarding certificates?.

Further, during the configuration of the Office365 MDM you will be prompted to allow or block
devices from Office365 that cannot be managed. This can occur when a user has a device with
an unsupported operating system. Select Block during this step to enhance the security of
Office365 services.

Finally, we have chosen in this simple cloud build to leverage the MDM capabilities that are
available within Office365. This offers a more limited feature set than what is available through
the Intune MDM service. Implementers looking for more capabilities should consider the
Intune portion of the Hybrid How-To guide.

Cloud Build Components

Table 2.1 lists the components used for this building block:

Table 2.1 Cloud Build Components

WEUE Model Version Quantity
Microsoft Office 365 Tenant Business Premium 1
Google Nexus (Android) 6(5.1) 1
Apple iPhone (iOS) 6 (8.3) 1

1.https://www.icann.org/registrar-reports/accredited-list.html
2. https://developer.apple.com/
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Table 2.1 Cloud Build Components

WEUE Model Version Quantity
Nokia Lumia (Windows Phone) 830(8.10.14219.341) 1
N/A Public Domain Name N/A 1

The cloud building block build process can be completed with the high-level steps in figure 2.1,
Cloud Build Process. The following sections in the How-To guide will focus on the second and
third steps.

Figure 2.1  Cloud Build Process

Register a domain Register with Office365 Configure Office365
name MDM

Office 365 Setup

Office 365 is central to the functionality of the cloud building block. The only prerequisite to
this step is a public domain name. Keep in mind these steps may change, as this is a Web based
procedure.

To start the process, use a Web browser to access the following URL:

https://products.office.com/en-us/business/office-365-enterprise-e3-business-software

Office 365 Enterprise E3

Move your business ahead with the latest full Office, plus a
wide range of integrated collaboration services coupled
with advanced compliance features and full IT power.

$20.00......

annual commitment

Free trial (3)

1. Choose a commitment level.
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Welcome,
Let’s get to know you

United States

This can’t be changed after sign—up.muirm‘f.'

First name

A ¥ L |

Company name

Prove. You're. Not. A. Robot.

(O Send text message @ Call me
x
=[] | ‘ 2403146858 b4 ‘ You can't use a VOIP phone for verification.
Please use a mabile phone or a landline.

Office 365 sign-in page
https://portal.office.com

Your Office 365 user ID
nmcnab@cmdsbb.onmicrosoft.com

Creating your account...
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Office 365 sign-in page
https://portal.office.com

Your Office 365 user |D
nmcnab@cmdsbb.onmicrosoft.com

¥ Bookm

ark the sign-in page

You're ready to go... ®

2. Fill in the requested information in the next several screens.

Collaborate with Office Online

N

Calendar

OneDrive

PowerPoint
Online OneNote Online Admin

Office 365 admin center «

v

DASHUOARD
stue
b USRS
COMPANY PROFILE
CONTACTS
SMARED MAILBOXES
MEETING ROOMS
GROUES
DOMAINS
PUBLIC WEBSTTE
B ELLNG
¥ EXTERNAL SHARING
¥ SERVICE SETINGS
REPORTS
¥ SERVICE HEALTH
¥ SUPPORT
PURCHASE SERVICES
MESSAGE CENTER
o0l
4 ADMIN
Eschange
Ly
ShatePoint
Compliance
Azae AD

Bing Puaces fer Business

3teh the wickes 1o get stared guickly

Service overview

Service health
1 ivsue Restori
Service regquests

e apen serace requests

Inactive email users

Q users have not signed in for 30 days or mare,

Message center

2 mew messages in the past T days

Planned maintenand

Included services

Mo planned maintenance scheduled.
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50 4. Inthe next steps we will configure the domain name with Office 365. Choose the Domains
51 option.
@ DASHBOARD DOMAINS

Manage domains

Add a domain you already own to Office 365, or buy a new domain. What is a domain?
+ Add domain ™ Buy domain
DOMAIN NAME + STATUS ACTION

cmdsbb.onmicrosoft. ; )
Setup complete No action required

com (Default) cmdsbb.onmicr

£} Manage DNS

52

s3 5. Choose Add domain.

Add a new
peaabWll  \\/hat you need to know about

369 domains and DNS

Your domain name identifies your schoel or business on the internet. In the examples below, yourcompany.com is

Step 1 ® the domain name:
Verify domain
you@yourcompany.com
http:/fwww. yourcompany.com
Step 2 !
Add users DNS [domain name system) works like an address book on the internet. When someone sends you email, DNS

directs it to your mailbox
Step 3 Up next, we'll help you set up your domain and update DNS records to work with Office 365,

Set up domain Learn more about domains and DNS

Let's get started @
54

55 6. Choose Let's get started.
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Add a new

HeRibRl  \/\/hich domain do you want to
- use?

Step 1 o

Verify domain

Step 2

Add users

Step 3 Next @
Set up domain Don't have a domain? Buy one
¢ Back
56
57 7. Enter your public domain name.
Offic
Add a new . .
domain in Office Wh|Ch domaln do yOU Wad nt tO
365 U Se?
StE‘p 1 [ ] emdsbb.org
VELCLIED Your users’ email addresses will look like this: usemame@cmdsbb.org
Step 2
Add users
Step 3 Next
Set up domain Dom't have a domain? Buy one
¢ Back
58
59 8. Choose Next.

10
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63

Add this TXT record to
show you own cmdsbb.org

Note: Only the domain owner can update DNS records, so we ask you to add this TXT record.
Adding this TXT record won't affect your current email or other services.

To add the record:

+ Go to your DNS host (Change)
+  Copy the values from the following table and add them at your DNS host.

TXT records (Step-by-step instructions for adding a TXT record
TXT name TXT value TTL
@ MS=ms37771077 3600

Okay, I've added the record @

Can't add a TXT record? Use an MX record instead

9. Add this information to the TXT record of your domain name. This functionality should be
available from your registrar.

E¥ Command Prompt - nslockup (=1 >

Microsoft Windows [Version 6.1.76811
Copyright (c)> 2889 Microsoft Corporation. All rights reserved.

Gz Userssncm2>ns lookup
Def a Server: hawk.nist.gov
fAddress: 129.6.16.1

> set type=txt

> cmdsbh.oryg

Server hawk.nist.gov
fAddress: 129.6.16.1

Mon—authoritative answer:
cmdsbhh.org text =

"MS =ms3 7771877
cmdsbhh.org text =

"u=zpfl include:spf.protection.outlook.com —-all"

nameserver =
nameserver = R

nameserver = .gov

internet addre 132.163.4.18

AAAA IPv6 addres 2618:2@:6hB1:4::18
internet add 129.6.13.3

AAAR IPvb addr = 2618:20:6885:13::3

11
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10. Verify the Domain Name Service (DNS) settings. The TXT record should match what was
presented in the previous step. Note that it may take several minutes for the record to
propagate to the Office 365 DNS servers.

We've verified that you own
cmdsbb.org

Now, let's update email addresses for your current users in Office 365.

Next

11. Choose Next.

12
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Let's update your current
Office 365 users to
cmdsbb.org

Select the users you want to update from cmdsbb.onmicrosoft.com to cmdsbb.org.

After the update, these users will need to sign in to Office 365 using their new email addresses.
Their passwords will stay the same.

Email address after

Name Current email address
update
Neil
McNab
nmcnab@cmdsbb.onmicrosoft.com nmcnab@cmdsbb.org
(this is
you)

Update selected users @

69

70 12. Choose Update selected users.

Sign out to complete the change

Sign out, and then sign in using nmcnab@cmdsbb.org. Don't worry, we'll bring you right back here to continue
setting up.

71

7 13. Skip adding new users, and choose skip this step.

13
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Get ready to update DNS
records to work with Office

565

Next, we'll determine which DNS records you need. You will have to sign into your DNS host to
update these DNS Records.

What are DNS records?

Next ©

73
74 14. Choose Next.
DO you want us to set up
DNS records for Office 365
~
or you?
If you don't have a website published for www.cmdsbb.org, we can make things easy for you by
setting up and managing the DNS records for Office 365.
O Yes, | want to transfer DNS management in the next step
@ No, | have an existing website or prefer to manage my own DNS records
) Next @
76 15. Choose Next.

14
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Which services do you want
to use with crndsbb.org?

Outlook for email, calendar, and contacts

1 Lync for instant messaging and online meetings

Next, we'll show you the DNS records you need to add at your DNS host. These records are requi

for your Office 365 services to work on cmdsbb.org. How do DNS records work?

Next ©

16. Choose Next.

Add the following DNS
records for cmdsbb.org

Add the records at your DNS host (Change)

MX records (Step-by-step instructions for adding a MX record)
Priority Host name Points to address or value TTL

cmdsbb-
0 @ 3600
org.mail.protection.outlook.com

CNAME records (Step-by-step instructions for adding a CNAME record)

Host name Points to address or value TIL
autodiscover autodiscover.outlook.com 3600
msoid clientconfig.microsoftonline-p.net 3600

15
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TXT records (Step-by-step instructions for adding a TXT record)

TXT name TXT value TTL
v=spf1

@ include:spf.protection.outlook.com 3600
-all

Okay, I've added the records @

80
81 17. Add the resource records presented in this step to your domain name. These are necessary
32 for full functionality of the Office 365 tenant.

$2.1.3 Office 365 MDM Setup

84 In the next section, you will be guided through the device management setup through Office
85 365.
86 https://portal.office.com/Admin/Default.aspx#IntunelnventoryPage
a E 4B+ a o0 -8B =
iptsoneal ity & MOBILE DAVICES "

88 1. Choose Get Started.
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U8 (|1 https:/poraaffice.com/admin/default asprGroup p-ac 'ﬁ

Office 365

Office 365 admin center <« i
0 DASHBOARD GROUPS NCCoE (Edit)

Search users, admin tasks ani SO

| >

Use security groups to assign permissions for SharePaint groups.

Use distribution lists in Exchange to manage email distribution. Set up distribution lists and other Exchange groups in the
ASHERD A Exchange admin center

SETUP + L g2

PARES [ | Name Email address Status

COMPANY PROFILE
[] NCCoE Operstors NCCoE@cmdsbborg  In cloud
IMPORT

CONTACTS

SHARED MAILBOXES
MEETING ROOMS.

GROUPS

DOMAINS

PUBLIC WEBSITE

P BILLING
} EXTERNAL SHARING
MOBILE DEVICES

P SERVICE SETTINGS

REPORTS

activate ) v
P SERVICE HEALTH
Feedback >

o | =7 -
89 ] : Lk

90 2. Next, a security group needs to be created in order to apply the policy to a group of users
91 under Office 365 -> Admin Center -> Groups -> +.

Office 365

& F GROUPS

Create security group &

* Group name

‘ Managed Users

Description

Managed mobile device users,)

92

93 3. Add a title and description for the group.
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U8 (|1 https://poraaffice.com/admin/defadlt asprGroup. p-ac f |
Bl Office 365
Add members to the group Managed Users

Managed Users v Add 5 members to Managed Users successfully

+ Matt Steele
v Neil McNab
+ Chris Brown

Name + losh Franklin
+ Kevin Bowler

L2 () 4 nttps://na01b compliance.protection.outiook.com/ucc/7p=devic © = @ C || 5 Mobile device managemen... % | |

Office 365 Admin

Compliance Center

Home Mobile device management

Archiving Create and apply device management policies to protect your organization's data Learn more

Examples of supported scenarios of controlling access: access corporate Exchange mail using native mail client in Android; access documents using
Device management OneDrive for Business app in iPhone. Some scenarios might work differently from your expectation.

Learn more about supported devices and scenarios

eDiscovel
v Manage device access settings
. Show list of managed devices

Retention
W o

Irmpart + 70 &e

. Name Status Modificdon v
Permissions

Baseline Policy for Mobile Devices On 5/14/2015 12:... Name

Baseline Policy for Mobile Devices

>

Description

Require a password, Manage Email pr
ofles, disable camera.

Settings

A\ (Configute following settings on devic
_ | esBlock access and report violstions
4 "G deviced it hsVe'this poliy applie W
2cllv diare/not @omisliant with these settin
1 selected of 1 total

[ s

5. Navigate to Office 365 -> Admin Center -> Mobile Devices -> Manage device security
policies to configure a device policy to hand out to enrolled devices.
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Complia Organization-wide settings for device access management

Home Do you allow unsupported devices to access Exchange email using native email clients

o when they are targeted by policies?

Archiving o
Block

Device manag|  Leam more sbout supported devices and scenarios

eDiscovery .
Are there any security groups you want to exclude from access control?

Retention " . J - . - .
People selected or in selected security groups will not be affected by any block access actions you configured when their
devices are not compliant. Actions will be overridden.

Import +

Permissions

| >

uments using

>

Devices

hge Email pr

gs on devic
It violations

6. Choose to block what Office365 cannot manage and configure the user group white list.

(«1&

B hitpsy//nadlb.complio

| https://nad1b.compliance protection.outlook.com/Ucc/Device/NewDevicePolicy.asprireqld=14; @

New device security policy

Compliance Center

Home Enter a name and description
Give this device policy a friendly name so you can easily find it
o in later.
Archiving B iniater
= “Name
Device management = =
Default Configuration Policy| E
eDiscovery Description
Retention
Import
Permissions

7. Set the name for the device policy.

500106 wa

ta Learn more

lient in Android; access documents using

>

Name
Baseline Policy for Mobile Devices
Description

Require 3 password, Manage Email pr
ofiles, disable camera.

Settings

| (Configurefollowing settings on devic

access and report violations

ML ONnG! Panelios. wa
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%

S
N
i3

eu = New device security policy - Internet Explorer

i |_g https://nal1b.compliance protection.outlook.com/Ucc/Device/NewDevicePolicy.aspxireqld=14. @
Office 365

i New device security palicy
Compliance Center
Home What requirements do you want to have on ~
devices? M
Archiving 5 ta Learn more
Require a password
4 Jient in Android; access documents using
e [] Prevent simple passwords
[ Require an alphanumeric password:
S Password must include atleast | character sets
Minimum password length:
Retention characters
[ Number of sign-in failures before device is wiped
Import
i_ attempts
. [ Lock devices i they are inactive for this many
= minutes:
[ minutes Name £
O Password expiration: M| Baseline Policy for Mobile Devices
[ dars .
] Remember password histery and prevent reuse: Description
Storeupto | previous passwords Require a password, Manage Email pr
ofiles, disable camera.
Require data encryption on devices
Settings
& Prevent jail broken or rooted devices from » ) )
Configure|faliowing settings on devic
es. Block access and repart violations
I . B 17 I . 1 B VSTEMIO  ONUG] FAflELI0:. wa

=2 New device security policy - Internet Explorer

| 5k https://na01b.compliance protection.outlook com/Uce/Device/NewDevicePolicy.asprireqid=14. &

{28 523

New device security policy

Compliance Center

Home What else do you want to configure?

Require encrypted backup
[ Block cloud backup

Block document synchronization

ta Learn more

Archiving
lient in Android; access documents using
Device management

O
O

Block photo synchronization

Yy

Block screen capture
[ Block video conferences on device
Retention . . " ’
Block sending diagnostic data from devices
Import [ Block access to application store
[] Require password when accessing application store
Permissions

Block connection with removable storage

>

Name

O®

Block Bluetooth connection
Baseline Policy for Mobile Devices

The settings above will be configured on users’ devices, and Bescristian
viclations will be reported !
Require 5 password, Manage Email pr
ofiles, disable camera.

Settings
Configure follewing settings on devic

es. Block access and repart violations

9. Set additional hardware restrictions.
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e 2)| 5 hitps://nadib.complia

] New device security policy - Intemet Explorer

|—'¢ﬁ https://na01b.complisnce protection.outlook.com/Ucc/Device/NewDevicePolicy

i New device security palicy
Compliance Center
Home Do you want to apply this policy now? ~
Archiving . ta Learn more
@ Yes fient in Androith eocess dovumenits using
Device management Select one or more security groups that contain
the people you want to apply this policy to. These
eDiscovery can be existing groups or you can create new ones
specifically for this policy
Retention
Import
DISPLAY NAME .
Permissions
Name n
Baseline Policy for Mobile Devices
Description
Require  password, Manage Email pr
ofiles, disable camera.
2N Settings
We'll save this policy, but it won't be applied to V i ) )
b B R A A Configure following settings on devic
es. Block access and repart violations
107 I o —— . 3 WSTEMUIR L ODUG! PANELI0r s

108 10. Select whether or not to deploy the policy and to what group.

e. ) 5 hitps://nablb.complial & New device security policy - Internet Explorer I;lilLl

reqld=14 @

|4 https://nad1b.compliance protection.outlook.com/Ucc/Device/NewDevicePalicy.as

i New device security policy
Compliance Center
Home Do you want to apply this policy now? A
€] Select Group - Internet Explorer - (o
Archiving ta Learn more
i | 5 https://n01b.compliance.protection.outlook.com/Ucc/Pickers/ DeviceGroupPickerasg |
lient in Android; access documents using
Device management
manage X
eDiscovery -
ALIAS 4| DISPLAY NAME
Retention Managed Users Managed Users
Import
Permissions
Name A
1 selected of T fotal Baseline Policy for Mobile Devices
Description
A —
Require 3 password, Manage Email pr
ofiles, disable camera.
ok | cancel .
- Settings
We'll save this policy, but it won't be applied to " o .
S R e g s Configure\following settings on devic
109 g i es. Block access and report violations

110 11. Select the group created earlier and apply the policy.

1112.1.3.1 Configure Push Certificate for iOS Devices

112 As noted in the introduction to this section, a push notification certificate is required for full
113 functionality with Apple iOS devices. Only Apple can sign these certificates.
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U2 ()| 1 hitps://portal.office.com/admin/default aspFintunelventoryP: O ~ @ G m

Office

Office 365 admin center <« i
@ oesmomo | mosnE pevices NECOE eI

Search users, admin tasks ani O

~
Mabile Device Management for Office 365 ‘ M
DOMAINS Sett‘ngs
A The following mobile devices have been enrolled in Mobile Device Management by users in
PUBLIC WEBSITE your tenant. You can view device properties, access reports, wipe devices and enforce device £\ APNs Certificate for i0S
il security policies. P
% et
} EXTERNAL SHARING Mariage device security policies and access rules bl b
See device compliance report
MOBILE DEVICES
b SERVICE SETTINGS Select aview: [Al [~
REPORTS ™
P s
P SERVICE HEALTH
DEVICE NAME “* OPERATING SYSTEM ‘0S5 VERSION
P SUPPORT
SURCHASE SERVICES Matt Steele - iPhone 6 8.3 iPhane 23 Matt Steele -
Matt Steele - msteele_Android_5/1..  Android 5.1 msteele Window
MESSAGE CENTER sPhone 5/14/201 ||
Matt Steele - msteele_WindowsPho..  WindowsPhone 210.14219.341 5 9-59 PM
TOOLS -
— Full wipe  Selective wipe
= Learn more about full vs.
Exchange selective wipe,
Skype for Business
~ /o Status ¢
SharePoint Avinsin
Azure AD )
Bing Places for Business v
g [¥] Device Model Facdback (]
114
115
Lol (55| (] nitps://portal.office.com/admin/default aspintunelnventoryP: O + @ m
Set up mobhile device management
There are a few steps to complete before you can start using mobile device management (MDM) in your
organization.
Required steps
@) Configure domains for MDM Set up | Learn more
Some domain configurations are needed to use mabile device management
A Configure an APNs Certificate for i0S devices Setup | Learn more
Vou'll nesd an Apple Push Notificstions (APNs) Certificate to manage the iPhones and iPads that connect to your
organization. You can skip this if you don't want to manage these devices.
Recommended steps
Set up multi-factor authentication Set up | Learn more
To better secure the connection between your servers to devices, we recommend setting up multifactor
authentication,
Manage device security policies Set up | Learn more
We recommend setting up a device security policies to enforce users to enrall their devices. You can configure
security settings on devices and define access criteria,
116

117 2. Configure APNs Certificate for iOS devices -> Setup
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- | O

@@\L‘I hitps://portaloffice.com/admin/defautt zspx#@/Edmin/Devict © ~ @ & |[ (] po.. [ st ‘ o sete. |TN Dm" ‘Biﬂtun.‘.| @ Apel.. ‘ | A AT

Office 365

Install Apple Push Notification Certificate

download certificate

- Signing request download certificate signing request
2. create an apns certificate
System will generate a Certificate Signing Request (CSR) file for an APNs certificate. You will need to download this file and save it

3. upload apns certificate to your local disk.

Download your CSR file

Next Cancel

Feedback
L 7] ] e

3. Download certificate signing request (CSR).

a. Once the CSRis generated, it can be submitted to Apple for signing.
b. Use a browser to visit? https://identity.apple.com/pushcert/

c. You will be prompted for your Apple Developer account credentials.

3.This website has degraded compatibility with IE 11, but the process will complete.
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iPhone i iTunes Support

Apple Push Certificates Portal

Sign In.
Apple ID
Forgot your Apple [D?
Password

Forgot your password?

Shop the Apple Online Store (1-800-MY-APPLE), visit an Apple Retail Store, or find a reseller. Apple Info Site Map

Copyright ® 2015 Apple Inc. All rights reserved.  Terms of Use Privacy Palicy

123

iPhone

Apple Push Certificates Portal smcnapmice oy (T

Certificates for Third-Party Servers

Sendce Vendar Fxpiration Dare® Sranus Actions
Mahile Device Management  Micrasaft Corparation May 18, 2018 Active 0 M m
Mubile Device Management  Micrasolt Corparation May 18, 2016 Active o == = &=

"Revaking o allawing this centelaate to sxpue will requise sxisting devices 16 be reesnralied with o mew push certificste

About Apple Push Certificates Portal

Create and manage push certificates that enable your third-party server to work with the
apple Push Notfication Service and your Apple devices.

Learn more about Mobile Device Management

MDM push certificates ereated in the i08 Developer Enterprise Program have been
migrated to the Apple Push Cerificare Portal.
Learn mare about MOM push certificate migration

Contact Apple for assistance with the Apple Fush Certificates Portal

Enterprise-lovel customers with an AppleCare 05 Suppert plan; 1-B66-752-7753
General inguiries and requests lor assistance are handled by Apple Developer Program
Support.

Sh the Agwle Grline Store [1-800-MY-APPLEL visit an Apple Fetail Store. o fiod a reseller. Apple Ity Site Map Bl Hews. RSS Feeds Contac Us %

Cogyright © 2014 Apple inc. All rights reserved.  Terms of Use Privacy Policy

124

125 4. Once authenticated, choose Create a certificate.
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a. Review the terms and conditions screen. You will be presented with a screen to submit

your CSR. Use the Browse button to navigate to where you stored your CSR file and
choose Upload.

‘:’C@I@ hitps: ety appecom puaheert/ D - @ Aeplelne [U5] G| £ Apple Push Centifates Por.. %

iPhane Tunes Support a

Apple Push Certificates Portal mensvenie oo (D

Creale a New Push Certificate

Upload your Cermificare Signing Request signed by your third-party server
wendor to create a new push certificate.

Motes

vendor-signad Certificate Signing Request

CilUsersinmenabiDeskio, Browse...

<>
Shap the Apple Online Sware {1-500-MY-APPLE), vish an Apple Rl Store. or find a reseller. Aopleinfe | SteMap | MorMews | ASSfeeds | Coemaus | A2
+ Apgle Inc. All righas reserved.  Terms of Use | Privacy Policy

5. After the upload, refresh the page. You will be presented with a list of signed certificates.
Choose the download option for your new certificate, which will allow you to save the
signed certificate in PEM format.
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g@‘ 2 hitp=/fidentity.apple.com/pusheert/ O~ @ Identified by VeriSign ¢, H (& Apple Push Certificates Por...

Store Mac d iPhone iPad

Apple Push Certificates Portal

Certificates for Third-Party Servers

Service Vendor Expiration Date* Status
Mobile Device Microsoft Corp May 18, 2016 Active
Mobile Device M Microsoft Corp May 18, 2016 Active

About Apple Push Certificates Portal

Create and manage push certificates that enable your third—party server to work with the
Apple Push Notification Service and your Apple devices.
Learn more about Mobile Device Management

MDM push certificates created in the iOS Developer Enterprise Program have been
migrated to the Apple Push Certificate Portal.
Learn more about MDM push certificate migration

Contact Apple for assistance with the Apple Push Certificates Portal

Enterprise-level customers with an AppleCare OS Support plan: 1-866-752-7753
General inquiries and requests for assistance are handled by Apple Developer Program
Support.

Shop the Apple Online Store (1-E00-MY-APPLE), visit an Apple Retail Store, or find 2 reseller. Apple Info

Copyright © 2014 Apple Inc. All rights Terms of Use Privacy Palicy

Support

Actions

> EED CZD D
> D CEZD GED

“Revoking or allowing this certificate to expire will require existing devices to be re-enrolled with a new push certificate

Hot News.

a

RSS Feeds Contact Us

133
0 https://portal office.com/admin/default aspx#®/EAdmin/Device O - @ G || [ po... * | [ Instal..
Office 365
Install Apple Push Notification Certificate
download certificate - re
- Signing request upload apns certificate
2. create an apns certificate
Lastly, upload the APNs certificate that you have created in Apple Push Certificates portal and downloaded to your system,
3. upload apns certificate [cAUsers\n_administrator\Desktop\MDM_ Microsof _ Browse...
Certificate Uploaded Successfully
Finish
ol 11:25AM
- [y
134 R
135
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- | g

s |Mmb._‘ | ok Lt

@@\L‘I hitps://portaloffice.com/admin/defautt asprintunelnventeryP: 2 ~ @ & |[ 1) \l‘ﬁp.‘.| Oe.
Office 365

st [0 Szt.‘.|TN ov.. B

Office 365 admin center <« E (Edit)
@ MOBILE DEVICES NCCoE (Edit)

adrin tasks an SO

~
Mabile Device Management for Office 365 Settings M
DOMAINS
~ The following mobile devices have been enrolled in Mobile Device Management by users in @ APNs Certifcate for 05
PUBLIC WEBSITE your tenant. You can view device properties, access reports, wipe devices and enforce device 2
L devices expires
» BILLING security policies. 5/18/2016
b EXTERNAL SHARING Mariage device security policies and access rules Manage settings
See device compliance report
MOBILE DEVICES
P SERVICE SETTINGS Select a view: [All V]
REPORTS ™
P e
P SERVICE HEALTH
DEVICE NAME “ OPERATING SYSTEM ‘0S5 VERSION
P SUPPORT
e —— Matt Steele - iPhone 6 8.3 iPhone 83
ki 5 Fullwipe  Selective wipe
Matt Steele - msteele_Android_5/1..  Android 5.1 B ot il
MESSAGE CENTER Learn more about full vs. L
Matt Steele - msteele_WindowsPho..  WindowsPhone 8.10.14219.341 selective wipe.
TOOLS
4 ADMIN Status
Exchange
Device Model
Skype for Business
SharePoint Platform
Azure AD
Bing Places for Business v Platform Version v
| - ey (A8 . 10:26 AM
‘ ‘ E ="l \‘g ] 5/20/2015

7. Verify that the APN is working correctly; it should have an expiration date listed.
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3.1

Hybrid Build Setup and Configuration

Figure 3.1 depicts the high-level procedures to reproduce the hybrid build used in this building
block. First, the implementer must own an Internet domain name or have permission to edit
resource records within a domain. This is a prerequisite to integration with the cloud services
used within this build. The next set of steps configure the on-premises components. The
procedures assume that no on-premises components have been installed; however
implementers may wish to skip to the configuration sections if these components are already in
place. In general, this guide defers to vendor documentation for installation procedures. The
final set of steps instantiate the cloud services and integrate them into the on-premises
components.

Figure 3.1  Hybrid Build Process

a N 3 N
) ] Configure Network ;
Register Domain Name > E —> Install On Premise |
Components Components
X b4 N o
77 R e i
Setup Cloud On Premise/Cloud
—— =
Components Component Integration
. 4 L ¢

An important prerequisite to using Microsoft’s Active Directory Federation Service (ADFS) in
this hybrid arrangement is a third-party public key certificate issued bya reputable certificate
authority. In this build we used Symantec's Secure Site Pro service. You may also want to
purchase a third-party certificate to secure the transport layer security (TLS) channel on the
system that hosts the application proxy to avoid Web browser warnings/errors when users
authenticate to the enterprise. Please refer to TechNet articles [2] and [3] for specific
requirements.

Finally, several cloud based services provide functionality similar to the one chosen in this build.
We use Microsoft's Office 365 for email/calendaring/contacts management and Intune to
manage mobile devices. The implementer should note that email/calendaring/contact and
MDM from different vendors may not offer the same out-of-the-box integration as what we
have chosen. For example, we have set a compliance rule that forces the mobile device to be
enrolled with the MDM before it is given access to email/calendaring/contacts.

Hybrid Detailed Architecture

The following architecture diagrams depict the final architecture of the hybrid build after
implementing this guide. Figure 3.2 calls out the various protocols implemented between the
on-premises, cloud and mobile device components. Figure 3.3 is a similar view, but details the
network addressing and hostnames that were used during the build.
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Figure 3.2  Detailed Architecture

Management

HTTPS (ADFS)

. ne 2 (ADFS)
Mgmt-client sy 19443 [TLS Client Cert)
-

Office 365 Intune
Exchange
—

|
Org: niza;ion DMz
/ Routgr/Flrewall
/ \

Intranet

HTTP

~— Mobile Device
HTTPS (ADFSIRS
Web Application
Proxy

Azure AD
sSync
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38 Figure 3.3  Detailed Architecture with IP Addresses
Management
@ 192.168.2.0/24
Mgmt-client ?“1

Office 365 Intune

152.168.2.200 Exchange

10.23.1.105

19216821 | 409.33.1.104

e 10.33.1.100

192.168.1.1 o/ 192.168.3.1
Organizption
Router/Flrewall

DMZ
192.168.3.0/24

Intranet

192.168.1.0/24 mds00

(192.168.1.10)

mdssccm
(192.168.1.102)

Mobile Device

‘? ]
& O Web Application
Systems Center mds-adfs Proxy
2012 R2 (192.168.1.20) wap
(192.168.3.104)
Azure AD

mds-aadsync
(192.168.1.21) Sync

39

©3.2.1 Hybrid Build Components

41 Table 3.1 lists the components used for this building block.

. Table 3.1 Components
WEUE Model Version Quantity
Lookout Mobile Security  Lookout Security for Work App 2.0.150 1
Lookout Mobile Security Mobile Threat Protection 1
Microsoft Office 365 Tenant Business Premium 1
Lenovo Miix (Windows)? 2.8(8.1) 1
Google Nexus (Android) 6(5.1) 1
Apple iPhone (iOS) 6 (8.3) 1
Nokia Lumia (Windows Phone) 830(8.10.14219.341) 1
Microsoft Windows Server 2012 R2 5
Open Source pfSense 1
Microsoft Windows 7 1
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$53.2.2

44
45
46

47
48

49
50
51

52
53
54
55

Table 3.1 Components

WEUE Model Version Quantity
Microsoft SCCM 1
Microsoft AD DS 1
Microsoft AD FS 1
Microsoft AAD Sync 1
Microsoft WAP 1
Microsoft Intune N/A 1
Symantec Public Certificates N/A

N/A Public Domain Name N/A 1

a. Intel loaned a Lenovo Miix 2.8 tablet with Windows 8.1.

Enterprise Network and Firewall

The build uses PFSense for the organization router/firewall (see Table 3.2). It is a combination
router and firewall configured as a virtual device. This subsection describes the configuration
used in the build and how to create it.

A single firewall configuration was chosen for simplicity and flexibility in a lab environment.*
Only IPv4 is used.”

Implementers should refer to PFSense documentation for installation and configuration
instructions. To recreate the configuration, follow the instructions in the documentation and
use the configuration files® made available by PFSense.

The following screen shots show the final configuration of the PFSense device. Access PFSense
through its Web interface. The default screen includes a list of interfaces described as part of
the architecture in section 3.2. The individual interfaces are described below with the firewall
rules.

4.A dual firewall configuration could also be implemented.

5.IPv6 is disabled for simplicity.

6.pfSense Configuration Files:

Interfaces - interfaces-config-pfSense.localdomain-20150402160851.xml
NAT - nat-config-pfSense.localdomain-20150402160838.xml

Firewall - filter-config-pfSense.localdomain-20150402160823.xml
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Figure 3.4  List of Configured Interfaces
Interfaces E
1000baseT <full-duplex=
[ WAN +
10.33.1.105
1000baseT <full-duplex:>
CLan +
192.168.1.1
1000baseT <full-duplexs
A MGMT +
192.168.2.1
1000baseT «full-duplex=
CbMz +
192.168.3.1

The build network is configured to use network address translation (NAT). The following port
forwarding is set up to allow communication from outside the lab into the build network.

Figure 3.5

WAN

Firewall: NAT: Port Forward

RERRY .  outhound | vt |

[] e wan | Tcp

443 (HTTPS) QAepEllid
ADFS

If Proto = Src. addr Src. ports Dest. addr Dest. ports NAT IP NAT Ports
* - 10.33.1.104 443 (HTTPS) | 192.168.3.104
* * 10.33.1.104 49443 152.168.3.104

[] eo| wan | Tcp

49443 Microsoft

ADFS Smart
Card

O pass
< linked rule

A number of firewall rules are configured to control access through the sub-networks. The
following screen shots show these rules for the wide-area network (WAN), demilitarized zone
(DM2Z), local area network (LAN), and management network (MGMT).

Figure 3.6

WAN Firewall Rules

Firewall: Rules

war [EZRET

ID Proto Source Port Destination = Port Gateway Queue Schedule
o Pvd | = * 192.168.3.104 | 443 * none
TP (HTTPS)
]jo Pvd | = * 192.168.3.104 | 49443 | * none
TCP
pass match B block
pass (disabled) match (disabled) block (disabled)

au®

Description [
NAT Microsoft ADFS (L)l 8
| | R
NAT rr:iéamsu& ADFS ol 8
Smai I L:gt-ﬁ
4

R

(R

reject Blog
reject (disabled) log (disabled)

The WAN configuration information is specific to our Internet service provider. In this lab, we
are provided the 10.33.1.0/24 network from which to statically assign addresses. The PFSense
device’s IP address is 10.33.1.105, and 10.33.1.104 is also assigned as a virtual IP address for the
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70 Web application proxy (WAP) service. Firewall rules are configured to allow Internet access to
71 the WAP in the DMZ in order for ADFS to function.
72 Figure 3.7 DMZ Firewall Rules
Firewall: Rules au@
 Floating | wan | Lan | merr 202
ID Proto  Source Port Destination Port Gateway Queue Schedule Description [
I:‘ (> IPv4 152.168.3.104 | * 192.168.1.10 | 53 * nane Internal DNS Name lﬁ]hg
TCP{UDP (DNS) Resolution @L‘ﬂ
o Pvd 192.168.3.104 | * 192.168.1.20 | 443 * none | ADFS Sync through i @@
TCP{UDP (HTTPS) WAP L.QL'Q
e Pvd* | * * MGMT net * * none Block to MGMT ' L\a@
e Pvd* | * * LAN net * * none Block to LAN @h@
! e
I:‘ (> IPve DMZ net * * * * none Default allow DMZ to l@hﬁ
TCP{UDP any rule @L‘ﬂ
3
(]
pass match B3 block reject Olog
73 pass (disabled) match (disabled) block (disabled) reject (disabled) log (disabled)
74 In PFSense, our DMZ is assigned as DMZ (OPT2) using the network 192.168.3.0/24. It is not
75 allowed to access the Intranet or MGMT networks, except under specific rules for DNS and
76 ADFS access. The IP address of the Active Directory serveris 192.168.1.10. The IP address of the
77 ADFS serveris 192.168.1.20.
78 Figure 3.8  LAN Firewall Rules
Firewall: Rules FEua@
 Floating | wan RELN wor | orez |
ID Proto  Source Port Destination Port Gateway Queue [l
(v} = = = LAN Address | 443 | * * Anti-Lockout Rule Ul
80 W
[]a IPvs * = = MGMT net x * none Block to MGMT ' @[g
- - (]
I:‘ (> IPv4 LAM net * * bt =4 none Default allow LAN to any @@
TCP/UDP rule LQL-@
Q
2 (S]E
80 In PFSense, our LAN is using the network 192.168.1.0/24. It is not allowed to access the MGMT
81 network.
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Figure 3.9 Management Firewall Rules

Firewall: Rules gu®@
 Foating | wan | 1an WECLY] oz |
ID Proto  Source Port inati Port [ Queue Schedule Description [
o Pvd MGMT net * MGMT 443 * none This pfSense Web [l 8
TCP address (HTTPS) Interface Anti-Lockout @L—'ﬁ
I:‘ o IPvd MGMT net * * 24 * none . Default Allow Any @hﬂ
TCR{UDP [
O pass match B block reject @log
pass (disabled) match (disabled) block (disabled) reject (disabled) log (disabled)

In PFSense, our MGMT network is assigned as MGMT (OPT1) using the network 192.168.2.0/24.
It is has access to all networks.

Enterprise Software Components for Hybrid

This section describes the installation of the on-premises components of the hybrid build. As
noted previously, this guide provides references to the vendor's documentation for installation
to better customize the component to the target environment. Alternatively, implementers
may replicate this build exactly by using table 3.2, which maps each component to the exact
system used in figure 3.2.

Table 3.2 Enterprise Software Components
Component Hostname IP Address
Active Directory Domain Services mds00 192.168.1.10
Active Directory Federation Services mds-adfs 192.168.120
Active Directory Federation Services Proxy wap 192.168.3.104
Systems Center Configuration Manager mdssccm 192.168.1.102
Azure Active Directory Sync Services mds-adsync 192.168.1.21

To increase security from the default server configuration, we used the Security Configuration
Wizard (SCW) included with Windows Server 2012 R2 on each server after installation. These
policies were saved as eXtensible Markup Language (XML) files and are available for download.
They can be viewed, edited, and applied with the SCW tool.

Active Directory Domain Services

The Active Directory Domain Services (ADDS) instance used in the hybrid build was created
using basic configuration settings offered through the Add Roles and Features Wizard. The
system was deployed as a new forest with a domain name of nccoe.local. Implementers of this
guide who seek more details on an ADDS installation should consult Install Active Directory
Domain Services [4] Technet article. Alternatively, implementers may wish to reproduce their
production environment.’
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After installation, the implementer should create an organizational unit (OU) to hold users who
are to be synced with the Office 365 tenant. Create test accounts in this OU of users that will
represent individual device owners. Or, as mentioned previously, create users from a
production environment.

The domain controller will find the user's account based upon the userPrincipalName in the
certificate's Subject Alternative Name field. The original domain controller was set up with a
domain of nccoe.local; however, a more likely scenario would have an organization create an
instance under a well-known TLD. We have addressed this issue by adding a user principle
name (UPN) suffix for hmdsbb.org in the ADDS configuration. All users in this configuration are
required to have a UPNsuffix of <user>@hmdsbb.org. Identity federation between Intune and
on-premises ADFS will fail if the users do not have the appropriate UPN suffix.

The procedures to configure a UPN suffix are as follows:

1. Launch Active Directory Domain and Trusts snap-in.

2. Right-click on the top-level Active Directory Domains and Trusts.

3. Select Properties.

4. In UPN Suffixes tab, add hmdsbb.org and ad.hmdsbb.org domain suffixes.

Active Directory Domains and Trusts [ mdsOO.N_IL-

UPN Suffixes

The names of the cument domain and the root domain are the default user
principal name (UPN) suffixes. Adding altemative domain names provides
additional logon security and simplifies user logon names.

If you want atemative UPN suffices to appear during user creation, add
them to the following list.

Altemative UPN suffes:

[[=1
(=1

lbmdsbbora ]
ad hmdsbb org
OK | | Cancel Apply help

1213.2.3.2 Active Directory Federation Service

122
123

124
125

Refer to Microsoft documentation for specific installation instructions for your environment.
Consult the following articles as a starting point for installation [6] [7].

Implementers should note the requirement of a certificate issued by a certificate authority that
is recognized/trusted by Microsoft. In this demonstration, the build team procured certificates

7.http://blogs.technet.com/b/jratsch/archive/2012/02/17/creating-a-test-lab-from-a-producti
on-environment-using-hyper-v-and-gpmc-scripts.aspx
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126 from Symantec's Secure Site Pro SSL service. Ensure that the provider is able to populate the
127 Subject Alternative Name extension of the certificates used in the implementation.
128 Screen shots below are of the certificates from Symantec used in the build.

Certificate @

General |De13ils | Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
» Proves your identity to a remote computer

*Refer to the certification authority's statement for details.

Issued to: sts.hmdsbb.org

Issued by: Symantec Class 3 Secure Server CA - G4

Valid from 3/ 11/ 2015 to 3/ 12/ 2018

Install Cerh’ﬁmte...] [ Issuer Statement l

Learn more about certificates

129
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130

131 3.2.3.3

132

1333.2.3.4

134
135

136 3.2.3.5

137

1383.2.4

139
140
141

1423.2.4.1

143
144

Certificate
| General | Details | Certification Path
Show: [<AII> v]
Field Value -
B\a‘alid from Wednesday, March 11, 2015 ...
B\a‘alid to Monday, March 12, 2018 7:59... —
BSubjett sts.hmdsbb.org, National Cyb... ‘E ‘
[=] public key RSA (2048 Bits) i
DMS Mame=adfs.hmdsbb.org, ...
Basic Constraints Subject Type=End Entity, Pat...
@Cerh’ﬁcatﬁ Policies [1]Certificate Policy:Policy Ide...
2l rR1 Digtrib tinn Prints M1rR1_ Nistriba tinn Print Dictr i

DNS Mame=adfs.hmdsbb.org

DMNS Mame=enterpriseregistration. hmdsbb.org
DMNS Mame=www.hmdsbb.org

DNS Mame =sts.hmdsbb.org

Edit Properties... Copy to File...

Learn more about certificate details

Active Directory Federation Services Proxy

Refer to the articles referenced in section 3.2.3.2 for specific installation instructions.

Systems Center Configuration Manager

Refer to Microsoft documentation for specific installation instructions for your environment.
Consult the following Test Lab Guide as a starting point for installation [8].

Azure Active Directory Sync Services

Refer to the referenced article for Azure Active Directory Sync Tool installation procedures [9].

Cloud Services Instances

After the on-premises components have been installed, the cloud services must be created.
This section walks the implementer through the basic steps of creating an Office 365, Intune

and Lookout account.

Office 365 Setup

The setup of the Office 365 service is the same as previously described for the cloud Office 365

setup. We replaced cmdsbb.org with hmdsbb.org for this build.
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1453.2.4.2 Intune Setup

146 Use a browser to access the following URL to start the Intune creation process:

147 http://www.microsoft.com/en-us/server-cloud/products/microsoft-intune/
=. Microsoft Cloud Plattarm Solutions Products Support Partner About P
Microsoft Intune

Overview

Simplify management of apps & data

Microsoft Intune provides mobile device management, mobile application
management, and PC management capabilities from the cloud. Using
Intune, organizations can provide their employees with access to corporate
applications, data, and resources from virtually amywhere on almost any

device, while helping to keep corporate information secure

& Read the Intune datasheet ¥

@ Watch the Intune overview video &

148

149 1. Choose Try now.
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Microsoft Intune

Sign up

If your company is already using Microsoft Online Services for services such as
Microsoft Office 365, we recommend that you use the same user ID to sign up. Learn

mare about why it is important to sign up with the same User ID. Sign in
* Required

" Country or  Salect
TeGION:  Can't be changed after signup. Why?

English E

* First name: 8]

* Organization
language:

* Last name:

* Organization
name:

* Address 1:
Address 2:
™ Citys

* State:  Alabama E

* P or postal
code:

* Phone number:

* Email address:

* New domain .onmicrosoftcom | Check availability

name:

150

151 2. Choose Sign in. Sign in when prompted.
Microsoft Intune
Check out
Confirm order

Microsoft Intune | 30 day term

100 user licenses

Try now Cancel

152

Trial

Microsoft Intune

100 User Licenses

Microsoft Intune helps organizations
provide their employees with access
to corporate applications, data, and
resources from anywhere on almost
any device, while helping secure
corporate information.

153 3. Choose Try now. When signup is complete, you should be redirected to the Intune
154 management console at https://manage.microsoft.com. Note that Silverlight 3.0 browser

155 support is required to load the management console.
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Microsoft Intune Account Portal

In the Microsoft Intune Account Portal you can add and manage users, your subscription, and your domain, After
you have added users, you can begin enrolling and managing devices in the Microsoft Intune Admin Console.

Add users Other ways to add

Add users first, so they can enroll their mobile users

devices in the Microsoft Intune service. . . .

(This option is recommended for trial accounts) Enable single sign-on, Active
Directory synchronization and more.

@ ®

A\ Microsoft Intune services are not available for one of thesa reasons:
= You are not subscribed to any services.
= There is a network delay.
» A technical error has occurred.

If you believe that you have reached this page in error, please try again later. If the
problem persists, please consult the Microsoft Intune Community or contact Support.

156
157 Note: Important! Do not proceed any farther with Intune if you want to manage devices via
158 SCCM.

1593.2.4.3 Lookout Setup

160 No online workflow was available to create an instance of enterprise Lookout MTP at the time
161 this document was written. Contact the enterprise sales team at support@lookout.com to create
162 an account.

< Lookout

We got a request to reset your account password. To do that just visit this ink, which will
be valid for 12 hours:

Password Reset

You will be able to update your account password from there. No changes will be made to
your account until you visit the hink. If you did not request this change then please
disregard this message.

Simcerely,
The Lookout Team

163
164 1. After your account has been created, the designated administrators will receive an email
165 instructing them to reset their password. Click the link and reset the password.
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166

167
168

169 3.2.5

170

17113.2.5.1

172
173
174
175
176

177
178
179

180

181

1823.2.5.2

186
187

&« [ =R S W VB |https://mip.lookout.com/les]

Mobile Threat Protection Dashboard

Lookout

DEVICE DEPLOYMENT DEPLOYMENT RISK
+ 3 activated devices 0 0 high risk devices
B 0 pending devices 1 moderate risk devices
% 0 deactivated devices 0 low risk devices

Threat Trends ;y 7.‘74 b B Msd Elow

2. Open the Lookout administrative console by using a browser and navigating to
https://mtp.lookout.com/les.

Hybrid Integration

This section documents the integration of cloud and on-premises services.

Office 365 with Active Directory Federation Setup

1. Inthis step, an on-premises ADFS server is integrated with the Office 365 service. The
purpose of this integration is to provide identity federation between Office 365 and
enterprise authentication service. You should have added your public domain to Office
365as described in section 2.1.2. If not, follow the procedures from TechNet Magazine [10].
Detailed integration information can be found in the referenced TechNet article [7].

2. Connect ADFS with your Office 365 instance by issuing the following two commands. This
step will automatically exchange the required metadata to implement federation with
Office 365.

Set-MsolAdfscontext -Computer <AD FS server FQDN>

Convert-MsolDomainToFederated -DomainName <domain name>

Azure Active Directory Sync Services

For this step we configure synchronization of the organization's enterprise Active Directory with
the Office 365 directory. This service will periodically sync identities--adding, deleting or
otherwise modifying from the on-premises active directory to the Azure Active Directory
instance when this step is completed. This build accepted the default syncing schedule, but it
may be tuned at a later time.
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& Microsoft Azure Active Directory Sync Services

Azure AD Credentials

Connect to Azure AD

AD DS Credentials

. Enter your Azure AD credentials:
User Matching

Optional Features Username: |aadsync@hmdsbb.onmicrosm"‘tc:am |

Configure Password: [essesasens |

Finished
O The account must be a global administrator

188 m

189 1. Launch the Sync Services Configuration Tool. Input the global administrator credentials for
190 the Office 365 instance and click Next.
& Microsoft Azure Active Directory Sync Services
Azure AD Credentials Connect ‘t‘o AD DS
. Enter the Active Directory Domain Services credentials for each forest:

User Matching

Optional Features Forest: |nccoe.lccal |

Configure Username: |nccse\n_administrator |

Finished

Password: essssesss

191
192 2. Input the Forest name and credentials of the administrator. Click Add Forest.
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& Microsoft Azure Active Directory Sync Services

Azure AD Credentials
User Matching
Optional Features
Configure

Finished

Click Next.

Connect to AD DS

Enter the Active Directory Domain Services credentials for each forest:

Forest: |

Username: | |

Password: | |

Add Forest
Forests

® NccoElocal

4 Microsoft Azure Active Directory Sync Services

Azure AD Credentials
AD DS Credentials
Optional Features
Configure

Finished

Uniquely identifying your users

Matching across forests

AMAccountt

own attribute

Matching with Azure AD
sourceAnchor attribute: | objectGUID -

userPrincipalName attribute: | userPrincipalName -

o Learn more about user matching

I These settings were previously configured and are displayed for informational purposes only.

Accept the defaults for uniquely identifying your users.
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& Microsoft Azure Active Directory Sync Services

Azure AD Credentials
AD DS Credentials
User Matching
Configure

Finished

Optional features

The following Azure AD Sync features can be enabled if your organization requires the enhanced functionality.

[ exchange hybrid deployment
[] Password synchronization
[ Passward write-back

[ Azure AD app and attribute filtering

@ Learn more about optional features

Do not choose any of the optional features. Click Next.

4 Microsoft Azure Active Directory Sync Services

Azure AD Credentials
AD DS Credentials
User Matching
Optional Features

Finished

Click Configure.

Ready to configure

We have gathered enough information to configure Azure AD Sync and will now create a default configuration.

ltem Action
hmdsbb.onmicrosoftcom - AAD Connect
NCCOEJocal Connect
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& Microsoft Azure Active Directory Sync Services

Azure AD Credentials

Finished
AD DS Credentials
User Matching

Optional Features

synchronize now
Configure

7. Choose Synchronize now and click Finish.

8.

Your Azure AD Sync default configuration has been created. If you need to customize which objects to
synchronize, use the Synchronization Service Manager before starting synchronization.

= Synchronization Service Manager on MDS-AADSYNC == -
File Tools Actions Help
i Operations é‘ﬂ Connectors IL’ Metaverse Designer _{{\ Metaverse Search
Connectors
Name | Type | Description | State |
NCCOE local Active Directory Domain Services Idle 2] Create
hmdsbb onmicrosoft co Windows Azure Active Directory (Micr. Idle =]
3
3
=
&) Import Connector
]
=
Total number of Connectors: 2
Profile Name:  User Name:
Step Type: Partition:
Start Time: End Time: Status:

Synchronization Statistice

Connection Status

Synchronization Emors

>

If successful, the added connectors will be displayed in the Synchronization Service

Manager.
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206 3.2.5.3

207
208
209
210

211

212
213

215

216
217

2183.2.5.4

220
221
222
223

Sync Intune with Office 365 Exchange

The following steps will establish a backend connection between the Intune and Office 365
instances you have created in the Cloud Services Instances section. When this step is
completed, Intune will be able to enforce conditional access policies on all enrolled mobile
devices.

Microsoft Intune

Administration :
Set Up Exchange Connection
DASHBOARD Covarien
4 Aets and Notifications Microsoft Intune On-Premises Connector for On-Premises or Hosted Exchange
=2 Y
5 L. Preoare a computer that has access to your Exchange environment and complies with the On-Premizes Connect
GROUPS Learn about the system requirements
2. Createa user Directory to run the required Exchange cmdlets.
3 For Hosted Exchange environments, ether ereate a user in Actve Directory or MSODS that has permission to run the required Exchange cmdlers, or use an exsting tenant
ALERTS adminsstrator that has these permissions
ﬁ 3. Download the e 9 ntoa puter you prepared. Install and configure the Cr-Premises Connector
uting the user sccount from step 2.
Download On-Premises Connector
PoLiCY
Windows Phons
REPORTS » oS Microsalt Intune Service to Service Connector for Hosted Exchange
. 4 Microsof Exchange Cick Set Up Senvice to Senvice Connectr 1o 56t up 8 connection to your Exchange hested enviranment. An Office 363 account that has an Exchange 2013 tenant i required.
[ et Up Exchange Connection | e —
o Mutti-factor Authentication

NDES Connector

1. Open the Intune administrative console with a browser. Click ADMIN. Then click Set Up
Exchange Connection within the Microsoft Exchange section. Click Set Up Service to
Service Connector.

2. The configuration with Office 365 will occur in the background. No further actions are
required.

Manage Intune with SCCM

To allow the Intune tenant to be administered remotely, SCCM must be configured on the
enterprise network. The following steps add test accounts to an SCCM user collection and syncs
with the Intune tenant. While Intune will be available through the browser-based
administrative console after this exercise, the account will be permanently configured to
manage devices through SCCM.
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24 3.2.5.4.1 Configure Active Directory User Discovery

225
226

233

o
X

When these steps have been completed, the SCCM instance will be able to automatically
discover Intune users by way of an Active Directory container.

1. Launch the Configuration Manager console. Navigate to System Center Configuration
Manager / Site Database / Site Management /<site name>/ Site Settings / Discovery

Methods.

2. Right-click Active Directory User Discovery, and then click Properties.
3. Onthe General tab, click the New icon to specify a new Active Directory container.

4. Onthe New Active Directory Container dialog box, specify Local Domain.

Select New Container -

Active Directory containers:

AzureAD Synced Users
Buittin

Computers

| Domain Controllers

| Enterprise Servers

~| ForeignSecurityPrincipals

| LostAndFound

| Managed Service Accounts
| NTDS GQuotas

=53 NCCOE A

3
i
-
5
5

| ok || Cancel |

5. Select the AzureAD Synced Users container.

Active Directory Container

Specify an Active Directory container to search during the discovery process.

Location

Specify a location for the Active Directory search. You can browse to a single container and
enter an LDAP query to find an Active Directory container within a particular domain. Or, you

Select options to modify the search behavior.
Becursively search Active Directory child containers

["] Discover objects within Active Directory groups

Active Directory Discovery Account

(®) Use the computer accourt of the site server

O Specify an account:

can enter a Global Catalog (GC) query to find an Active Directory container within muttiple
domains.

Path:

LDAP://QU=Azure AD Synced Users, DC=NCCOE,DC=local |O | Browse...
Search Options

The Active Directory Discovery Account must have Read permission to the specified location.
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236 6. The path will reflect the container chosen in the previous step.

General | Poling Schedule | Active Directory Attibutes

@ Active Directory User Discovery

Configure the settings to find user accounts in Active Directory Domain Services.

[+ Enable Active Directory User Discovery

Active Directory containers:

Fitter...

Distinguished Name Account
LDAP://0U=Azure AD Synced Users,D... Site Server

237
238 7. Ensurethat Enable Active Directory User Discovery is selected.
[ seiected Ghject  Folder Tools [System Center 2012 R2 Configuration Manager (Connected to ROC - NCCOE HQ) - &l x
3 Home Site Close L 0
-zﬁ 5 Ty 7 Delete "/:) i] [ Site Maintenance a
i ~ = D (O)status Summarizers =
Create Sita Create  Show Install Configure Site Client Set Security | Properties
System Server Secondary Site  Status Components = Installation Settings = 5 Status Filter Rules Scopes
Site Settings Classify Properties
* - |% % » Administration » Overview » Hierarchy Configuration » Discovery Methods » ROC =2
Administration < ROCG items
4 B} Overview  search Add Criteria =
4 [ Hierarchy Configuration = - o
B lcon  Name Status | Site Description
. )
B iy e & Active Directory Forest Discovery Disabled  ROC Configures settings that Configuration Manager uses to
E! 52g = W Active Directory Group Discovery Disabled ROC Configures ssttings that Configuration Manager uses to
[ Boundaries & Active Directory System Discovery Disabled ROC Configures settings that Configuration Manager uses to
[ Boundary Groups LY Active Directory User Discovery Enabled ROC Configures settings that Ce ion Manager uses to
5 Exchange Server Connectors Y Heartbeat Discovary Enabled  ROC Configures interval for Configuration Manager clients to
(& Database Replication Y Netwaork Discovery Disabled ROC Configures ssttings and polling intervals to discover res:
2 File Replication
A Active Directory Forests
4 [ Cloud Services
% Windows Intune Subscriptions
£ Cloud Distribution Points
B3 Extensions for Windows Intune -
#& Assets and Compliance
7l Software Library
Bl wonitoring
e m 3
Read)
239 =
240 8. After configuration, the status of the Active Directory User Discovery will be Enabled.
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ﬁj Selected Object | Folder Tools System Center 2012 R2 Configuration Manager {(Connected to ROC - NCCOE HQ) - 8| x

PR o | Coliection Close -~ @
!% JB—) ’,; L, Add Resources » iCupy- :r, D

Add Manage Affinity _ Update Export Deploy | Properties
Selected ltems = Requests ~ Mambership -
Collection Deployment | Properties
| & = [8, 4+ Assetssnd Compliance » Overview » Users b All Users -2
Assets and Compliance « All Users B items
4 B Overview = Search < Search | Add Criteria v
4 & Users B = .
i lcon  Name Domain Resource Type
A U
2Lt 2 NCCOE\bsisko (Benjamin Siska) ~ NCCOE User
-l EatEEEn 2 NCCOBhsuly (Hikaru Sul) NCCOE User
%8 Devices 3 NCCOBkirk {James T. Kirk) NCCOE User
# User Collections . MNCCOE\jpicard (Jean-Luc Picard) MNCCOE User
& Device Collections 3 NCCOBysmith (John Smith) NCCOE User
&, User State Migration E NCCOE\mobrien (Miles O'Brien) NCCOE User
- el 3 NCCOB\nuhura (Nyota Uhura) NCCOE User
T2 Softwore Metering 3 NCCOB\pchekov (Pavel Chekov)  NCCOE User
) Compliance Settings
4 [ Endpoint Protection
& Antimalware Policies
B8 Windows Firewall Policies -
L pssets and Compliance NCCOR\bsisko (Benjamin Sisko) v
ﬁ Settre Bbeny General Infarmation Related Objects
Bl Moritoring Narme: NCCOF\bsisko (Benjamin Sisko) Primary Device

.\ Domain or Workgroup:  NCCOE
[7]], Administration kgroup

" Summary [Client Settings

Ready

9. Navigate to Users -> All Users to view accounts synced from Active Directory.

243 3.2.5.4.2 Register SCCM with Intune

244
245
246

247
248
249

The following sequence of steps enrolls an SCCM instance with the Intune tenant. After this
step you will no longer be able to create and deploy policies from the Intune Web management
portal.

1. Start the Intune Subscription wizard by opening the Configuration Manager. In the
Administration section, expand Cloud Services, and click Microsoft Intune Subscriptions.
Click on the Home tab and then Add Microsoft Intune Subscription.
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Intreduction

Introduction Getting started
Subscription
General

This wizard configures the Windows Intune subscription that lets you manage mobile devices by using
Platforms Windows Intune.

Comppayy CamEE N You will need to do the following in order to complete the wizard:

Company Logo

Surnmary - Sign in with a Windows Intune izational and i to lete the wizard.
You can get a organizational account from the \Windows Intune Account Portal.

Progress

Completion - Determine the user collection to enable users to enroll devices.

- D i devices you want to To certain devices, you will need
additional information.

- Windows : You will need to specify sideloading keys. Sideloading keys let you install apps that are
nat in the Windows Store.

- Windows Phone 8: You must have a code-signing certificate. The certificate will sign the company
portal app and all other apps deployed by Configuration Manager.

-i085: You will need an Apple Push Motification Service (APNs) cerificate.

< Previous | | Mext > | | Summary | | Cancel

250

251 2. Click Next.
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? Subscription

Introduction

Subscription

General

Platforms

Company Contact Informat
Company Logo

Surnmary

Progress

Completion

Windows Intune Subscription

You must sign in to Windows Intune with your Windows Intune organizational account. After
successful authentication, the mobile device management authority for your subscription will be set to
Configuration Manager and cannot be changed.

Sign in to Windows Intune with your Windows Intune organizational
account

If you do not have a \Wind Intune
Intune account portal.

Bead the Windows Intune privacy statement online.
Read the Configuration Manager privacy statement online.

Check service status

< Previous || Mext > || Summary || Cancel

3. Click the Sign In button.

Microsoft Intune

Please re-enter your password

In' hmdsadmin@hmdsbb2.onmicro...

ceveerennes]

O Keep me signed in

Sign in

Can't access your account?

Sign out and sign in with another account

sl Your work or school account can be used anywhere you see this
symbol. © 2015 Microsoft Feedback Terms Privacy

v
Activate Windo
Go to System in CoptrEageshel fio

4. Sign in using an administrative user from the Intune tenant.
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@ General

Introduction General Configuration
Subscription
General

Platforms Specify the user collection whose members will be able to enroll their

Company Contact Informat devices for management.
Company Logo
Summary Collection: |N| Users and User Groups | | Browse...

Progress

Specify company details and the color scheme for the company portal.
Completion

These device and portal settings will replace any values previously configured in Windows
Intune. Leave the fields blank if you do not want to specify custom values.

Company name: | NCCoE

URL to company privacy documentation: |

Color scheme for company portal:

Specify the site code for device assignment.

Configuration Manager site code:

Check service status

chivat "\"I\'\-
| < Previous || MNext = || Summary | quncg”” 7

256

257 5. Authorize a collection of users to enroll with Intune.
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? Platforms

Intreduction
Subscription

General

Specify the platforms that a user is able to enroll in Windows Intune

Device type:

Platforms

Company Contact Informat
Company Logo

Surnmary

Progress

[] Android

[]ios

[ ] Windaws

[] Windows Phone 8

Completion

Platform requirements:

6. You may choose to configure device types in this step. However, we chose to configure

these in a later step.

| < Previous ||

Mext >

A tivindo A
|—r—tr\+va—\—€lv»
| ssnary | | Coneel ]
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? Company Contact Information

i rlis e Specify company contact information

Subscription

General

Platforms The company name is displayed as the title of the Windows Intune company portal. The contact

information and details are displayed to users in the Contact |T screen of the Windows Intune
Company Contact Informat company portal.

Com, Lego
eI IT department contact name: |

Surnmary

Progress IT department phone number: |

Completion IT department email address: |

Support website URL {not displayed to user):

Website name (displayed to user):

Additional information:

| < Previous || Mext > |

261

262 7. Enter the contact information for your organization. This is optional.
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? Company Logo

Intreduction SpBCIfy company |Og0

Subscription

General

Platforms ‘You can customize your company portal with your company logo.
Company Contact Informat

Tl [] Include company logo

Summary Select a logo to use when the company portal background is white.

P
rogress Browse. ..

Completion
File type: JPEG or PNG
Maximum size: 750 KB
Maxdmum resolution: 400 x 100 pixels

Select a logo to display over the selected color scheme.

File type: JPEG or PNG

Maximum size: 750 KB
Maxdmum resolution: 400 x 100 pixels

[+ Show the company name next to company logo

ctivate \\
| < Previous || Mext > || Summary | rc‘?“ctj.fn]q-‘

263

264 8. Submit an organizational logo, if desired.
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Surnmary

Introduction Confirm the settings
Subscription

General

Platforms Details:

Gy e m=y To complete the setup for mobile device management, you must add the Windows
Company Logo Intune Connector site system role by using the Add Site System Roles wizard.

Summary Connection Information
Confi i

« Usze 1 M Administration Console to this subscription.

Progress This is & one time, one way seting.

Ecmpihon General Information
» Collection name: All Users and User Groups
« User devices will enroll using the following site code: ROC
« Organization name: NCCoE
« Privacy Link:
» Theme: Blue

Mobile device management
« Mo platfiorms enabled

Company Contact Information
« [T department contact name:
« [T department phone number:
« [T department email address:
» Support website URL (not displayed to user):
« Website name (displayed to user):
» Additional information:

To change these settings, click Previous. To apply the settings, click Mext.

Aot a "\"I\'\‘
| < Previous || MNext = || Summary | quncg”” .

265

266 9. Review the settings and click Next.
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Create Windows Intune Subscription Wizard -

9:! Completion

Intreduction
Subscription
General

Platforms

Surnmary

Progress

Company Contact Informat

Company Logo

The Create Windows Intune Subscription Wizard completed
A with warnings

Details:

Y. \Waming: To complete the setup for mobile device management, you must add the
‘Windows Intune Connector site system role by using the Add Site System Roles wizard.

9 Success: Connection Information
+ Use Configuration Manager Administration Console to manage this subscription.
This i= & one time, one way setfing.

@ Success: General Information
» Collection name: All Users and User Groups
« User devices will enroll using the following site code: ROC
« Organization name: NCCoE
« Privacy Link:
» Theme: Blue

0 Success: Mobile device management
« Mo platfiorms enabled

@ Success: Company Contact Information
« [T department contact name:
« [T department phone number: -

To exit the wizard, click Close.

207
268 10. Close the wizard after the configuration completes. A green check mark indicates success
269 for that task.
Microsoft Intune
Administration : c
_ Mobile Device Management
DASHBOARD Overview
4 Alerts and Motifications i . "
-'?E" b Alert Types %ol;nlleﬂ[éevtl—ce hjan[jgement Authority
GROUPS Recipients et to Configuration Manager
Netification Rules
o 4 Administrator Management
ALERTS Service Administrators
Tenant Administrators
@ Device Enrollment Managers
APPS
Client Software Download
E‘ Storage Use
Company Portal
REPORTS
270
271 11. The Intune administrative console reflects SCCM management after configuration has been
272 completed.
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273 3.2.5.4.3 Configure Push Certificate for iOS Devices

274 A push notification certificate is required for full functionality with Apple iOS devices. Only
275 Apple can sign these certificates. Once the CSR is generated, it can be submitted to Apple for
276 signing. The following procedure describes how to create the CSR within SCCM.

|23 System Center 2012 R2 Configuration Manager (Connected to ROC - NCCOE HQ) -1 e x|

— ‘e
8 (1] §oi

Add Windows Intunel]  Create APNs  [iew Service Saved
Subscription  [[certificate request | Status Searches ~
Create Search
€& <~ [4 \ » Administration » Overview » Cloud Services » Windows Intune Subscriptions -2
Administration < | Windows Intune Subscriptions 1 items
4 B} Overview lcon  Name Description
ey BT ] Windows Intune Subscription  Subscription configuration required to connect to Windows Intune Se...
4 [ Cloud Services
%] Windows Intune Subscriptions
£5 Cloud Distribution Points
E& Extensions for Windows Intune
= Site Configuration
K Client Settings
= Security
=5 Distribution Points
55 Distribution Point Groups
= Migration
#& Assets and Compliance
ﬁ Software Library
Bl Monitoring
[7]], Administration
277 Ready
278 1. Click Create APNs certificate request in the SCCM console.
Request Apple Push Motification Service Certificate Signing Request -
Specify the folder where you want to save the downloaded Certificate Signing Request. This is required to request the Apple Push Notification Service
(APNs) cerificate. *You will be prompted for your Windows Intune organizational account to complete the download.
File Name: | |0 | Browse...
After you download the Certificate Signing Request. you must perform the following steps to complete APNs setup:
Step 1: Submit the request to the Apple Push Certificate Portal and download the APNs certificate.
Step 2: Upload the APN= cerfificate to \Windows Intune through the Configuration Manager console.
Download | | Cancel
279
280 2. Save the CSR to local storage. You'll need this file for the next step.
.. . . 8 ;
281 3. Use a browser to visit https://identity.apple.com/pushcert/®. You will be prompted for your
282 Apple Developer account credentials.

8.This website has degraded compatibility with IE 11, but the process will complete.
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P
(=8 El =)

Sign In.

nmenab@mitre org

Forgot you Apple ID?

Forgot your password?

&« @ & hitps //identity.apple.com/pushcert/ P ~ & Applelnc. [US] @ || @& Apple Push Certificates Por... % YA TH

Apple Push Certificates Portal

Shop the Apple Online Store (1-800-MY-APPLE), visit an Apple Retail Stora, or find = rasellr Appleinfo | SmeMap | HotNews | RSSFesds | ComtactUs

Copyright © 2015 Apgle Inc. All rights reserved.  Terms of Use Privacy Palicy

iPhone Watch iPad iTunes Support

=

4. Once authenticated, choose Create a certificate

e
[E=S Ho =)

@[@ https. /denty.apple.com pusheer

O~ @ Identified by VeriSign € || & Apple Push Certficates Por... x‘ | Ak

Service

Mobile Device

Apple Push Certificates Portal TR

Certificates for Third-Party Servers

iPhone iTunes Support

Vendor Expiration Date* Status Actions

Mobile Device Management

support.

*Reveking or allowing this certificate to expire will require existing devices to be re-enrolled with a new push certificate.

About Apple Push Certificates Portal

Create and manage push certificates that enable your third-party server to work with the
Apple Push Notification Service and your Apple devices.
Learn more about Mobile Device Management

MDM push certificates created in the iOS Developer Enterprise Program have been
migrated to the Apple Push Certificate Portal.

Learn more about MDM push certificate migration

Contact Apple for assistance with the Apple Push Certificates Portal

Enterprise-level customers with an AppleCare OS Support plan: 1-866-752-7753
General inquiries and requests for assistance are handled by Apple Developer Program

Shop the Apple Online Store (1-800-MY-APPLE). visit an Apple Retail Store. or find 2 reseller. Appleinfo | SmeMap | HotNews | RSSFeeds | ContactUs

Copyright © 2014 Apple Inc_ Al rights reserved.  Terms of Use Privacy Policy

Microsoft Corporation May 18, 2016 Active (Y Rencw ]

&

5. Review the terms and conditions screen. You will be presented with a screen to submit your
CSR. Use the Browse button to navigate to where you stored your CSR file, and choose

Upload.
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==
=S e =)
m&)‘@ https://identity.apple.com/pushcert/ O~ @ Applelnc. [US] & H @ Apple Push Certificates Por.. % ‘ | o 57 e

iPhone iTunes Support

Apple Push Certificates Portal smcnabemive.oro - (D

Create a New Push Certificate

Upload your Certificate Signing Request signed by your third-party server
vendor to create a new push certificate.

Notes

Vendor-Signed Certificate Signing Request

C:Users\nmenab\Desl k!o\

Shop the Apple Online Store (1-800-MY-APPLE), visit an Apple Retail Store, or find a reseller. Apple Info Site Map Hot News RSS Feeds Contact Us %

Copyright @ 2014 Apple Inc. Al rights reserved.  Terms of Use Privacy Policy
289
290 6. After the upload, refresh the page. You will be presented with a list of signed certificates.
291 Choose the download option for your new certificate, which will allow you to save the
292 signed certificate in PEM format.
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7.

(=8 El =)
tal nos 03

~

g@\ @ https./identity.apple.com/pushcert/

D ~ @ Identified by VeriSign & H & Apple Push Certificates Por... % ‘ |

Store iPhone iTunes Support

Apple Push Certificates Portal mcnabemire.or

Certificates for Third-Party Servers

Service Vendor Expiration Date* Status Actions

- CED CEZD G
- CED CEZD GED

Mobile Device

Microsoft Corp May 18, 2016 Active

Mobile Device

Microsoft Corp May 18, 2016 Active

“Revoking or allowing this certificate to expire will require existing devices to be re-enrolled with a new push certificate.

About Apple Push Certificates Portal

Create and manage push certificates that enable your third—party server to work with the
Apple Push Notification Service and your Apple devices.
Learn more about Mobile Device Management

MDM push certificates created in the iOS Developer Enterprise Program have been
migrated to the Apple Push Certificate Portal.
Learn more about MDM push certificate migration

Contact Apple for assistance with the Apple Push Certificates Portal

Enterprise-level customers with an AppleCare OS Support plan: 1-866-752-7753
General inquiries and requests for assistance are handled by Apple Developer Program
Support.

Shop the Apple Online Store (1-E00-MY-APPLE), visit an Apple Retail Store, or find 2 reseller. Apple Info Site Map Hot News RSS Feeds Contact Us

Copyright © 2014 Apgle Inc. All rights reserved.  Terms of Use Privacy Policy

Load the signed certificate into SCCM. Navigate to Administration -> Overview -> Cloud
Services -> Windows Intune Subscriptions. Right-click on Windows Intune Subscription
and choose Properties.
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s e ol & ==
File View VM
nm 8GRk @i
[ System Center 2012 R2 Configuration Manager (Connected to ROC - NCCOE HQ) -1 &
A o
R ) (3 Refresh
[l | L e
] 0 o 7 Delete D
Create APNs  View Service Saved Properties

certificate request
i [=] Windows Intune Subscription Properties -

Create

& &~ [E Vv administetion]| [Company Logo |
General | Android {105 || Windows | Windows Phone | Company Contact information |

Administration
EE Servers and Site System Roles Enable i0S enrolment

K Client Settings 5 connect to Windows Intune Se...

Specify the Apple Push Netification service (APNs) certificate to be used to manage i0S

4 L Security devices. In orderto get an APNs certficate, you must follow these steps
25 Administrative Users
3 Security Roles Step 1: Download & Certificate Signing Request from WWindows Intune using the
§ Request APNs Certificate Service Request dialog box in the Configuration Manager
@ Security Scopes e
B2 Accounts Step 2 : Submit the Certificate Signing Request to the Apple Push Certificate Portal

AT and download the APNs certificate.

Step 3: Upload the APNs certificate to Windows Intune by specifying the location of

Distribution Points the APNs certificate

= Distribution Paint Groups

4 [ Migration

Fel Setitee Hissrcy APN certificate <Certificate on file> | ‘ Browse

Migration Jobs

=5 Distribution Point Migration

#& ssets and Compliance

1@ Software Library

/][, Administration

Ready
T T Al N

207 To release cursor, press CTRL + ALT

298 8. Check the box to Enable iOS enrollment and use the Browse button to import the PEM

299 certificate you downloaded from Apple. Click OK.

300 3.2.5.4.4 Mobile Policy Creation

301 This section depicts the creation and deployment of a security policy for mobile devices in the
302 building block test environment. The reader should note that not all options are available to
303 every mobile operating system. Generally, iOS offers more fine-grained device management
304 capabilities than Android; however, a KNOX enabled Samsung Android device augments the
305 base Android capabilities with additional management functions. More information regarding
306 specific capabilities of supported mobile platforms can be found on Technet [5].

307 1. Launch the Create Configuration Item Wizard from the SCCM Configuration Manager. In the
308 Assets and Compliance section, click Configuration Items in the Compliance Settings folder.
309 Click Create Configuration Item from the tool bar.
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Bh

@ General

Genetal Specify general information about this configuration item
Mobile Device Settings

Password
Device Corfiguration items define a configuration and associated validation criteria to be assessed for compliance on
= client devices.
Security
thenphion Name: | BaseConfig| |
Supported Platforms e I_A.
Platform Applicability I_'
Summary |E
Progress
i Specify the type of configuration item that you want to create:
Completion
| Mobile device

v

Assigned categories to improve searching and filkering:
“Client” Al

< Previous | | Mext =
< m | »
310
311 2. Give the configuration a name and specify that this configuration item is for mobile devices
312 in the drop down. Click Categories.
To assign administrative categories to the selected objects, select the
check boxes.
Administrative categories:
O oo
[l Client
Rename
[ 17T Infrastructure _
[] Line of Business
[T Server
313
314 3. Select the Client category. Click OK.
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? Mobile Device Settings

benctal Select the mobile device setting groups to configure
Mobile Device Settings
Password

Betice To view more information about the settings within each group, select the setting group to view the description.

Seenr
Ecurity Mobile device setting groups: Description:

- R [] Select all
i e [¥/] Password The security setting group includes typical security
Platform Applicability [ Device settings, such as file signing, applications, Bluetocth, and
Summary [[] Email management b
Progress [] Store
[] Browser
[] Intemet Explarer
[[] Content Rating
[] Cloud
Security
[[] Peak synchronization
[C] Roaming
[+ Encryption
[[] Wireless communications

Encryption

Completion

In addition to the mobile device setting groups, you can also configure less commonly used settings.

[7] Configure additional settings that are not in the defautt setting groups

Activate Wind:

'..-I CC'
| < Previous | | Mext > | | S“mmal'?mI""1a+‘eé:i"|-£&0".-‘,"F'

315

316 4. Select Password, Device, Security and Encryption setting groups. Click Next.
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? Password

General Configure mobile device password settings
Mobile Device Settings
Device Require password settings on mobile devices: | Required
Security
Encryption [ Minimum password length (characters):

i!
EE

Supported Platf P R
Platform Applicability
5 [ Mumber of passwords remembered: 5 [
ummary
Progress [v] Number of failed logon attempts before device is wiped: o B
Completion

Idle time before mobile device is locked: | 1 minute

Password complexty: [ Not Cortigured
Password qualty: [ Not Cortigured
Send password recovery PIN to Bxchange Server: [ Not Cortfigured

[+] Remediate noncompliant settings
MNoncompliance severity for reports:

317

318 5. Configure the password requirements based on your local requirements.
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il
? Device
Suad) Configure device settings
Mobile Device Settings
Password
»
Voice dialing: [ Atowed v|
Security
Encryption Voice assistant: | Allowed v |
Supported Platforms ; :
Voice assistant while locked: | Prohibited W |
Platform Applicability
Summary Screen capture: | Disabled v |
Progress
) Videa chat client: | Disabled vl
Completion
Add game center fiends: | Prohibited ] |
Mutiplayer gaming: | Prohibited v|
Personal wallet software while locked: |Not Configured v|
Diagnostic data submission: | Enabled v |
[+] Remediate noncompliant settings
MNoncompliance severity for reports: | Waming W |
A e Windc
€] stem in Cor
| < Previous | | Next > | | Smnmalf_"jHaTEMC"""r'
< m |
319
320 6. Configure the device settings based on your local requirements.
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? Security
Giepem] Configure mobile device security settings
Mobile Device Settings
Password
DEVIE Unsigned file installation: [IT Administrator
Security
Encryption Unsigned applications: | Prohibited
Supported Platforms SMS and MMS s |Mowed
Platform Applicability
Summary Removable storage: | Allowed
Progress Camera: | Prohibited
Completion Fromin |M -
; o
Windows RT VPN profile
Frofile file: | || Browss.
P | |
Profile for all users: | |
[+] Remediate noncompliant settings
Moncompliance severity for reports: | Waming
| < Previous l | Mext >
< m | >]
321
322 7. Configure the security settings based on your local requirements.
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? Encryption

Genecl Configure mobile device encryption settings
Mobile Device Settings

Password

Device
Security
Encryption File encryption on mobile device:

Storage card encryption:

Supported Platforms

Platform Applicability Pl cinel Sirig:
Summary

Progress Sigring algorithm:

Completion Fr e e

Encryption algorithm:

[+] Remediate noncompliant settings

MNoncompliance severty for reports: iti W |
: ate Windc
f aré_ "ﬁago-.*.fr
323
324 8. Configure the encryption settings based on your local requirements.
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? Supported Platforms

Gencrn Specify the supported platforms for this mobile device configuration item
Mobile Device Settings
Password
Device
Security
Encryption Ol "
Supported Platforms & L] Windows Mobie
Platform Applicability D Symbian Mabile
Summary - [ Windows Phone
P
o 5[] Windows 2.1
Completion (- [#] iPhone
[ iPad
- [] Android
Activate Windd
Go to System in Cor
| < Previous l | Next > | ’ SHIMGY.FIEMOWF
I < | m [>] -
325

326 9. Select the mobile platforms you wish to support. Click Next.
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Platform Applicability

Geheral Review platform exclusions for this configuration item

Mobile Device Settings

Password
e The fui!om'n.g setﬁngs‘_are not supported by all Q'E’swhed platforms that you specified. These settings will not
be for on the ted p .
Security
Encryption Excluded seftings:
Supported Platforms Mame Categories Unsupported Platforms __»:_
Platform Applicability Add game center friends Device All Windows Phone 8.0:Al Windows RT 8.1;All x64 Windows 8.
Summary Bluetooth Security All Windows Phone 8.0:Al Windows RT 8.1(SET only);All x64 ..
Camera Security All Windows Phone 8.0:A Windows RT 8.1;All x64 Windows 8.
fiopes Diagnostic data submission  Device All Windows Phone 2.0;Android 4.0;Android 4.1;Android 4.2;
Completion Encryption algorithm Encryption Al Windows Phone 8.0:A Windows RT 8.1:All k64 Windows 8.
File encryption on mobile ...  Encryption All Windows RT 8.1(SET only)All x64 Windows 8.1(SET only);..
Multiplayer gaming Device All Windows Phone 8.0:A Windows RT 8.1;All x64 Windows 8.
Removable storage Security All Windows RT 8.1:All x64 Windows 8.1:Al x86 Windows 8.1i, =
Require email encryption Encryption All Windows Phone 8.0:A Windows RT 8.1;All x64 Windows 8.
Require email signing Encryption All Windows Phone 8.0:A Windows RT 8.1;All x64 Windows 8.
Require password setting... Password All Windows RT 8.1All x64 Windows 8.1;All x86 Windows 8.1;
Screen capture Device All Windows Phone 8.0:A Windows RT 8.1;All x64 Windows 8.
Signing algorithm Encryption All Windows Phone 8.0;A Windows RT 8.1;All x64 Windows 8.
5MS and MMS messaging  Security All Windows Phone 8.0;A Windows RT 8.1;All x64 Windows 8.
Storage card encryption Encryption All Windows Phone 8.0:Al Windows RT 8.1;All x64 Windows 8 |
Unsigned applications Security All Windows Phone 8.0:Al Windows RT 8.1;All x64 Windows 8.
Unsigned file installation Security Al Windows Phone 8.0:Al Windows RT 8.1:All k64 Windows 8.
Video chat client Device All Windows Phone 8.0:Al Windows RT 8.1:All x64 Windows
(1 n e nnansar 1 oo an a1
< Previous | | Mext =

10. Click Next.
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General

Mobile Device Settings

Password

Device

Security

Encryption
Supported Platforms
Platform Applicability

Summary

Progress
Completion
< m [>]
329
330 11. Click Next.

The wizard will create a device configuration item with the following settings

Details:

The wizard will create a device configuration item with the following settings:

Mew device configuration item will be saved as:
» MName: BaseConfig
« Description:
» Categones: "Client”

The following compliance rules are added:
Require password settings on mobile devices
Idle time before mobile device is locked
Password expiration in days

Mumber of failed logon attempts before device is wiped
Voice digling

oice assistant

Voice assistant While Locked

Screen capture

Video chat client

Add game center fiends

Multiplayer gaming

Diagnostic data submission

Unsigned file installation

Unsigned applications

SMS and MMS messaging

Removable storage

Camera

Eluetooth

Storage card encryption

File encryption on mobile device
Require email signing

Signing algonthm

Beanire smail

To change these settings, click Previous. To apply the settings, click Mext.

| < Previous || Mext >
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? Completion

General
Mohile Device Setti -
AL SRR @ The Create Configuration Item Wizard completed successfully
Password
Device Detais:
Security
Encryption QSums_' The Create Configuration tem \Wizard leted fully.
Supported Platforms New device configuration item will be saved as:
e » Name: BaseConfig
Platform Applicability - Description:
Summary = Categories: "Client”
Progress The following compliance rules are added:

Require password settings on mobile devices

Idle time before mobile device is locked

Password expiration in days

Mumber of failed logon attempts before device is wiped
Voice dialing

Voice assistant

Vaoice assistant While Locked

Screen capture

Video chat dlient

Add game center fnends

Multiplayer gaming

Di ic data submission

Unzigned file installation

Unsigned applications

5MS and MMS messaging

Removable storage
Camera

Eluetooth

Storage card encryption
il b

il

To exit the wizard, click Close.

< Previous | | Mext > | |

331

332 12. Click Close.
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~ Folder Toals - :.‘

Home | Folder

Create Import Saved
Confi tion Baseline Configuration Data Searches =
Create Search

(- ‘év'!' |E % b Assets and Compliance » Overview » Compliance Settings »  Configurati:

Assets and Compliance < Configuration Baselines 0 items

»

E Software Metering _Seurch =

4 || Compliance Settings lcon MName Status
Iﬂ Configuration ltems
| = Ce £

Cep

tﬁmmd::i: ﬁ Create Configuration Baseline
E Remote Connection
4 [ Company Resource Folder l;
Certificate Profiles
[= Email Profiles
[Z1VPN Profiles

Wi-Fi Profiles

» Import Configuraticn Data

| Compliance Palicies

4 || Conditional Access

[B Evrhanns Onlina ‘
Lg Assets and Compliance
ﬁ Software Library

333 !] Monitoring

334 13. Click Create Configuration Baseline by right-clicking Configuration Baseline from the
335 Configuration Manager.

Specify general information about this configuration baseline

}j_ Mame: | BaseLinePolicy

Description:

~

w

Select the configuration data (configuration items, configuration baselines, and software updates) to be evaluated for
compliance by this configuration baseline. This corfiguration baseline will be assessed as compliart if all the items
specified are compliant. Optional items are evaluated only if the relevant application is present on the client devices.

Configuration data:
Fitter... 2
Mame Type Purpose Revision
BaseConfig General Required Latest
| Add v| | Change Purpose v| | Change Revision v| | Remove |

Assigned categories to improve searching and filttering:

Four ——

336
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337 14. Name the baseline policy. Add the baseline configuration created in the previous steps and
338 click OK.
1] Folder Tools System Center 2012 R2 Configuration Manager (Connected to ROC - NCCOE HQ) - | & =
PR o | ol )
5 & (DSchedule Summarization " Enable 5 Copy . [
el -~ i i £y i = | @ D
S 4 [P Run Summarization  Disable (3 Refresh S i % tsayend ;i A
s t rii
Create| g tles- | Members [=]View XmiDefinition 4% Export 7€ Delete i N S ESCE;:QW TR
Search Baseline Deployment | Move Classify Properties
& |~ [E@ \ v AsetsandCompliance » Oveiew » Compliance Settings » Configuration Baselines .2
Assets and Compliance % Configuration Baselines 1 items
= Software Metering Seaich Search | Add Criteria
4 [ Compliance Settings lcon  Name Status  Deployed | UserSetting  Date Modified Compliance Count  Noncompl
bl Cenmy kon e i BaselinePalicy Enabled No No 41472015 133PM 0 0

2l Configuration Baselines
[#1 User Data and Profiles
[ Remote Connection Profiles
4 [l Company Resource Access
[ Certificate Profiles
[E" Email Profiles
339 [T VPN Profiles ‘

340 3.2.5.4.5 Create Mobile Application Policy

341 This section describes how to roll out mobile application policy for the Outlook mobile
342 application. The policy is automatically deployed when the device owner installs the application
343 for the first time. First, the SCCM administrator will create a new application management
344 policy, then associate an application to the newly created policy. The following procedures
345 feature the iOS platform, but the process is essentially the same for other platforms.
(] Create Application Management Policy Wizard -
gg General
| Geneal | Specify general information about this application management policy
Policy Type
105 Policy
Summary Use these settings to configure an application management policy in your hierarchy.
Progress Name: |Managed Apps]
Completion .
Description ~
Mext > i| Summary || Cancel
346
347 1. To start the wizard, navigate to Under Software Library > Application Management >
348 Application Management Polices: Create Policy in the SCCM console. Click Next.
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@ Policy Type

General

Policy Type
i0S Policy

Summary

Progress

Completion

Specify the type of application management policy

Platform: [ios

Policy Type: |Gene|a|

< Previous | | Next » :.c1 |"'§uii\".'\a.y

10 C':ﬂ

Cancel

2. Choose the platform type and policy type. In this example, a policy is being deployed to an
i0S app. Click Next.

Allow app to transfer data to other apps:

Allow app to receive data from other apps:

Prevent "Save As":

Restrict cut, copy and paste with other apps:
Access

Require simple PIN for access:

Mumber of attempts before PIN reset:
Require comporate credentials for access:
Require device compliance with corporate policy for access:
Recheck the access requirements after (minutes):

Timeout

Cfline grace period

Addttional Policies
Encrypt app data

] Create Application Management Policy Wizard x
? i05 Policy
el Application management policy for i0S
Policy Type
ST App Web Content
Bz Restrict web content to display in the Managed Browser: |Yes v |
Completion Data Relocation
Prevent iTunes and iCloud backups: |Yes v |

| Policy Managed Apps

[any 200

|Yes

| Policy Managed Apps with Paste In

[Yes v
B
[ vl
[Yes vl
£ i
=

|When device is locked
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353 3. Set the specifics of the policy as pictured. Click Next.

[ Create Application Management Policy Wizard -

gﬂ Completion

General
Policy Type
i0S Policy

Summary

'.0.' The Create Application Management Policy Wizard completed successfully

Details:

Progress

& Success: The Create Application Management Policy Wizard completed successfully.

Mew application management policy will be saved as:
+ Mame: Managed Apps
= Description

Policy will be saved with:
« Platform: i0S
» Policy Type: General

i0S policy settings will be saved with:
» Restrict web content: Yes
» Prevent backups: Yes
» Allow app to transfer data: Policy Managed Apps
« Allow app to receive data: Any App
« Prevent Save as: Yes
= Restrict cut. copy and paste: Policy Managed Apps with Paste In
= Require PIN: Yes
» Number of attempts before PIN reset: 5
» Require corporate credentials for zocess: No
» Require device compliance: Yes
« Recheck timeout: 30
» Recheck grace peniod: 720
= Encrypt app data: \When device is locked

To exit the wizard, click Close.

Close

354

355 4. Upon successful creation, an overview is displayed. The policy needs to be matched with an
356 application before it can be used.

357 In the next section, the Outlook application is linked the iOS App store through Company Portal
358 and associated with the previously created application policy.
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? General

General
Impert Information
General Information
Summary
Progress

Completion

Specify settings for this application

Applications contain software that you can deploy to users and devices in your Corfiguration Manager environment.
Applications can contain muttiple deployment types that customize the installation behavior of the application.

® A ically detect information about this application from i

Type: |ﬁpp Package fori0S from App Store W |

|hﬁps:,-",-"rtunes.apple.com,-"us,-"app,-"micmsoﬂ-omlookﬁdﬂ.‘i‘l93?596?mt=3 | | Browse...
Example: hitp://itunes.apple com/us/app./AppName /idooc ?mt=xuo=x

(O Manually specify the application information

Navigate to Software Library > Applications and Create Application. Enter the URL for the
application you wish to link to in the Location field. Search for the Outlook application using
a search engine and copy the link to obtain the URL.
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? General Information

Eavae] Specify information about this application
Impert Information

General Information

Summary ; [Outiook

Progress . . ‘

Completion

[Microsoft
|
|

Activate Windo

Go to System in Con
| < Previous | | Mext > | | Summaﬂ.i,te mbwsl
363
364 2. Set the name, version and publisher information for the application link as pictured.
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? Summary

General

Confirm the settings for this application

Impert Information
General Information

Summary Details:

P General Information:
Completion » Application name: Outlock
» Administrator comments:
« Publisher: Microsoft

» Software version:

« Optional reference:

Categories:

Deployment type name: microsoft-outlook - App Package for i0S from App Store

Requirement rules:

To change these settings, click Previous. To apply the settings, click Mext.

Activate Windog
(Go to System in Confly
< Previous | | Next > | | S“mmaf-&‘c:'l- te Wb\fvsl

365

366 3. Click Next to confirm the settings.

81



Mobile Device Security Cloud and Hybrid Practice Guide

? General

Eael Specify general information for this deployment

Content
Deployment Settings
Scheduling

Software: [Outiook

User Experience
Alerts Collection: |N Users

Application Managemen
[] Use defautt distribution point groups associated to this collection
Summary

Progress [v] Automatically distribute contert for dependencies

Completion
Comments {optional):

Activate Windi
e | [ Net> | [Sommay | [ Coned ]

367

368 4. Important: Deploy the application to a user collection instead of a device collection.
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? Application Management

szl Specify application management options
Content
Deployment Settings
Scheduling
UssEpaias Where required, select an application management palicy to apply to each depl 1t type in this depl
Alerts
Application Managemen Depl t Type General Policy
Summary o microsoft-outlook - App Package foriOS from ... | Managed Apps W
Progress
Completion
Acti ind
. . . | <Previous || Net> || Summay | to Cancel | -

5. After setting the general settings for deploying the application, you will get a chance to link
an application profile.

3123.2.5.5 Configure SCCM with Lookout Application

373
374
375
376
377

This section describes the integration of the Lookout mobile application with SCCM. When
completed, the mobile device user will receive a link to download the Lookout application after
enrollment with the MDM. The link URL will vary based on the mobile platform. Android users
will be directed to the Google Play Store, iOS users will be directed to the App Store, and
Windows Phone users to the Windows Phone store.
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$ General

Import Information

Specify settings for this application

Summary
Progress Applications contain software that you can deploy to users and devices in your Configuration Manager environment
Completion Applications can contain muttiple deployment types that customize the installation behavior of the application.

@ Automatically detect information about this application from installation files:

Type: [4pp Fackage for Android on Google Flay v

Location: | +//play google com/store/apps /details %id=com lookout enterprise&l'\l%r” | Browse...

Example: https://play google.com/store/apps./details id=ooc

() Manually specify the application information

‘ < Previous ||
378
379 1. To start the wizard, navigate to General. Select App Package for Android on Google Play in
380 the Type drop down. Type
381 https://play.google.com/store/apps/details?id=com.lookout.enterprise&hl=en in the location
382 field.
? Import Information
(Earzgl View imported information
General Information
:I::;Z?? @ Application information successfully imported from the App Package for Android on Google Play file.
Completion
Details:
Application name: Application Name [~ ]
Publisher: [
Software version:
Deployment type name: Application Name - App Package for Android on Google Play
To modify any details from the imported information, click Next. To exit this wizard without creating the application,
click Cancel.
Activate Win
 E— <Prevous | | Net» | [ summary |[ Cancel |
383
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384

385

386

387

388

Chapter 3. How to Build an On-Premises Solution for Mobile Device Security

2. Click Next.

L-ul

Create Application Wizard

[ x|

? General Information

Impaort Information
Summary
Progress

Completion

< m >

Epaw Specify information about this application

MName: |Lookout Security For Work |
Administrator comments: |
Publisher: |Lookout Mobile Security |
Software version | |
Optional reference: | |
Administrative categories: | Sdec..
Activate Windoy
[<rreson | [ vet> ] [sommy | [ Gt ]

3. Use the suggested text in the Name and Publisher fields. Click Next.

$ Summary

General
Import Information
General Information
Progress

Completion

< w5

Confirm the settings for this application

Details:

General Information:
= Application name: Lookout Security For Work
» Administrator comments:
» Publisher: Lookout Mabile Security
= Software version:
» Optional reference:

Categories:
Deployment type name: Application Name - App Package for Android on Google Play

Reguirement rules:

To change these settings, click Previous. To apply the settings. click Mext

Activate Windo

<Previous | | Net> || Sun1n1a;;—l;leiﬁ;;;+% .

4. Click Next.
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? Completion

General
I rt Inf ti .
) @ The Create Application Wizard completed successfully
General Information
SIS Details:
Progress

| TS | @ success: General Informton:

» Application name: Lockout Security Far Work
= Administrator comments:

+ Publisher: Lookout Mobile Secunty

= Software version:

=+ Optional reference:

0 Success: Categories:
o Success: Deployment type name: Application Name - App Package for Android on Google Play

0 Success: Reguirement rules:

To exit the wizard, click Close.

Activate Windo

Go tq System in Con
I < Previous | | Mext > ‘ ‘ Summagy-¢ Hte ".‘:"WO'.-‘.‘SI
389
390 5. Click Close.
? General
Specify general information for this deployment
Content
Deployment Settings
Scheduling
User Experience Software: [Lookout Securty For Work | [ Bowse.. |
Alerts Collection [ArUsers [ Bowse. |
:I:::r:?? [ Use defautt distribution peint groups associated to this colledtion
Completion [v] Automatically distribute content for dependencies
Comments {optional).
Activate Windi
[ ro | (et ] [ [ Goneh )
391 S
392 6. Open the application deployment wizard. In the Software field, Browse for the Lookout
393 application. In the Collection field, Browse for All Users.
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? Content
il Specify the content destination
Deployment Settings
Scheduling Distribution peints or distibution peint groups that the content has been distibuted to:
User Experience
Alerts Name Type
Summary There are no items to show in this view.
Progress
Completion
Additional distribution points, distrbution point groups, and the distibution point groups that are cumently
associated with collections to distribute content to:
Fitter. p Add -
Name: Description Associations
There zre no items to show in this view.
Activate Wind @
<Previous | [ Net> | [ summory | [ Cencl |1}
394 e
395 7. Click Next.

? Deployment Settings
T Specify settings to control how this software is deployed
Content
Scheduling . | netal v ‘
User Experience
Alerte Pumpose: [Avaiable v
Summary
g [[] Require administrator approval if users request this application
Completion
Activate Wind
<Previous | [ New> | [ Summary | [ Cancel ]
396 it
397 8. Inthe Action drop-down, choose Install. In the Purpose drop-down, choose Available. Click
398 Next.
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$ Scheduling

General
Content
Deployment Settings
User Experience
Alerts

Summary

Progress

Completion

Specify the schedule for this deployment

This application will be available as soon as possible by default. i this application should be made available at a
different time, change the availzbility time to the desired UTC time.

Time based on ‘ uTc v
[] Schedule the application to be available at
[7723r2m5 |[240PM

Activate Winde
Summary._ | [ Cencel, ]

<Previous | [ Nea> ||

9. Click Next.

? User Experience

General
Content
Deployment Settings
Scheduling
Us
Alerts

Summary
Progress

Completion

Specify the user experience for the installation of this software on the selected
devices

Specify user experience setting for this deployment

User notifications: Display in Software Center and show all notffications v

When the installation deadline is reached, allow the following activities to be performed outside the maintenance:
window:

[] Software Installation
[ System restart {f required to complete the installation)

Wirite fitter handling for Windows Embedded devices

[+] Commit changes at deadline or during a maintenance window (requires restarts)

If this option is not selected, content will be applied on the overay and committed later.

Activate Wind
| [ summary | [ <Cancel |-

[ <previous | [ Net>

10. In the User notifications drop-down, choose Display in Software Center and show all

notifications.
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404

405

406

407

Alerts

General
Content
Deployment Settings
Scheduling
User Experience

Summary
Progress

Completion

Specify Configuration Manager and Operations Manager alert options

Configuration Manager generates alerts when this application is deployed

Thresheld for successful deployment
[] Create a deployment alert when the threshold is lower than the following:

Percent success
After. 8/ 52015 | [10:40 AWM

Threshold for failed deployment

[[] Create a deployment alert when the threshold is higher than the following:

Percent failure:

Enable System Center Operations Manager maintenance mode f you want Operations Managerto generate
alerts when this application is deployed.

["] Enable System Center Operations Manager mairtenance mode

[[] Generate System Center Operations Manager alert when a software installation fails

Activate Winde
<Previous | [ Nea» |[ summay | Cancel | -

11. Click Next.

? Summary

General
Content
Deployment Settings
Scheduling
User Experience
Alerts

Progress

Completion

Confirm the settings for this new deployment

Details:

General
+ Software: Lookout Secunty For Work
+ Collection: All Users (Member Count: 8)
= Use default distribution point groups associated to this collection: Disabled
= Automatically distribute content for dependencies: Enabled

Deployment Settings
= Action: Install
+ Purpose: Availzble
= Allow clients to use a matered Intemet connection to download content: Disabled
ication Settings d from ication in software library)
» Application Name: Lookout Security For Wark
» Application Version:
» Agplication Deployment Types: App Package for Android on Google Play

Scheduling
«+ Time based on: UTC
» Ayailable Time: As soon s possible
= Deadline Time: Disabled

User Experience
+ User notifications: Display in Software Center and show all notificaions:
=+ Ignore Maintenance Windows: Disabled
= System restart (if required to complete the installation): Disabled
= Commit changes at deadline or during a window (requires restarts): Enabled

.

To change these settings, click Previous. To apply the settings, click Next.

Activate

Wind

] [ ] [ o] [

12. Click Next.
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g Completion

General

Content

Scheduling

Deployment Settings =

The Deploy Software Wizard completed successfully

Details:
User Experience "
Alerts 0 Sucoess: General
= Software: Lookout Security For Work
Summary « Collection: All Users (Member Count: 8)
Progress » Use default distribution peint groups associated to this collection: Disabled
» Automatically distribute content for dependencies: Enabled

0 Sucocess: Deployment Settings

= Action: Install
= Purpose: Available

» Allow clients to use a metered Internet connection to download content: Disabled

0 Success: Application Settings (retrieved from application in software library)

» Application Name: Lockout Secunty For Work
» Application Version

« Application Deployment Types: App Package for Android on Google Play

0 Sucoess: Scheduling

» Time based on: UTC
» Ayailable Time: As soon as possible
« Deadline Time: Disabled

To exit the wizard, click Close.

<previous | [ New> | [ summaycd Ips
13. Click Close.
Lookout Security For Work Properties 2
Security
| General Infe ion | lication Catalog | References I Distribution Settings I Depl it Types I Cortent Locations I Supersedence |

Selected language:

Localized application name:
User categories:

User documentation:

Link teo:

Privacy URL:

Localized description:

Specify information about how you want to display this application to users when they browse the Application Catalog. To provide
information in a specific language, select the language before you enter a description.

[English {United States) defaul

|Lookout Security For Work

|"Google Flay App"

| Edt...

Keywords: |

o &

[+ Display this as a featured app and highlight it in the company portal

Ok | [ Conced |[ ooy |

FAYa WAV =M ViTd ]
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4.1

This section steps through the configuration of devices. This section is applicable to both cloud
and hybrid builds. Here, we feature enrollment and email configuration with iOS, Android and
Windows Phone operating systems.

Device Enrollment with Office 365

The following sections depict the enrollment process of an iOS and Android device to the
Intune enterprise mobility management service. The reader should note that the Intune service
will automatically redirect the user to the Intune tenant owner's authentication service based
on the domain part presented in the user's email address. The authentication service must be
accessible via the Internet if users enroll remotely. Otherwise, an organization must make its
authentication service available on a local network accessible by device users.

Instruct device owners to download the Company Portal application through the application
distribution point of their platform to start the enrollment process.® This is not necessary for
Windows Phone devices because MDM management through this service is native to the
device.

9.The URLs for iOS and Android devices are https://itunes.apple.com/us/app/microsoft-in-
tune-company-portal/id719171358?mt=8 and https://play.google.com/store/apps/de-
tails?id=com.microsoft.windowsintune.companyportal&hl=en respectively.
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Chapter 4. Device Configuration

04.1.1

21

22
23

I0S

No SIM =

Cancel

Intune Company Portal

Sign in with your work or school account

| someone @example.com

Password
Sign in Cancel

Can't access your account?

e Your work or school account can be used anywhere you
ﬂ see this symbol. © 2015 Microsoft Terms of use
Privacy & Cookies

1. Download the company portal application from the App store and log in using Office 365
credentials.
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No SIM = 11:34 AM

Device Enroliment

Company Portal allows you to connect your
device to Microsoft Intune, and to download
applications made available to you by your
workplace.

If you choose to allow your company to
manage your device using Microsoft Intune,
your workplace may apply settings, collect
info, install or remove apps, and may be able
to wipe your device and return it to its
factory settings. Talk with your IT admin or
consult your company's privacy policy to
learn more about your specific workplace.

If you select Enroll, you grant permission to
allow your company to manage this device.

More information about enrolling your device

Enroll Cancel

2. The user will then be asked to enroll their device and accept the organization’s policies.
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No SIM = 11:34 AM 2 -

Cancel Install Profile Install

Management Profile
NCCoE

Signed by 10SProfileSigning.manage.microsoft.com
Verified +

Description  Install this profile to get access to your company
apps
Contains Device Enroliment Challenge

More Details

26

27 3. Before accepting the management profile, the user can see the specifics of the profile and
28 certificates that are issued.
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Device Enrolled

Your access to email and other
company resources has been granted
and will take effect shortly.

OK

4. Upon accepting the management profile, the device will be enrolled and the user will
receive this confirmation message.
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No SIM = 11:35 AM

Done Compliance Details

iPhone 6 8.3

@ This device is not in compliance.

Last checked: Dec 31, 1, 7:03 PM

This device does not comply with your
organization's policies. After you resolve
your policy issues, check that your device
is in compliance.

Compliance state is Unknown v

Check Compliance

5. To gain full access to company resources, the user will need to check their device for
compliance. This screen will appear when the user taps on their device inthe company
portal.
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No SIM = 11:35 AM

Done Device Details

iPhone 6 8.3

... Checking compliance. This may take a
few minutes.

Original Name:
iPhone 6 8.3

Manufacturer:

Apple

Model:

iPhone 6

Operating System:

i0oS

Policy compliance status:

Checking compliance
Last checked: May 20, 2015, 11:35 AM

ol [} 4

Reset Remove Rename

6. The compliance checking process will take a couple of minutes. The user can minimize the
application during the compliance checking process.
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Passcode Requirement

You must set a passcode within 60
minutes.

Continue

Upon minimizing the company portal application during the compliance checking process,
the user is presented with the password remediation process, alerting the user to change
their password within the hour.
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No SIM = 10:14 AM

Done Device Details

iPhone 6 8.3

@ This device is compliant with security
policy.

Original Name:
iPhone 6 8.3

Manufacturer:

Apple

Model:

iPhone 6

Operating System:

i0oS

Policy compliance status:

In compliance
Last checked: May 20, 2015, 10:13 AM

ol [} 4

Reset Remove Rename

43

44 8. After meeting compliance, the user's device should be listed in the company portal like the
45 example above.
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%4.1.2 Android

47

™ = 741 1:00 PM

j_'_E'Company Portal

Enroll your device

Enrolling this device will give you access to email
and other company resources and gives your
crganization the ability to manage this device. Tap
Next to begin device enroliment.

More information about enrolling your device

Cancel Next

1. After launching the Company Portal, Click Next.
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2.

—

= 74 ] 1:00 PM

:'_'_E'Company Portal

Intune Company Portal

Sign in with your work or school account

|ikirk@hmdsbb org

Password

A EEEREER

[ ]

SRENERENNEE

au S$ dl f# g h& j k I

* 2 XxXcvbnm®e€e

Sym & @ EN(US' . .com Go

Enter your email address.
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P =

74l 1:00 PM

:'_'_E'Company Portal

HMDSBB

Sign in with your organizational account

jkirk@hmdsbb.org

TEAEEBEEEEEEER

[ ]

SRENERENNEE

o & B

Z X cvbnm®e

ET: English(US) Go
51
52 3. Ifimplementing a hybrid architecture, you will be redirected to your enterprise login site to
53 enter your password. Click Sign In.
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= 5 “74 1 1:01 PM

&2 Company Portal

J

Signing in...

4. No action required.
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= 1% 74101 PM

&2 Company Portal

C

Enrolling your device

This may take a few minutes. You can continue to
use your device while it is being enrolled to the
Company Portal.

56

57 5. No action required.
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= T 4101 PM

@ Activate device administrator?

;‘E Company Portal

[~

Company Portal

ivating administrator will allow Company
Portal to perform following operations.

e FErase all data
Erase the phone's data without warning by
performing a factory data reset.

Change the screen-unlock

password
Change the screen-unlock pa

Set password rules
Control the length and the char
allowed in

Monitor screen-unlock attempts
Monitor the number of incorrect
passwords typed. when unlocking the
screen, and lock the phone 2 all the
phone’ ta if too many inco

pa  are typed

Lock the screen
Control how and when the screen locks.

Cancel Activate

59 6. Click Activate to allow remote management of the device.
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04.1.3

Windows Phone 8.1

QA 7

L£x workplace

Microsoft Intune

Sign in with your work or school
account

msteele@cmdsbb.org
asssssss

O Keep me signed in

1. First the user must workplace join their device. Navigateto Settings -> System tab ->

Workplace on Windows Phone 8.1 devices, or Settings -> System tab -> Company apps on

Windows Phone 8 devices.
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...and we've found them!

WORKPLACE

65

66 2. The workplace application will attempt to connect to your company's management portal.
67 In our case it did not find the server. We used manage.microsoft.com, the main portal for all
68 Microsoft's Web management for Office365 and Intune.
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...and we've found them!

WORKPLACE

3. After connecting to your company's portal, your device should be able to be managed by
Office 365. To do this, download company portal from the App store to finish enrolling your

device and receive your organization’s policies.
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QA 7z ) 5:59

MSTEELE_ WINDOWSPHONE_5/14/2015_9:59 PM

details

msteele_ WindowsPhc
ne_5/14/2015_9:59 P\

mplia

Not in compliance

4. Upon logging in to company portal for the first time, the user will be notified that their
device hasn't met compliance and that some resources will be restricted.
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Q 7z = 6:00

MSTEELE_ WINDOWSPHONE_5/14/2015_9:59 PM

compliance

Compliance state is
Unknown

check compliance

5. After checking the compliance manually (less than 5 minutes), the user’s device is fully
enrolled and should have the appropriate policies deployed.
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QA 77
MSTEELE_ WINDOWSPHONE_5/14/2015_9:59 PM

details

msteele_ WindowsPhc
ne_5/14/2015_9:59 PN\

Lumia 830

steele_WindowsPhone_5/14/2015_9:59 PM
- Windows Phone
KIA

npliance
In compliance
Last Checked: 5/14/2015 6:00.26 PM

6. How a compliant and fully enrolled device should look.
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A 7z = 3:40
You are receiving this message because your IT
department requires that you take action in

order to access Exchange email. This helps to
protect corporate information in your
organization.

You need to take the following actions in
addition to any guidance received from your IT
department:

1. Enroll your device (you may have already
done this)

Enrolling this device involves signing in with
your corporate credentials in the Workplace
settings. Skip this step if Workplace settings
says your device is already enrolled.

2. Check here to see if this device is compliant
You may need to set a passcode and enable
encryption. By ensuring that all devices are
compliant, you help your company protect its
information.

3. Click here to activate your email

Once you know your device is compliant, click
here to activate your email. If you've just
recently enrolled, you may need to wait a
couple of minutes to activate your

email. Activating your email helps your
company to keep track of devices accessing
corporate information.

Please contact your IT department with any
questions or problems.

®© OO -

7. Once compliance had been met the, user should be able to tap the activation link to
activate their email access.
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Activate Email for Your
Device

Success

We have successfully activated email for
this device.

It may take a few minutes before you are
able to receive email. You may close this
web page and return to your mail app.

TECHNICAL DETAILS

@ enterpriseregistration.witQ

8. The activation link will open a browser, and upon successful activation the user should be
directed to this page. At this point the user should have full access to exchange
email/contacts/calendar.

4.2 Email Setup

This section steps through the setup of email clients on iOS, Android, and Windows Phone. For
iOS and Android, we use the Outlook client from Microsoft in the Play Store. The native email
capabilities are used with Windows Phone. Other third-party applications are available, but this
guide makes no assumptions regarding the security of those applications.

Implementers may choose to have users configure an email client on their devices manually or
create a SCCM profile, which automatically configures enrolled devices. At the time of writing
of this practice guide, only iOS and Microsoft mobile devices were supported. Consult SCCM
documentation for the latest capabilities.
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74.2.1 10S

Password Required

Enter the password for the Exchange
account “Office 365 email”

[Passyore ]

Cancel

Q1 WY IE| ERY N RYAl e N O R

Al ESH 1R B G (R R S [

4 PG R TR N Y ©

space return

98

99 1. When the user first opens the settings application either before/during/after the
100 compliance check, they are prompted for their Office365 password for the exchange profile
101 that is provisioned during the on-boarding process. This is a one-time occurrence.
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No SIM = 10:13 AM 3 -
£ Mailboxes Inbox Edit
Q Search

® Microsoft Outlook 10:13AM

Action required to access your organization’s...
This email was automatically generated by
Microsoft Exchange. You are receiving this m...

Updated Just Now D/

1 Unread

102

103 2. The user will receive this email the first time they open their email client.
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No SIM = 10:13 AM 2 -

< Inbox

Microsoft Outlook
To: Matt Steele more...

Action required to access your
organization’s email on your mobile device
May 20, 2015 at 10:13 AM

This email was automatically generated by
Microsoft Exchange.

‘You are receiving this message because your IT
department requires that you take action in order to
access Exchange email. This helps to protect
corporate information in your organization.

You need to take the following actions in addition to
any guidance received from your IT department:

1. Enroll your device (you may have already done
this)

Enrolling this device involves installing the Microsoft
Intune Company Portal app and signing in with your
corporate credentials. Skip this step if you already
have the Microsoft Intune Company Portal app
installed.

2. Check here to see if this device is compliant

‘You may need to set a passcode, enable
encryption, and change your email configuration.
By ensuring that all devices are compliant, you help

P B O N ™

3. To activate their email access, the user will have to tap the link to activate the email and
check for compliance.
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Enrollment Activated

Your access to email and other
company resources has been granted

and will take effect shortly.

OK

107

108 4. After activating their email, the user will be presented with this confirmation page.
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w4.2.2 Android

110

111

O W 1019

J% Outlook

Mobile Email Just Got a
Promotion

F—

Product Tour

Get Started

1. Open the Outlook application on your device.
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O W 1019

€2

Exchange

Yahoo! Mail

EON

OneDrive Dropbox

Need Help? Contact Support

112

113 2. Choose Office 365.
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3.

&£ © % 1 1 10:20

] Office 365

Sign in with your work or school account

|jkirk@hmdsbb.0rg|

Password

Can't access your account?

5 Your wark or school account can be used anywhere you see this symbol.
V%Y @ 2015Microsoft Terms of use Privacy & Cookies

1 2 3 4 5 6 7 8 9 0

qgqwe rr t y ui op
a s d f g h j k |

4 z x ¢c v bnm @G

7123 @ . e

Log in with your enterprise credentials.
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&£ © % 1 1 10:20

HMDSBB

Sign in with your organizational account

jkirk@hmdsbb.org

et

@ 2073 Microsoft

1 2 3 4 5 6 7 8 9 0

qgwe rr t y ui op
a s d f g h j k |

4 z x ¢c v bnm @G

7123 . °

117 4. Note that if you are using the hybrid build, a single sign-on workflow is initiated. The device
18 owner will be redirected to their local sign-in service.
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5.

&£ O % 1 1 10:20

] Office 365

Tell us about your device

You need to enroll this new device so that we can recognize it
before you can access your organization's resources.

Enroll Cancel

If your device has not been enrolled with the MDM, you will be prompted to do so.
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FEIFE X N T "4 133 AM

Company Portal

] Office 365

Security changes are required

You need to make changes to your device to comply with
security policies before you can access your organization's
resources. Click Details to see what changes are needed.

6. A device that is out of compliance with the MDM policy will not have access to Office 365
services. The device owner will be forced to remediate the device.
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Inbox
jkirk@hmdsbb.org

[® Unread @
MDS BB 11:54 AM
Test Message - JKirk

One conversation.

124

125 7. The device owner will be granted access to Office 365 after the device complies with policy.
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264.2.3 Windows Phone 8.1

128

129

131

Q 7z
ADD AN ACCOUNT

@8 Exchange

Nokia account
S! Yahﬁo! \WET

B Google

& iCloud

fad IBM Notes Traveler
3 Facebook

W Twitter

To get full access to exchange resources, as well as email, use the built-in email client to add
an exchange account. In the email client, tap the three horizontal dots on the bottom right
and tap Add an account to bring up the account select page. Or under Settings -> Email +
Accounts, you can add your Office365 exchange account credentials.
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2.

a 7
EXCHANGE

I:] Show passw

Your sign-in information will be saved and
may be used to automatically sync docs and
information with your company's servers.

If you're adding a business Exchange account,
your network administrator will be able to
remotely delete your content and settings
from your phone.

Log in using your Office365 credentials. The server info should auto-populate.
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a 7 = 3:39

Microsoft Outlook

Action required to access your organization’s email
on your mobile device
Thu 5/14, 3:35 PM

To: Matt Steele

This email was automatically generated by
Microsoft Exchange.

You are receiving this message because your IT
department requires that you take action in
order to access Exchange email. This helps to
protect corporate information in your
organization.

You need to take the following actions in
addition to any guidance received from your IT
department:

1. Enroll your device (you may have already
done this)

Enrolling this device involves signing in with
your corporate credentials in the Workplace
settings. Skip this step if Workplace settings
says your device is already enrolled.

2. Check here to see if this device is compliant
You may need to set a passcode and enable
encryption. By ensuring that all devices are

© ® O

134

135 3. Upon successfully syncing the exchange account, the user should receive an email shortly
136 thereafter explaining the enrollment process and requesting that the user enroll/check for
137 compliance.

184.2.4 Windows 8.1

139 Intune with SCCM integration does not support email profiles for Windows 8.1, so email must
140 be configured using another method.
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sync betause your sccount irfo has changed. Updiste it and we'll ry again

Ernail sddress
jlark@hmdsbb.ong

Password

[ ]

1. The user can add their account to the built-in email application by selecting Exchange
account and adding their email@customdomain and password. The email application
should be able to pull the settings.

© & ® ®

Microsoft Outlook Fri, May 8 11:54 AM
to James T. Kirk

Action required to access your organization's email on your mobile
device

This email was autematically generated by Microsoft Bxchange.

¥ou are raceiving this message because your IT department requires that you take action in order to access Exchange email. This
helps o protect corporate information in your organization.

You nead to take the following actions in addition to any guidance received from your IT department:

1. Enroll your device (you may have slready done this)
Enrolling this davice involves signing in with your corporate credentials in the Workplace settings. Skip this step if Workplace settings
says your device s already enrolled.

2. Check here to see # this device is compliant
You may need to set a passcads and enable encryption. By ensuring that all devices are compliant, you help your company protect its
infarmaticn.

3. Click here to activate your email

Once you know your davice is compliant, click here to activate your email. If you've just recently enrolled, you may naed to wait 2
couple of minutes to activate your email. Activating your email helps your company to kesp track of devices aceessing corporate
information.

Please contact your IT department with any quastions or problams.
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146 2. Upon connecting to their exchange account, the user should receive an email asking them
147 to activate their email by clicking the link to check compliance.

s4.3 Lookout MTP Enrollment

€« C' |8 Lookout, Inc. [US] | https://mtp.lookout.com/les/devices/enroll

[ Devicas 2 Enro B4 Invites

Lookout

Enroll Devices

o invite employees to activate Lockout for Work on the their maobile devices, either import a .csv consisting of just or
by commas or semicalans.

IMPORT EMAILS FROM A .CSV or Enter e e e

149

150 1. Open the Lookout MTP administrative console with a browser. Navigate to

151 https://mtp.lookout.com/les/devices/enroll and type the target user's email address into the
152 provided Web field.
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=

Protect yourself from mobile threats

NIST - National Institute of Standards and Technology has partnered with Lockout to

offer the most advanced protection and security for your mobile devices.

Please click the button below to download the Lookout app on your tablet or

Install Lookout for Work

Just launch the app when you're ready to activate protection for your device. If you have

phone.

any trouble, try using this code:

’ RWFTSHC ‘

Your privacy is as important te us as your security, click here to learn how we safeguard

your personal data.

153
154 2. The mobile device user will receive an email with an activation code that must be used to
155 activate the application.
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54.3.1  Android

< lookout X

Apps v

Lookout Security & Antivirus
Lookout Mobile Security
e e ke

@)

e ke

Lookout Security for Work H
Lookout Mobile Security
Tk

AEE

Wheres My Droid
Alienman Technologies LLC
e

Android Device Manager
. Google Inc. &

Ad-Network Scanner & Detec.. }
Lookout Labs
*drkd

FREE

157 - Martan Sacorite and Antivieoe

158 1. Find the MTP application in the Play store by searching lookout.

Lookout

Lookout Security for Work
Lookout Mobile Security
€ Everyone

INSTALL

w200

Downloads 5562 Productivity Similar

This app is only for business users
enralled in the Lookout for Work program.

159

160 2. Select the Lookout Security for Work application and tap Install.
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161

162 3. Enter the activation code retrieved from the enrollment email.

163

164 4. Select OK after the activation code is validated.
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Connected to Lookout!

Monday, Jul 13 | 9:45 AM

165
166 5. The application will proceed to scan the user's device.
Everything is OK
Monday, Jul 13| 9:52 AM
167
168 6. The application notifies the user of any threats on the device.

169

134



S}

2FA
AD
AD DS
ADFS
ADAL
BYOD
CAG
CBC
cio
COPE
COTS
CsSD
CSF
DISA
DMz
DNS
DoD
EMM
FIPS
GPS
GSA
HTTP
IAD
IEC
IDMS
IMEI
IPC
ISO
ISP

LAN
MAM

Two-Factor Authentication

Active Directory

Active Directory Domain Services

Active Directory Federation Services
Active Directory Authentication Library
Bring Your Own Device

Consensus Audit Guidelines

Cipher Block Chaining

Chief Information Officer

Corporately Owned and Personally Enabled
Commercial Off-The-Shelf

Computer Security Division

Cybersecurity Framework

Defense Information Systems Agency
Demilitarized Zone

Domain Name System

Department of Defense

Enterprise Mobility Management

Federal Information Processing Standard
Global Positioning System

General Services Administration
Hypertext Transfer Protocol

Information Access Division

International Electrotechnical Commission
Identity Management System
International Mobile Station Equipment Identity
Inter-process Communication
International Organization for Standardization
Internet Service Provider

Information Technology

Local Area Network

Mobile Application Management
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44

45

46

54

55

56

58

59

60
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MDM
MDS
MMS
MTP
NCCoE
NCEP
NIAP
NIST
NSA
NVD
(O
Pll
PIV
RFTC
RMF
Saa$S
SAML
SANS
SCCM
SMS
SoC
SP
TEE
TLS
TPM
uDID
US-CERT
WAP

Mobile Device Management

Mobile Device Security

Multimedia Messaging Service
Mobile Threat Protection

National Cybersecurity Center of Excellence
National Cybersecurity Excellence Partnership
National Information Assurance Partnership
National Institute of Standards and Technology
National Security Agency

National Vulnerability Database

Operating System

Personally Identifiable Information

Personal Identity Verification

Request for Technical Capabilities

Risk Management Framework
Software as a Service

Security Assertion Markup Language
Sysadmin, Audit, Networking, and Security
Systems Center Configuration Manager

Short Message Service

System on a Chip

Special Publication

Trusted Execution Environment
Transport Layer Security

Trusted Platform Module

Unique Identifier

United States Computer Emergency Readiness Team

Web Application Proxy
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