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Riasztas
Microsoft termékeket érinto sériilékenységekrol
(2022. januar 12.)
Tisztelt Ugyfeliink!

A Nemzetbiztonsagi Szakszolgalat Nemzeti Kibervédelmi Intézet riasztast ad ki Microsoft szoftvereket
érint Kritikus kockazati besorolasa sériilékenységek kapesan, azok sulyossaga, kihasznalhatosaga, és a
szoftverek széleskori elterjedtsége miatt.

A Microsoft 2022. januar havi biztonsagi csomagjaban Osszesen 97 kiilonboz6 biztonsagi hibat javitott,
amelyek koziil 9 db kritikus kockazati besorolasu. Az aktualis javitocsomag 6 db nulladik napi (zero-day)
sebezhetdséget is javitott (CVE-21836, CVE-21839, CVE-21874, CVE-21919, CVE-2021-22947, CVE-
2021-36976).

Leginkabb kritikusnak a CVE-2021-21874 a szdmu sériilékenység szamit, amelyet a kihasznalva a tAmadok
tetszbleges kodfuttatasi jogosultsagot szerezhetnek.

Erintett szoftverek: .NET Framework, Microsoft Dynamics, Microsoft Edge (Chromium-based), Microsoft
Exchange Server, Microsoft Graphics Component, Microsoft Office, Microsoft Office Excel, Microsoft
Office SharePoint, Microsoft Office Word, Microsoft Teams, Microsoft Windows Codecs Library, Open
Source Software, Role: Windows Hyper-V, Tablet Windows User Interface, Windows Account Control,
Windows Active Directory, Windows AppContracts API Server, Windows Application Model, Windows
BackupKey Remote Protocol, Windows Bind Filter Driver, Windows Certificates, Windows Cleanup
Manager, Windows Clipboard User Service, Windows Cluster Port Driver, Windows Common Log File
System Driver, Windows Connected Devices Platform Service, Windows Cryptographic Services, Windows
Defender, Windows Devices Human Interface, Windows Diagnostic Hub, Windows DirectX, Windows
DWM Core Library, Windows Event Tracing, Windows Geolocation Service, Windows HTTP Protocol
Stack, Windows IKE Extension, Windows Installer, Windows Kerberos, Windows Kernel, Windows
Libarchive, Windows Local Security Authority, Windows Local Security Authority Subsystem Service,
Windows Modern Execution Server, Windows Push Notifications, Windows RDP, Windows Remote
Access Connection Manager, Windows Remote Desktop, Windows Remote Procedure Call Runtime,
Windows Resilient File System (ReFS), Windows Secure Boot, Windows Security Center, Windows
StateRepository API, Windows Storage, Windows Storage Spaces Controller, Windows System Launcher,
Windows Task Flow Data Engine, Windows Tile Data Repository, Windows UEFI, Windows Ul Immersive
Server, Windows User Profile Service, Windows User-mode Driver Framework, Windows Virtual Machine
IDE Drive, Windows Win32K, Windows Workstation Service Remote Protocol
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https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-21836
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-21839
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-21874
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-21919
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-22947
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-36976
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-36976
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Az NBSZ NKI a biztonsagi frissitések haladéktalan telepitését javasolja, amelyek elérhetéek az
automatikus frissitésen keresztiil, valamint manualisan is letolthetoek a gyartoi honlapokrol.

Hivatkozasok:

e https://blog.talosintelligence.com/2022/01/microsoft-patch-tuesday-for-jan-2022.html
e https://msrc.microsoft.com/update-guide/releaseNote/2022-Jan
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