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AM A:% Cybersecurity is not just a technical issue;
it’s a patient safety issue.*

2019. oktéber 4.

Nil nocere! — Nem artani!

Kiberbiztonsag = betegbiztonsag!

*https://www.ama-assn.org/practice-management/sustainability/cybersecurity-ransomware-attacks-shut-down-clinics-hospitals



loMT az egészségligyi rendszerben




Egészséglgyi kiberbiztonsagi kihivasok - 2023

A globalis kibertdmadasok szama 2022-ben 38%-kal n6tt 2021-hez képest. Ezeket a kibertdmadasok szamz
kisebb, agilisabb hacker- és ransomware-bandak okoztak, amelyek az otthoni munkakérnyezetekben hasz
egylttmUkodési eszkdzok kiakndzasara dsszpontositottak, és megcéloztak a tavoktatasra attért oktatasi
intézményeket. A globalis kibertamadasok szamanak ez a novekedése a hackerek egészségiigyi szervezete
iranti érdekl6désébdl is adddik, amelyek 2022-ben az 6sszes tobbi iparaghoz képest a legnagyobb
mértékben novekedtek a kibertamadasok szamaban.
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Avg. Weekly Cyber Attacks per Organinzation by Sector in 2022
showing all sectors suffer double-digit increase comapred to 2021

Avg. Weekly Cyber Attacks per Organization by Region
shows increase across all regions in 2022 compared to 2021
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Healthcare cybersecurity predictions for 2023

Device security will be a major priority

N
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The use of loT devices and connected medical devices have always posed a risk to healthcare
organisations,

[1] due to poor security in the devices themselves and because healthcare organizations generally
don’t take the necessary precautions to minimize the risk of a breach.

[2] loT device usage, however, is expected to increase and as manufacturers pay attention to security,
the onus of securing these devices and the

[3] connecting networks will fall on security department leaders

[4] Remote care and telehealth services are also projected to increase. This is offsite care that will still
require ongoing monitoring and additional devices that can relay information wirelessly and also be part
of a patient’s overall treatment. Healthcare organisations shouldn’t fall into the same trap as medical
devices and ignore potential security harms, especially since an attacker may now be able to attack a
patient’s personal network, creating a new legal risk for healthcare providers.
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Security leaders will need to handle an increasingly complex environment full of potentially insecure #ﬂ?ﬁ?ﬁ:’&‘:ﬁt‘re
devices while also ensuring that new remote care and telehealth initiatives don’t expose the company
to cyber, compliance, or litigator risk.

https://www.expresshealthcare.in/blogs/guest-blogs-healthcare/healthcare-cybersecurity-predictions-for-2023/437858/



Egészségugyi digitalis transzformacioja
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Egészséglgyi technologiak - diszrupcio

Genomics is improving our understanding of health
conditions, providing patients with more information
on their health risks, making health care more
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personalised and therapies more accurate Smart sensors and materials of -

Additive manufacturing increasing sophistication can allow = %; g
(3D printing) is significantly reducing products and materials to alter their &5
the costs of medical implants and behaviour based on external NG‘
surgical tools, and can enable (ondifior"ns such as pH, te.mperature, 20
hospitals to create tools on site electric fields and bacteria g 0
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Robotics is providing
surgeons with new and
more accurate tools for

Blockchain can improve

the privacy of sharing data complex surgeries. It is also
across a large netw.ork of making health care
i and provide an operations, such as the
immutable record of data deli & madical good
> elivery of medical goods
transactiors throughout a hospital more
efficient and less costly
Z
Telemedicine enhanced 5G Advanced digital imaging is é
technologies will enable high creating visual representations of C
resolution connections to remote internal human anatomy, with ?EJ m
areas and can also empower remote pre-, peri-, and post-operative £
surgery through the use of robotics digital images used to obtain a &
Advanced technologies can improve: more accurate picture of internal mar:g;:::::&es
* patient outcomes patient anatomy Training Centre
- health care related costs
- access to health care
- the accuracy of medicines
- the manufacturing of products

- the privacy and security of patient data

Deloitte-Medtech and the Internet of Medical Things (2018)
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FIGURE 1: Overall view emphasizing the role of IoT in different domains.

https://doi.org/10.1155/2022/7218113



loMT — definicid és tipusok

loMT, az orvosi eszkdz6k haldzata az IoT technologiakkal (telemedicina,
robotika) az egeszségugyi agazatban, amely magaba foglalja az
infrastrukturalisan és a halozaton keresztil dsszekapcsolddo kilonb6z6
orvosi eszkdzoket.
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Intelligens hordhato eszkozok

Otthoni hasznalatra szant orvosi eszkozok
Belltethetd eszkdzok

Pontos gondozasi készletek

Vészhelyzeti reagalo rendszerek

Virtualis otthoni asszisztens

Kioszkok

Szenzorok (RFID) gyogyszerészeti csomagolasban
Mobil egészségligyi alkalmazasok

ENISA — ICT security certification opportunities in the healthcare sector (2018)



loMT — kategoriak

Table 4. A categorisation of the most common [IoMT Devices.
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Physiologic Monitoring Medical Treatment In-Hospital Connected Ambient Additional Devices

Motion sensors Infusion pumps MRI Identification devices Coordinators = &0
Blood glucose device ICPs X-rays Gyroscope sensors Network devices g 3
Blood pressure device Cardiac rhythmic management Surgical Robotics Motion sensors End user devices NG%
Temperature sensor Smart medical capsules Prosthetic using Surgical Robotics Vibration sensors Databases 20
Pulse oximetry Monitoring devices Servers 3 g 2
Pacemakers Alarm devices <ad
EEG sensors Implantable device Charger g
ECG sensors

Respiratory rate sensors
Muscle activity sensors
Implantable devices
Pill-line sensors

Aggregators

Table 1 The types and characteristics of medical devices used in the IoMT system.

Semmelweis University

Device type  Placement Example Risk Value  References
Implantable ~ Within the human tissues  deep brain implants, heart pacemaker High Santagati, Dave ¢ Melodia (2020)
and insulin pump
Wearable On the human body smart watches, fitness devices Low Tseng, Wu & Lai (2019) P
Ambient Outside the human body elderly monitoring devices in smart home  Low Pandey & Litoriya (2020) Traiming Centre
Stationary Inside hospitals medical image processing devices of Low Nanayakkara, Halgamuge & Syed (2019),
MRI and CT-Scan Xu et al. (2019)
Note:

Each row represents a different type of medical device, and each column represents characteristics of that device.

Koutras et al (2020)
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1 Exabyte (EB) = 1 million Terabytes (TB)
*For context: Facebook ingests 500 T8 of data each day

68% of all unstructured data
in 2015 will be created by
consumers

90% of all data
was unstructured

2010

Source: IDC, Bl Intelligence Estimates

36%

—

2015

Unstructured
data

Global
Datasphere

Media and
Entertainment

Financial
Service

turing

I article "Looking to tomorrow's healthcare today: a participatory

144413318, November 2018: The Digitization of the World — From Edge to Core”.
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'w.jdsupra.com/legalnews/what-is-data-volume-and-how-to-face-1804605/
'w.businessinsider.com/social-medias-big-data-future-2014-3



Korhazak és halozatok

20-25 ICT késziuilék/agy — halozat!!



Egészségligyi intézmények — haldzati eszk6zok i

To asses the current connectivity status of healthcare devices, we surveyed the field of German hospitals and
especially University Medical Center UMCs.

Number of active medical devices in specific UMC Departments with the highest usage of networked medical devices
40

Neurology

% Departments with the highest estimated growth in the usage of networked
medical devices
O (5 years from now)
Emergency Room

£
O'N
ON
‘0 2
00
> O
w0
B
dn
0
o
uJV.

Number of medical devices [1000]
N
3

Anaesthesiology

Normal Ward

e Cardiology ]

6 60% 70% 80% 90% 100%
s Total number of
Laboratory

~~~~~~ Avarage total nu JMC-Hospitals

of the inquired UMC hospitals, the most usage of networked
lio-Oncology. The standard care hospitals are seeing their
stworked

Fig. 1 This figure illustrates the total number of active

medical devices is about 3.600

=
B
[
2
c
S
o
[
2
[
£
£
(]
wv

Intensive Care

Health Services
Management
Training Centre

e
_
S ———
——————
==
hospitals and about 10K medical devices. The average Rad Dy pe——————————
e ———
> - ________________-

Surgery

0% 10% 20% 30% 40% 50% 60% 70%
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Fig. 5 Lowest usage of networked medical devices: This figure illustrates, that out of the inquired hospitals, the lowest usage of networked medical
devices can be found in normal wards in basic care as well as in disciplines of Psych, and Dermatology DOI: 10.1186/512911-020-01259-Y




SMART Hospital — korhazak és halézatok

Az intelligens korhaz az
0sszekapcsolt eszk0zOk és az
informacios és
kommunikacids technologiak
(IKT) kbrnyezetére épiilo
optimalizalt és automatizalt
folyamatokra tamaszkodo
korhaz, melynek célja a meglévo
betegellatasi eljarasok javitasa
és az uj képességek
bevezetése.

Tags

Bracelets
Vabele Items
Badges Biometric scanners

Closed-circuit
security system

Hospital information system
Laboratory information system
Radiology information system

Picture archiving
and communication system

Pharmacy information system
Pathology information system
Blood bank system

Research information system
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SMART HOSPITAL

ASSETS
0

REMOTE
CARE SYSTEM

: fo

IDENTIFICATION
SYSTEMS

MOBILE CLIENT
DEVICES

BUILDINGS
e "a
NETWORKING
EQUIPMENT
NETWORKED
MEDICAL
DEVICES
INTERCONNECTED
CLINICAL
INFORMATION
SYSTEMS
DATA

Power regulation
Climate regulation
Medical gas supply

Door lock system

Mobile devices (e.g.,
glucose measuring devices)

Wearable external devices
Implantable devices

Stationary devices
(e.g., life support machines]

Supportive devices
(assistive robots)

Research data
(e.g., clinical trial reports)

Tracking logs
Electronic medical record

Patient data
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https://www.enisa.europa.eu/news/enisa-news/diagnosing-cyber-threats-for-smart-hospitals/



97%

Patients satisfied with their
first telehealth experience and
would recommend the
program

Bource: Harvard Business
Review

67%

Percentage of health system
CEOs who said integration
with clinical workilow is the
most important factor when
selecting a telehealth
technology system from a
vendor

Bource: Center for Connected

Medicine; The Health
Management Academy

DATA

63%

Percentage of patients who

reported "no difference” in the
"overall quality of the visit"
between a virtual and office
visit with a physician

Source: American Journal of
Managed Care

$1.41
Billion

2018 venture capital
investment in on-demand

health care services, including
telemedicine

Source: Rock Health

’\“ AHN CENTER FOR HEALTH

"+ INNOVATION

Telemedicine in USA — AHA surve

Health czre providers saved
almost $2,750 per patient
when using telehealth instead
of in-person physical therapy

when discharged after knee-
replacement surgery

Source: Veritas study, conducted
by the Duke Clinical Research
Group

80%

Emergency virtual visits wind

up "resolving the episode of
care” without a trip to the
emergency department (ED)
or another site of care.

Source: Jefferson Health
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loMT és egészségpolitika

Health care is facing numerous challenges

Global healthcare spending is expected to grow from

$7.1 trillion in 2015t $8.7 trillion by 2020

The overall loMT market is expected to grow from $41 billion in 2017 to $158 billion by 2022

60 B 2017
4 \ 2022
The percentage of peopl 8 30 o
F 40
65 and ovds 30
is expected to double b § 20
10 : o
0 = e TR Yo g 5 1
Medical Systems and Technology Services
devices software

Europe
from $12 billion
@ North America to $44 billion
from $13 billion
7 7 V4
- Hozzafe res to $45 billion
G ’ Asia-Pacific
= KO |tS ege k @ South America from $11 billion
from $2 billion to $51 billion

Middle East & Africa
from $2 billion to $9 billion

- I\/Imc'ﬁség to $9 billion
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Deloitte-Medtech and the Internet of Medical Things (2018)



loMT — eldnyok

D2H-

Azonnali hozzaférés a tesztek eredményeihez vagy a képekhez
Valos idejli hozzaférés az orvosi adatokhoz

Kénnyebb elemzés

Az adatok automatikus korrelacioja

Egészsegugyi figyelmeztetések

A kronikus betegségek tavfelligyelete

Egyszer(bb gyogyszerkezelés

A betegek fokozott érdeklédése

Alacsonyabb egészségligyi koltségek
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ENISA — ICT security certification opportunities in the healthcare sector (2018)



loMT — home care példa

Gy Glucose
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FIGURE 12: Home care example [8, 31].
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https://doi.org/10.1155/2022/7218113



loMT — benefits and challanges

Figure 5: Market growth drivers and challenges
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Aranca — Internet of Medical Things (2019)



loMT - challenges
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IoT healthcare challenges
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Figure 7. IoT healthcare challenges and open issues.

Abdulmalek et al (2022)



loMT - security constrains

loMT Security Constraints
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Hardware Software Network
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Dynamic security patch
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,| Diversity of communication
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Multi-Protocol Networking
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Dynamic network topology

https://www.sciencedirect.com/science/article/pii/S0167739X19305680



loMT — akadalyozo tényezok

Figure 15: Top ten perceived barriers to adoption of connected technology*
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Training for patients to use new

systems/technologies 24%

Trust in accuracy of data collected
by the devices

Attitude of patients to adopt new 22%
systems/technologies

Government health-related

regulation/policy 19%

Awareness of devices 19%
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Health Services

Attitudes of health care professionals 19%
to adopt new systems/technologies #:ﬂ?ﬁ:?:::m

e,

N

Training for health care
professionals to interpret/use data 16%
from new systems/technologies

0% 10% 20% 30% 40% 50%
Deloitte-Medtech and the Internet of Medical Things (2018)




loMT — main topics
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Jawad et al (2022)



loMT — security issues
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Most Deployed Medical 10T Devices
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Infusion Pumps Medical Imaging Patient Monitoring
Systems Systems
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PaloAlto - The Healthcare CISO’s Guide to loT Security (2021)



loMT — a biztonsag a leggyengébb lancszem...

Lathatosag

Kilonb6z0o gyartok

Nem javitott eszk6zo6k

Régi infrastruktura, sw

Kihasznalhatd sebezhetoségek

Tulajdonjog

Laza biztonsagi konfiguraciok/gyakorlatok

A halozati szegmentacio hianya

BYOD a hal6zaton, az informatikai szakemberek féleime, a
kibertudatossag hianya, élet-halal helyzetek

OCONOUGIA~AWNE

CyberTalk — Buyer’s Guide to IoMT Security Solutions (2021)
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NATURAL PHENOMENA

Fire
Flood
Earthquake

SUPPLY CHAIN FAILURE

Cloud service provider failure
Network provider failure
Power supplier blackout

Medical device manufacturer
failure/non-liabllity

—~

PN

HUMAN ERRORS
Medical system
configuration error
Absence of audit logs

Unauthorised access control
or lack of processes

Non-compliance (BYOD)

Physician/ patient error

THREATS
TO SMART HOSPITAL

ospital — fenyegetések

-3

MALICIOUS ACTIONS

Malwara
- Virus
Ransomware
Hijack
Network/session
~ Medical devices (Medjack)

Social engineering
~ Phishing
Baiting
- Device doning (RFID)

Theft
~ Device
- Data

Maedical device tampering
Skimming

Denial of service

\i}”‘
SYSTEM FAILURES

Software failure
Inadequate firmware

Device failure {or limited
capabilities)

Network components failure
Insufficient maintenance
Overload

Communication between loT
and non loT
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https://www.enisa.europa.eu/news/enisa-news/diagnosing-cyber-threats-for-smart-hospitals/



Kiberbiztonsag és korhazi/rendszer miikodés

I I E ; R A R R RS | Data breach remediation efforts and their implications for hospital ¢

Sung J. Choi PhD M. Eric Johnson PhD Christoph U. Lehmann MD 2019. oktéber
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30 napon belili AMI halalozas: +36/10 000 eset Time-to ECG: +2,7 perc

http://www.hsr.org/hsr/abstract.jsp?aid=54980728757
https://www.pbs.org/newshour/science/ransomware-and-other-data-breaches-linked-to-uptick-in-fatal-heart-attacks/
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Kiberbiztonsag és beliltethet6 eszkozok

Doctors disabled wireless in Diclk
Cheney’s pacemalker to thwart
hacking
220cT 2013 (€}

e 1978-2010: ot szivinfarktus, 4x bypass surgery, 2007-
ben defibrillator beulltetés
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e 2013. oktober: Dick Cheney bejelenti, hogy a a pm
hackelést realis veszélynek gondoltak, ezért
kikapcsoltak a radiofrekvencias befolyasolas
lehet6ségét

https://abcnews.go.com/US/vice-president-dick-cheney-feared-pacemaker-hacking/story?id=20621434
https://nakedsecurity.sophos.com/2013/10/22/doctors-disabled-wireless-in-dick-cheneys-pacemaker-to-thwart-hacking



FDA recalls close to half-a-million
pacemakers over hacking fears

Security concerns over connected health devices are once again in the spotlight.

5 > Shah, @eight 4 1587
Security
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bi MEGHEKKELHET® DEFIBRILLATOROK
Qubit. MIATT ADOTT KI RIASZTAST AZ USA
2019. marcius 22 HADUGYMINISZTERIUMA

0322 | ®44 —— TECH

,Biztonsagi rés tatong a Medtronic gyoégyaszati segédeszkdzoket gyartd cég altal alkalmazott Conexus
kommunikacids protokollban, figyelmeztetett csitortokon az amerikai védelmi minisztérium. A hiba
0sszesen nagyjabdl 750 000 késziiléket érinthet, amelyek kozott defibrillator-implantatumok is talalhatok.
Tobb mint husz tipusra adtak ki riasztast, a hackerek a monitorok és a defibrillatorok kozti kommunikaciot
zavarhatjdk meg, igy akar szivrohamot is el6idézhetnek a betegeknél. ”

,A minisztérium ennek ellenére (nem volt betorés, kozelben kell
tartozkodni) a veszélyt egy tizes skalan 9,3-asra értékelte” - !1!!

https://www.engadget.com/2017/08/31/fda-pacemakers-abbott-hacking/



Kiberbiztonsag az inzulinpumpakban
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Security
Insulin pump hack delivers fatal
dosage over the air
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Sugar Blues, James Bond style

By Dan Goodin 27 Oct 2011 at 06:23 90 SHARE Y

¢ 2011-ben egy MacAffee szakértd (Barneby Jackson) demonstralta, hogy hogyan
hekkelhet6 meg egy inzulinpumpa akar tobb szaz méter tavolsagrol is.....

* A gyartasi szam ismerete nélkil, a 25 egyseg helyett 300 egységet tudott beadni ugy,
hogy a pumpa nem jelezte az eltérést




Kiberbiztonsag és anesztézia
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GE ANESTHESIA ESZKOZOK SERULEKENYSEGE

CH azonosito: CH-14654 Publikalas datuma: 2019.07.10.

Cim: GE Anesthesia eszk6z0k sérlulékenysége

Angol cim: GE Aestiva and Aespire Anesthesia


https://www.zdnet.com/article/vulnerabilities-found-in-ge-anesthesia-machines/
http://www3.gehealthcare.com.sg/en-gb/products/categories/anesthesia_delivery/aestiva
http://www3.gehealthcare.com.au/en-au/products/categories/anaesthesia_delivery/aespire

Kiberbiztonsag és képalkotas
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Hospital viruses: Fake cancerous nodes in

Adatvezérelt

@he Washinaton Post :
Democracy Diesnin Darkiness CT Scans, Created by malware, tI'le

2019. 3 P rilis 3 I'adiOI()giStS Researchers in Israel created malware to draw

attention to serious security weaknesses in medical
imaging equipment and networks.
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CT-GAN: Malicious Tampering of 3D Medical Imagery using Deep Learning

Yisroel Mirsky', Tom Mahler', Ilan Shelef?, and Yuval Elovici'
IDepartment of Information Systems Engineering, Ben-Gurion University, Israel
2Soroka University Medical Center, Beer-Sheva, Israel
yisroel @post.bgu.ac.il, mahlert@post.bgu.ac.il, shelef @bgu.ac.il, and elovici @bgu.ac.il
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Kiberbiztonsag és képalkotas

Izraeli kutatok kifejlesztettek egy rosszindulatu szoftvert, hogy felhivjak a figyelmet a diagnosztikai
eszkdzok és haldzatok biztonsagi hianyossagaira
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Mellkas CT felvételek manipulaldsa (tid6rakos elvaltozas elhelyezése és eltavolitasa)

Nem csak elméleti felvetés: 3 tapasztalt radiologust sikerilt megtéveszteni

Belathatatlan kdovetkezmények: félrekezelések, klinikai vizsgalatok
szabotalasa, valasztasok befolyasolasa...

Injection Removal

Forras: Mirsky Y, Mahler T, Shelef | et al.: CT-GAN: Malicious Tampering of 3D Medical Imagery using Deep Learning, arXiv:1901.03597 [cs.CR], 3. April 2019



Kiberbiztonsag és a laboratéoriumok

The cust rhad avery strong industry suite of cyber
products. This induded a strong frewall, intrusion detec
(heuristics based), endpoint security and anti-virus and 1
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HOSPITAL
LABORATORY
MEDJACK
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Infection of one of the hospital IT department’s workstas
identified this infection point separately and we do suspi
connected.

Attacker has established a badkdoor within our targetbh
analyzer, or any other medical device, almost any form ¢ :
manipulation of the unencrypted data stored and flowing |

device is possble.

i

MEDJACK attack vector has the potential 1o distort or d

e e EGESZSEGUGYI KUTATOKOZPONTOK UTAN

The mabware (net.sah worm win32kino ki) has been im

e it  KEMKEDNEK A KINAI HACKERCSOPORTOK

o | Il
3

o o
(e * alll
' o

augusztus 23. 08:04

A FireEye egy a héten kiadott jelentése
szerint tovabbra is az egészségugyi
kutatasokban résztvevo szervezetek, azok

kozul is leginkabb.. mperent

Training Centre

Semmelweis University
E M( : 2 :

https://nki.gov.hu/it-biztonsag/hirek/egeszsegugyi-kutatokozpontok-utan-kemkednek-a-kinai-hackercsoportok/
https://www.slideshare.net/vdesibabu/cybersecurity-medical-devices



loT security issues and attack

o]
oo 10T ANALYTICS

loT Security happens on four different levels

Device, Communications, Cloud, and Lifecycle Management

Insights that empower you to understand loT markets

User Device(s)

Gateway Connection

loT
Solution
elements

<

@%b Secure Device (Hardware)
@X%» Physical security
@&X¥» Data at rest
@&2%» Chip security
@&5¥» Secure booting
@ X% Device authentication
@& X% Device identity

2.4
@EW Risk assessment
@I Policies & auditing
@1 F» Activity monitoring

Security
compo-
nents

K,
-, T = /'\,.. §=p d=
A | 14 D ’ A | ’ b | 1 4 r\\
g “If;(:?& Platform AMI!‘M
L ]

1€%» Secure Communications
@ X% Access control

@FE» Firewall /IPS / IDS
@&F¥E» End-2-End encryption

Secure Lifecycle Management
@¥» Updates & patches
@ Vendor control

~
PSS

Cloud Applications
’ CRM || ERP
scM || Pum
@E»  Secure Cloud
«@X¥p Data at rest

@EF» Platform & application
integrity verification

@&%Ep Unified threat management

analytics.com All rights reser

2017 by www.iot

@ User awareness assessment

@E» Secure decommissioning

Copyright ©

Source: loT Analytics
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https://iot-analytics.com/5-things-to-know-about-iot-security/



loMT security issues and attack - layers

Architectural Layers

Core Components

Major Functionalities

Common Security Issues

Device sensing layer

Smart sensors, actuators, RFID tags

Data sensing, data acquisition

Authentication, authorization and
access control.

Network management layer

Wired, wireless networks, big data
repositories

Data aggregation, QoS scheduling

Unauthorized access, modification
of routing paths.

Service composition layer

Middle-ware technology,
heterogeneous objects

Analysis and processing of data

Service (or group) authentication,
data confidentiality.

Application layer

Various applications e.g., smart
home, smart city

Determines massage passing protocols

Unauthorized access, privacy
leakage, integrity.

User interface layer

Users

Export services to the end-users

Authentication and authorization,
data confidentiality.
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Pal et al (2020)




loMT security issues and attack - devices

Access to Implantable Device
Modifying Device Data
Patient Activity Tracking

e X Accessing Medical Infrastructure
5 |
1 e :
ie Unwanted Device Operation |
: :
e A
! i
Ie |

|
|
False Data Transfer to Doctor :
Communication Disruption :
Incorrect Disease Diagnosis !
i
|
|
I
|
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=90
Device Battery Depletion Device Service Failure % :g :
Device Explosion Privilege Escalation § 03
! Medical Device Disruption Devices' Compromise 89
""""""""""""""""""""""""""""""""""""""""""""""""""""""" e BN
______________________ 3 ! e R e S e e e S L
is False Ambient Info : Battery Drainage : o
| e User Data Theft ‘ Malicious Process : we
: ¢ Information Leakage Devices Devices Lack of Authorization :
ie Delayed Response ; | Man-in-the-Middle |
R N NS g Firmware Attack !
e I R o - RS0 0 0 0 WA - () ARl - S Sy U .
| » Incorrect Diagnosis o
| Incorrect Operation g Dalpiniiinsdeataateinn -
|« Services Disruption Attack o Eavgsdroppmg . !
| ® Seizure of Device : Social Engineering ! Z
'e False Reporting | Sources s Physical Vulnerabilities ! g
'e  Kiosk Failure . © o Privilege Escalation ! 2
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SQL Injection Attacks ® Topology Poisoning £ m

Prescription Anomalies DoS Attacks

Health Services
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Diagnosis Anomalies

L]

o ARP Spoofing
* Patient Privacy Leakage
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Cross-service Attacks
llegal Record Access

False Messages
Session Key Leakage
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https://www.sciencedirect.com/science/article/pii/S1084804522000017



loMT security issues and attack - ecosystem
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Eavesdropping Man-in-the-Middle Denial of Service
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Impersonation Remote hijacking Password guessing

Sadhu et al (2022)
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Medical device regulations

United States Congress just before the end of 2022 aproved a bill that compel companies that make internet-
connected medical devices to ensure the security of their products. The bill provides the health and human
services authority the power to issue requirements and regulations relevant to the cybersecurity of
connected medical devices.

N
N

Adatvezérelt

The European Union has its MDR, IVDR, NIS22, CRA, which mandate cybersecurity requirements for loT
products including medical devices.

Egészség Divizid

Egészségbiztonsag Nemzoti Laborator

Japan’s Ministry of Health, Labor and Welfare (MHLW) updated its regulations for medical devices in early
2022 to emphasize cybersecurity.

China’s Center for Medical Device Evaluation (CMDE) has new “guiding principles” for medical software used
in 18 product categories.

Semmelweis University

The United Kingdom is also working on a new bill called the
, Which aims to ascertain the cybersecurity of various web-enabled devices including those Health Services

. Training Centre

used in healthcare. ST

https://www.hackread.com/medical-device-regulation-technology/


https://bills.parliament.uk/bills/3069

Figure 12: Timeline of key regulatory changes impacting medical devices

Szabalyozas

EU (2016): International Organization
for Standardization (ISO 13485:2016).

FDA (2017): Design considerations
and Pre-market Submission
Recommendations for Interoperable
Medical Devices.

EU (2017): European Union Agency
for Network and Information Security:
Baseline Security Recommendations
for IOT.

EU (2020): Regulations for medical
devices (MDR) fully applied.

FDA (2014): Content of pre-market
submissions for Management of
Cybersecurity in Medical Devices.

FDA draft (2016): Post-market
Management of Cybersecurity in
Medical Devices.

Medical Device Single Audit Program
(MDSAP) (2017): Adopted by regulators
in the US, Canada, Japan, Brazil, and
Australia.

EU (2018): General Data Protection
Regulation (GPDR).

EU (2022): In Vitro Diagnostics Medical
Devices Regulation (IVDR) fully applied.
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Deloitte-Medtech and the Internet of Medical Things (2018)



loMT - risk categories (FDA)

D2H-

Adatvezérelt

A) |. osztalyu vagy non-invaziv eszk6zok: Az ebbe a
kockazati kategoriaba tartozo termekek alacsony és kbzepes
kockazatuak. llyenek példaul a laboratériumi berendezések és a
nem gyogyszeres steril kotszerek.

B) Il. osztalyu vagy invaziv eszkdz6k. Az ebbe a kockazati
kategoriaba tartozo termékek kdzepes és magas kockazatuak.
llyenek példaul a lélegeztetdgepek és az infuzidos pumpak.

C) lll. osztalyu vagy aktiv eszk6zdk. Az ebbe a kategoriaba
tartozo termékek altalaban eletfenntartd funkciokat biztositanak.
Példa: belltetett eszk6z6k; pacemakerek, agystimulatorok. ®®

Egészség Divizié
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CyberTalk — Buyer’s Guide to IoMT Security Solutions (2021)



loMT — MDR

Az eurdpai jogszabalyok bejelentési kotelezettséget vezetnek be a kérhazak szamara. Egyes
esetekben az értesitésnek kovetnie kell az ellatasi lancot. Ezt el6re kell latni a beszerzési
eljaras soran.

Az MDR-ben (Medical Devices/SW) meghatarozott altalanos biztonsagi és teljesitménykovetelmények
a kovetkezbk:

[J ismételhetoség, megbizhatdésag és teljesitmény a tervezett felhasznalasnak megfeleléen

[ a fejlesztési életciklus, kockazatkezelés, verifikacio és validacio elvei

[ szoftverek hasznalata mobil szamitastechnikai platformokkal kombinalva

O IT biztonsagi intézkedések, beleértve a jogosulatlan hozzaférés elleni védelmet

N
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Az Orvostechnikai Eszk6zok Koordinaciés Csoportja (MDCG) 2019 decemberében kozzétette az
Utmutatd az orvostechnikai eszkdzdk kiberbiztonsagahoz cimi dokumentumot, hogy utmutatast adjon
a gyartoknak az MDR 0Osszes vonatkozo alapvetd kovetelményének teljesitéséhez. Ezek az
orvostechnikai eszk6zokrdl szol6 rendelet |. mellékletében felsorolt kiberbiztonsagi kovetelmények a
forgalomba hozatal el6tti és a forgalomba hozatalt kdveté szempontokkal egyarant foglalkoznak. Az
MDCG valamennyi tagallam képvisel6ibdl all, elnOke pedig az Eurdpai Bizottsag képviselbje. Az
orvostechnikai eszk6zokkel foglalkozé csoport tanacsokkal latja el a Bizottsagot, és segiti a
Bizottsagot és a tagallamokat az orvostechnikai eszk6zokre vonatkozo rendeletek harmonizalt
végrehajtasanak biztositasaban.

Semmelweis University

ENISA - PROCUREMENT GUIDELINES FOR CYBERSECURITY IN HOSPITALS (2020)



Medical device — standard

ISO 13485

ISO 14971

MDS2

ISO 13485 defines the requirements that a quality management system must meet for the
design and manufacture of medical devices.

This regulation is based to some extent on ISO 9001. ISO 13485 requires only that the
certified organization demonstrate the quality system is effectively implemented and
maintained and is often seen as the first step in achieving compliance with European
regulatory requirements.

ISO 14971 establishes the standard recommended for medical device risk management to
determine the safety of a medical device during the product life cycle. Such activity is
required by higher level regulation (EU directives 93/42/EEC, 90/385/EEC and 98/79/EEC)
and other quality management system standards such as ISO 13485.

Technical report ISO/TR 24971, also from ISO, provides guidance on the application of
this standard.

The standard, ANSI/NEMA HN 1-2019, Manufacturer Disclosure Statement for Medical
Device Security, consists of the MDS2 form and instructions for completing it. The updated
MDS2 calls for medical device manufacturers to use a new spreadsheet, which is included
in the document, to describe their products’ security features in order to ease healthcare
organisations’ efforts to perform risk assessments and protect the data created, received,
transmitted, or maintained by their medical devices. Healthcare organisations can use data
in the new MDS2 form to compare equipment from different manufacturers and make
informed purchasing decisions that comply with their security and privacy policies.

ISO 15225:2016 (withdrawn)

ISO 15225:2016 specified rules and guidelines for a medical device nomenclature data
structure, in order to facilitate cooperation and exchange of data used by regulatory bodies
on an international level between interested parties.

Included guidelines for a minimum data set and its structure. These guidelines are
provided for system designers setting up databases that utilize the nomenclature system
described herein.

The requirements contained in this International Standard were to be applicable to the
development and maintenance of an international nomenclature for medical device

identification. ENISA - PROCUREMENT GUIDELI
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NES FOR CYBERSECURITY IN HOSPITALS (2020)



loT - guideline

NIST CYBERSECURITY WHITE PAPER CSRC.NIST.GOV

Recommended Criteria for Cybersecurity

Labeling for Consumer Internet of Things
(loT) Products




loMT - clinical guideline

214
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Clinical guidelines on the application of Internet of Things (IOT)

medical technology in the rehabilitation of chronic obstructive
pulmonary disease

Xiang et al (2021)



loMT — Paolo Alto 6 Iépés a biztonsageért

1. Teljes attekintést sziikséges az 6sszes loMT-eszkozrdl az egészséglgyi
szolgaltatast nyujto szervezetében

2. Proaktivan kell csokkenteni a kockazatot az loMT eszk6zok
folyamatos kockazatfigyelésével és értékelésével

3. Hasznalj automatizalt eljarasokat a kockazatalapu biztonsagi politika
végrehajtasa érdekében

4. Gyorsan lépj az ismert fenyegetések megel6zése érdekében

. Ismeretlen fenyegetések észlelése utan gyorsan reagalj

6. Szerezzen mikodési ismereteket a klinikai és orvosbiologiai csapatok
szamara

D2H-
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PaloAlto - The Healthcare CISO’s Guide to loT Security (2021)



loMT — 6 lépés — 6. (példa)

6. Szerezzen mikodési ismereteket a klinikai és orvosbioldgiai csoportok szamdra

A legtobb orvostechnikai eszkdz a nem éri el a teljes kihasznaltsagot, és gyakran olyan t6ke- és m(ikodési kiadasokat
jelentkenek, amelyek sziikségtelen kiadasokat eredményeznek. Ezen tulmendéen, mivel az orvosi eszkdzoket a Hatdsag
szabalyozza, minden rajtuk |1évé szoftverfrissitést az eredeti berendezés gyartdjanak (OEM) felll kell vizsgalnia annak
ellenérzése érdekében, hogy a szoftvermddositasok tovabbra is fennallnak annak érdekében, hogy az eszkoz biztonsagos
legyen a betegek szamara. Azoknak az egységeknek, amelyek az orvostechnikai eszk6zok hasznalatanak vagy kezelésének
ezekkel a szempontjaival foglalkoznak, gyakorlatias tizleti és miikodési ismeretekre van sziikséglik, amelyek révén
optimalizalhatjak a koltségeket, mikdzben tajékozottak maradnak arrél, hogy az eszkdz mikor allhat készen a javitasra és a
szoftverfrissitésekre. A megoldasbdl szarmazé mikodési betekintések segitenek a csapatoknak azonositani az eszkdzoket,
szlikség szerint beépiteni azokat, a hasznalati adatok alapjan optimalizalni a teljesitménylket, és biztonsagosan kivonni 6ket
az iparagi elGirasoknak megfelel6en (business and machine data)
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Az ideadlis loMT biztonsagi megoldasnak a kovetkez6ket kell tennie:

* Nyomon kdveti és jelentéseket készit az egyes orvosi eszkdzok eszkdzhasznalati statisztikait és a dontések el6készitésben
részt kell venni.

* Csucshasznalati id6ket el6tt a megel6z6 karbantartasok és a szoftverfrissitések megtervezése sziikséges

* Analitikai adatokat (machine data) biztosit a képalkotd eszk6zok hasznalatardl, beleértve azt is, hogy mely munkatarsak

Semmelweis University

hasznaljak az eszkdzoket, és hogyan hasznaljak Gket S
. 7 7. 7 7y 7 . 7 7 . 7 s s 77 Managemen
* Gyorsan kell kezelni a gyartoi értesitéseket, az FDA visszahivasait és a problémakat — ehetbleg egy helyen Taining Centre

* A leltari- nyilvantartdsi rendszerek frissitése sziikséges, és folyamatosan naplot kell vezetni az eszkdzokr6l
* Monitorozni kell a betegrekordokat, ami révén feltarhatd, hogy hogyan haszndljak és taroljak az egyes eszkozok az

adatokat
! PaloAlto - The Healthcare CISO’s Guide to loT Security (2021)



loMT — CISA - Zero Trust Architecture

Foundation of Zero Trust
— —

Identity

Application Workload

EE— ——
Visibility and Analytics

Automation and Orchestration

Governance

Figure 1 Foundation of Zero Trust

“The Zero Trust Maturity Model represents a gradient of implementation across
five distinct pillars, where minor advancements can be made over time toward
optimization. The pillars, depicted in Figure 1, include Identity, Device,
Network, Application Workload, and Data. Each pillar includes general details
regarding Visibility and Analytics, Automation and Orchestration, and
Governance. This maturity model is one of many paths to support the
transition to zero trust.”

1. Az orvostechnikai eszk6zok kézi kezelése
munkaigényes, mivel a legtébb egészségigyi
intézményben nagy az eszk6zok szama.

2. A szolgaltatoknak eszkdzokre van sziikseguk a
halozati mikroszegmentéacio, a szabalyzat
érvényesitésének, a sebezhetdoség azonositasanak,
valamint a végpontészlelés és valaszadas
kezeléséhez.

3. Orvosi eszk6z kezel6 programra van szilkség az
0sszes eszkoz lathatdsaganak és leltaranak
biztositasahoz, beleértve a helyiiket is.

4. A hatékony engedélyezési dontések erdekében a
programnak tartalmaznia kell az eszk6z ujjlenyomatat.
5. Az orvostechnikai eszk6zb6k kezeléséhez specialis
termékek allnak rendelkezésre, amelyek kozil néhany
képes azonositani a sebezhetdséget és a kockazatokat.
6. A valasztott eszkdznek atfogo képet kell adnia az
orvostechnikai eszk6zok 6koszisztémajarol.
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CISA — Medical Devices in Zero Trust Architecture (2023)



loMT okoszisztéma vizsgalata —
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* |oT eszk6z6k és rendszerek értelmezése az egészségligyben

* |oT biztonsag aktualitasai, biztonsagi hianyossagok, tipikus sérilékenységi vektorok, eszkdozok
képességeivel kapcsolatos biztonsagi fejlédési trendek

* A biztonsagi kdvetelményekre vonatkozé elvarasok, ajanlasok, szabvanyok,

» Egészségiigyi loT 6koszisztéma értékelése, kockazatok felmérése, biztonsagi elemzése, tesztelése

* |loT okoszisztéma biztonsagi ajanlas kidolgozasa

Semmelweis University
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* Maesterséges Intelligencia gyartésor (mintazatfelismerds és
y adatbanyaszati);
/ * VIR, Bl (egészségugyi szakmai és vezet8i adatok);

G ) + Telemedicina megoldasok, IoMT, Digitdlis ellatasi
modellek
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Egészségbiztonsag Nomzeti Laborator

 Egészségugyi adat- és informaciobiztonsag
e Egészségpolitikai értéekelés

* Képzés teruletén uttord szerep



Mesterséges Intelligencia — gyartosor
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Interdiszciplinaris tertleteken m(ikodé kutatdcsoportok, diagnosztikai és adattudds team intézményesilt
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Quantum expert: '"Hack now,

decrypt later' is here today

By Dan O'Shea * Oct 15, 2021 12:00am

Harvest now, decrypt later!
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