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Riasztás 

Microsoft termékeket érintő sérülékenységekről 

(2024. augusztus 14.) 

Tisztelt Ügyfelünk! 

A Nemzetbiztonsági Szakszolgálat Nemzeti Kibervédelmi Intézet (NBSZ NKI) riasztást ad ki a Microsoft 

szoftvereket érintő kritikus kockázati besorolású sérülékenységek kapcsán, azok súlyossága, 

kihasználhatósága és a szoftverek széleskörű elterjedtsége miatt. 

A Microsoft 2024. augusztus havi biztonsági csomagjában összesen 89 különböző biztonsági hibát javított, 

köztük 10 nulladik napi (zero-day) sebezhetőséget is: 

CVE-2024-38178 - Scripting Engine Memory Corruption Vulnerability 

CVE-2024-38193 - Windows Ancillary Function Driver for WinSock Elevation of Privilege 

Vulnerability 

CVE-2024-38213 - Windows Mark of the Web Security Feature Bypass Vulnerability 

CVE-2024-38106 - Windows Kernel Elevation of Privilege Vulnerability 

CVE-2024-38107 - Windows Power Dependency Coordinator Elevation of Privilege Vulnerability 

CVE-2024-38189 - Microsoft Project Remote Code Execution Vulnerability 

CVE-2024-38199 - Windows Line Printer Daemon (LPD) Service Remote Code Execution 

Vulnerability 

CVE-2024-21302 - Windows Secure Kernel Mode Elevation of Privilege Vulnerability 

CVE-2024-38200 - Microsoft Office Spoofing Vulnerability 

CVE-2024-38202 - Windows Update Stack Elevation of Privilege Vulnerability 

Érintett termékek és szerepkörök: .NET and Visual Studio, Azure Connected Machine Agent, Azure CycleCloud, 

Azure Health Bot, Azure IoT SDK, Azure Stack, Line Printer Daemon Service (LPD), Microsoft Bluetooth Driver, 

Microsoft Copilot Studio, Microsoft Dynamics, Microsoft Edge (Chromium-based), Microsoft Local Security Authority 

Server (lsasrv), Microsoft Office, Microsoft Office Excel, Microsoft Office Outlook, Microsoft Office PowerPoint, 

Microsoft Office Project, Microsoft Office Visio, Microsoft Streaming Service, Microsoft Teams, Microsoft WDAC 

OLE DB provider for SQL, Microsoft Windows DNS, Reliable Multicast Transport Driver (RMCAST), Windows 

Ancillary Function Driver for WinSock, Windows App Installer, Windows Clipboard Virtual Channel Extension, 

Windows Cloud Files Mini Filter Driver, Windows Common Log File System Driver, Windows Compressed Folder, 

Windows Deployment Services, Windows DWM Core Library, Windows Initial Machine Configuration, Windows IP 

Routing Management Snapin, Windows Kerberos, Windows Kernel, Windows Kernel-Mode Drivers, Windows Layer-

2 Bridge Network Driver, Windows Mark of the Web (MOTW), Windows Mobile Broadband, Windows Network 

Address Translation (NAT), Windows Network Virtualization, Windows NT OS Kernel, Windows NTFS, Windows 

Power Dependency Coordinator, Windows Print Spooler Components, Windows Resource Manager, Windows Routing 

and Remote Access Service (RRAS), Windows Scripting, Windows Secure Kernel Mode, Windows Security Center, 

Windows SmartScreen, Windows TCP/IP, Windows Transport Security Layer (TLS), Windows Update Stack, 

Windows WLAN Auto Config Service 

  

https://nvd.nist.gov/vuln/detail/CVE-2024-38178
https://nvd.nist.gov/vuln/detail/CVE-2024-38193
https://nvd.nist.gov/vuln/detail/CVE-2024-38213
https://nvd.nist.gov/vuln/detail/CVE-2024-38106
https://nvd.nist.gov/vuln/detail/CVE-2024-38107
https://nvd.nist.gov/vuln/detail/CVE-2024-38189
https://nvd.nist.gov/vuln/detail/CVE-2024-38199
https://nvd.nist.gov/vuln/detail/CVE-2024-21302
https://nvd.nist.gov/vuln/detail/CVE-2024-38200
https://nvd.nist.gov/vuln/detail/CVE-2024-38202
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Az NBSZ NKI a biztonsági frissítések haladéktalan telepítését javasolja, amelyek elérhetőek 

az automatikus frissítéssel, valamint manuálisan is letölthetők a gyártói honlapokról. 

Hivatkozások: 

 https://msrc.microsoft.com/update-guide/releaseNote/2024-Aug 

 https://www.bleepingcomputer.com/news/microsoft/microsoft-august-2024-patch-tuesday-fixes-9-

zero-days-6-exploited/  

 https://www.zerodayinitiative.com/blog/2024/8/13/the-august-2024-security-update-

review?rq=The%20%202024%20Security%20Update%20Review 
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