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Riasztas
Microsoft termékeket érinto sériilékenységekrol
(2024. oktober 09.)
Tisztelt Ugyfeliink!

A Nemzetbiztonsagi Szakszolgalat Nemzeti Kibervédelmi Intézet (NBSZ NKI) riasztast ad ki a Microsoft
szoftvereket érintd Kkritikus kockazati besorolasu sériilékenységek kapcsan, azok sulyossaga,
kihasznalhatdsaga és a szoftverek széleskori elterjedtsége miatt.

A Microsoft 2024. oktober havi biztonsagi csomagjaban sszesen 117 kiilonboz6 biztonsagi hibat javitott,
koztiik 5 nulladik napi (zero-day) sebezhetoséget is:

CVE-2024-43573 - Windows MSHTML Platform Spoofing Vulnerability
CVE-2024-43572 - Microsoft Management Console Remote Code Execution Vulnerability
CVE-2024-6197 - Open Source Curl Remote Code Execution Vulnerability
CVE-2024-20659 - Windows Hyper-V Security Feature Bypass Vulnerability
CVE-2024-43583 - Winlogon Elevation of Privilege Vulnerability

Erintett termékek és szerepkorok: Windows Hyper-V, Windows EFI Partition, Windows Kernel, OpenSSH for
Windows, Azure Monitor, Windows Netlogon, Windows Kerberos, BranchCache, Azure Stack, Windows Routing and
Remote Access Service (RRAS), .NET and Visual Studio, Windows Remote Desktop Licensing Service, Windows
Remote Desktop Services, Microsoft Configuration Manager, Service Fabric, Power Bl, .NET, .NET Framework,
Visual Studio, Visual Studio Code, DeepSpeed, Windows Resilient File System (ReFS), Windows Common Log File
System Driver, Microsoft Office SharePoint, Microsoft Office Excel, Microsoft Office Visio, Microsoft Graphics
Component, Windows Standards-Based Storage Management Service, Windows BitLocker, Windows NTFS, Internet
Small Computer Systems Interface (iSCSI), Windows Secure Kernel Mode, Microsoft ActiveX, Windows Telephony
Server, Microsoft WDAC OLE DB provider for SQL, Windows Local Security Authority (LSA), Windows Mobile
Broadband, Windows Print Spooler Components, RPC Endpoint Mapper Service, Remote Desktop Client, Windows
Kernel-Mode Drivers, Microsoft Simple Certificate Enrollment Protocol, Windows Online Certificate Status Protocol
(OCSP), Windows Cryptographic Services, Windows Secure Channel, Windows Storage, Windows Shell, Windows
NT OS Kernel, Windows Storage Port Driver, Windows Network Address Translation (NAT), Windows Ancillary
Function Driver for WinSock, Sudo for Windows, Microsoft Management Console, Windows MSHTML Platform,
Microsoft Windows Speech, Microsoft Office, Windows Remote Desktop, Winlogon, Windows Scripting, Code
Integrity Guard, Visual C++ Redistributable Installer, Azure CLI, Visual Studio, Outlook for Android, Microsoft
Defender for Endpoint

Az NBSZ NKI a biztonsagi frissitések haladéktalan telepitését javasolja, amelyek elérhetoek
az automatikus frissitéssel, valamint manualisan is letolthetok a gyartoi honlapokrol.
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https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2024-43573
https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2024-43572
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-6197
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-20659
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43583
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Hivatkozasok:
e https://msrc.microsoft.com/update-quide/releaseNote/2024-Oct

e https://www.bleepingcomputer.com/news/microsoft/microsoft-september-2024-patch-tuesday-fixes-
4-zero-days-79-flaws/

e https://www.zerodayinitiative.com/blog/2024/10/8/the-october-2024-security-update-review
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