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Riasztas
Microsoft termékeket érinto sériilékenységekrol
(2025. januar 16.)
Tisztelt Ugyfeliink!

A Nemzetbiztonsagi Szakszolgalat Nemzeti Kibervédelmi Intézet (NBSZ NKI) riasztast ad ki a Microsoft
szoftvereket érintd Kritikus kockazati besorolasu sériilékenységek kapcsan, azok sulyossaga,

kihasznalhatdsaga ¢€s a szoftverek széleskorii elterjedtsége miatt.

A Microsoft 2025. januar havi biztonsagi csomagjaban Osszesen 159 kiilonb6z6 biztonsagi hibat javitott,
koztiik 8 db nulladik napi (zero-day) sebezhetdséget is (amelybdl a tamadok harmat aktivan kihasznaltak):

Windows Hyper-V NT Kernel Integration VSP Elevation of Privilege Vulnerability
CVE-2025-21333,
CVE-2025-21334,
CVE-2025-21335

Windows App Package Installer Elevation of Privilege Vulnerability
CVE-2025-21275

Windows Themes Spoofing Vulnerability
CVE-2025-21308
CVE-2025-21186,
CVE-2025-21366,

Microsoft Access Remote Code Execution Vulnerability
CVE-2025-21395

Erintett termékek és szerepkorok:

.NET, .NET Framework, .NET and Visual Studio, Active Directory Domain Services, Active Directory Federation
Services, Azure Marketplace SaaS Resources, BranchCache, Internet Explorer, IP Helper, Line Printer Daemon Service
(LPD), Microsoft AutoUpdate (MAU), Microsoft Azure Gateway Manager, Microsoft Brokering File System,
Microsoft Digest Authentication, Microsoft Graphics Component, Microsoft Office, Microsoft Office Access, Microsoft
Office Excel, Microsoft Office OneNote, Microsoft Office Outlook, Microsoft Office SharePoint, Microsoft Office
Visio, Microsoft Office Word, Microsoft Purview, Microsoft Windows Search Component, Power Automate, Reliable
Multicast Transport Driver (RMCAST), Visual Studio, Windows BitLocker, Windows Boot Loader, Windows Boot
Manager, Windows Client-Side Caching (CSC) Service, Windows Cloud Files Mini Filter Driver, Windows COM,
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https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2025-21333
https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2025-21334
https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2025-21335
http://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2025-21275
http://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2025-21308
http://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2025-21186
http://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2025-21366
http://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2025-21395
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Windows Connected Devices Platform Service, Windows Cryptographic Services, Windows Digital Media, Windows
Direct Show, Windows DWM Core Library, Windows Event Tracing, Windows Geolocation Service, Windows Hello,
Windows Hyper-V NT Kernel Integration VSP, Windows Installer, Windows Kerberos, Windows Kernel, Windows
MapUrlToZone, Windows Message Queuing, Windows NTLM, Windows OLE, Windows PrintWorkflowUserSvc,
Windows Recovery Environment Agent, Windows Remote Desktop Services, Windows Secure Boot, Windows
Security Account Manager, Windows Smart Card, Windows SmartScreen, Windows SPNEGO Extended Negotiation,
Windows Telephony Service, Windows Themes, Windows UPnP Device Host, Windows Virtual Trusted Platform
Module, Windows Virtualization-Based Security (VBS) Enclave, Windows Web Threat Defense User Service,
Windows Win32K - GRFX, Windows WLAN Auto Config Service.

Az NBSZ NKI a biztonsagi frissitések haladéktalan telepitését javasolja, amelyek elérhetéek
az automatikus frissitéssel, valamint manualisan is letoltheték a gyartoi honlapokrol.

Hivatkozasok:
e https://msrc.microsoft.com/update-quide/releaseNote/2025-Jan

e https://www.bleepingcomputer.com/news/microsoft/microsoft-january-2025-patch-tuesday-fixes-8-
zero-days-159-flaws/

Nemzetbiztonsagi Szakszolgalat
Nemzeti Kibervédelmi Intézet
Telefon: +36-1-336-4833
Incidensbejelentés: csirt@nki.gov.hu
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