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Microsoft termékeket érinto sériilékenységekrol
(2025. oktober 15.)
Tisztelt Ugyfeliink!

A Nemzetbiztonsagi Szakszolgalat Nemzeti Kiberbiztonsagi Intézet (NBSZ NKI) riasztast ad ki a Microsoft
szoftvereket érintd Kritikus kockazati besorolasu sériilékenységek kapcsan, azok sulyossaga,
kihasznalhatdsaga és a szoftverek széleskori elterjedtsége miatt.

A Microsoft 2025. oktober havi biztonsagi csomagjaban 6sszesen 172 kiilonboz6 biztonsagi hibat javitott,
koztiik 6 db nulladik napi (zero-day) sebezhet6séget is amelyet a Microsoft tajékoztatasa szerint tamadok
kihasznalhattak, mivel mar a javitas el6tt publikalasra kertilt:

CVE-2025-24990 Windows Agere Modem Driver Elevation of Privilege Vulnerability

CVE-2025-59230 Windows Remote Access Connection Manager Elevation of Privilege
Vulnerability

CVE-2025-47827 MITRE CVE-2025-47827: Secure Boot bypass in IGEL OS before 11
Vulnerability

CVE-2025-0033 AMD CVE-2025-0033: RMP Corruption During SNP Initialization
CVE-2025-24052 Windows Agere Modem Driver Elevation of Privilege Vulnerability

CVE-2025-2884  Cert CC: CVE-2025-2884 Out-of-Bounds read vulnerability in TCG TPM2.0
reference implementation

Erintett termékek és szerepkorok: Agere Windows Modem Driver, Microsoft PowerShell, Windows
Failover Cluster, Azure Connected Machine Agent, Microsoft Brokering File System, Virtual Secure Mode,
Microsoft Graphics Component, Windows Kernel, Windows Device Association Broker service, Windows
Digital Media, Windows Hello, Windows Virtualization-Based Security (VBS) Enclave, Xbox, Microsoft
Exchange Server, Visual Studio, .NET, .NET, .NET Framework, Visual Studio, ASP.NET Core, Microsoft
Configuration Manager, Azure Monitor, Windows Storage Management Provider, Connected Devices
Platform Service (Cdpsvc), Windows Hyper-V, Windows BitLocker, Windows PrintWorkflowUserSvc,
Windows NTFS, Windows Cloud Files Mini Filter Driver, Windows NDIS, Windows Remote Desktop
Protocol, Windows USB Video Driver, Windows DirectX, Windows DWM, Windows Resilient File System
(ReFS), Windows Error Reporting, Windows WLAN Auto Config Service, NtQueryInformation Token
function (ntifs.h), Azure Local, Windows Routing and Remote Access Service (RRAS), Microsoft Windows,
Windows Ancillary Function Driver for WinSock, Microsoft Windows Speech, Remote Desktop Client,
Windows Cryptographic Services, Windows COM, Windows SMB Server, Windows Connected Devices
Platform Service, Windows Bluetooth Service, Windows Local Session Manager (LSM), Inbox COM Objects,
Windows Remote Desktop, Windows File Explorer, Windows High Availability Services, Windows Core
Shell, Microsoft Windows Search Component, Storport.sys Driver, Windows Management Services, Windows
SSDP Service, Windows ETL Channel, Software Protection Platform (SPP), Data Sharing Service Client,
Network Connection Status Indicator (NCSI), Windows Remote Desktop Services, Windows StateRepository
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https://nki.gov.hu/figyelmeztetesek/cve-serulekenysegek/cve-2025-24990/
https://nki.gov.hu/figyelmeztetesek/cve-serulekenysegek/cve-2025-59230/
https://nki.gov.hu/figyelmeztetesek/cve-serulekenysegek/cve-2025-47827/
https://nki.gov.hu/figyelmeztetesek/cve-serulekenysegek/cve-2025-0033/
https://nki.gov.hu/figyelmeztetesek/cve-serulekenysegek/cve-2025-24052/
https://nki.gov.hu/figyelmeztetesek/cve-serulekenysegek/cve-2025-2884/
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API, Windows Resilient File System (ReFS) , Deduplication Service, Windows MapUrlToZone, Windows
Push Notification Core, Azure Entra ID, Microsoft Office Word, Microsoft Office Excel, Microsoft Office
Visio, Microsoft Office, Microsoft Office SharePoint, Windows Remote Access Connection Manager,
Microsoft Office PowerPoint, Windows Health and Optimized Experiences Service, Azure PlayFab, JDBC
Driver for SQL Server, Copilot, Windows DWM Core Library, Active Directory Federation Services,
Microsoft Failover Cluster Virtual Driver, Redis Enterprise, Azure Event Grid, Windows Authentication
Methods, Windows SMB Client, XBox Gaming Services, Windows NTLM, Azure Monitor Agent, Windows
Server Update Service, GitHub, Confidential Azure Container Instances, Windows Taskbar Live, Internet
Explorer, Microsoft Defender for Linux, Azure Notification Service, Windows Remote Procedure Call, Azure
Compute Gallery, Microsoft Edge (Chromium-based)

Az NBSZ NKI a biztonsagi frissitések haladéktalan telepitését javasolja, amelyek elérhetéek
az automatikus frissitéssel, valamint manualisan is letoltheték a gyartoi honlapokrol.

Hivatkozasok:
e https://www.bleepingcomputer.com/news/microsoft/microsoft-october-2025-patch-tuesday-fixes-6-zero-days-
172-flaws

e https://msrc.microsoft.com/update-quide/releaseNote/2025-oct

Nemzetbiztonsagi Szakszolgalat
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