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RIASZTAS
Microsoft termékeket érintd sériilékenységekrol
(2026. januar 14.)
Tisztelt Ugyfeliink!

A Nemzetbiztonsagi Szakszolgalat Nemzeti Kiberbiztonsagi Intézet (NBSZ NKI) riasztast ad ki a Microsoft
szoftvereket érinté Kritikus kockazati besorolasia sériilékenységek kapcsan, azok sulyossaga,

kihasznalhatdsaga és a szoftverek széleskort elterjedtsége miatt.

A Microsoft targyhavi biztonsagi csomagjaban Osszesen 114 kiilonboz6é biztonsagi hibat javitott, koztik 3
db nulladik napi (zero-day) sebezhetOséget is amelyet a Microsoft tajékoztatasa szerint tamadok
kihasznalhattak, mivel mar a javitas el6tt publikalasra keriilt:

CVE-2026-20805  Desktop Window Manager Information Disclosure Vulnerability
CVE-2026-21265  Secure Boot Certificate Expiration Security Feature Bypass Vulnerability
CVE-2023-31096  Windows Agere Soft Modem Driver Elevation of Privilege Vulnerability

Erintett termékek és szerepkorok: Windows Deployment Services, SQL Server, Windows Hello, Desktop Window
Manager, Printer Association Object, Windows Kernel Memory, Windows Ancillary Function Driver for WinSock, Windows
Win32K — ICOMP, Windows LDAP - Lightweight Directory Access Protocol, Graphics Kernel, Capability Access Management
Service (camsvc), Windows Installer, Windows Error Reporting, Windows Kernel, Windows Virtualization-Based Security (VBS)
Enclave, Windows Common Log File System Driver, Windows Remote Procedure Call, Microsoft Graphics Component, Windows
File Explorer, Windows Remote Assistance, Windows Hyper-V, Tablet Windows User Interface (TWINUI) Subsystem, Windows
Internet Connection Sharing (ICS), Windows TPM, Windows Remote Procedure Call Interface Definition Language (IDL),
Windows Kerberos, Windows Shell, Windows Media, Windows Client-Side Caching (CSC) Service, Windows NTFS, Windows
DWM, Windows Routing and Remote Access Service (RRAS), Windows Clipboard Server, Windows SMB Server, Windows
WalletService, Windows Local Security Authority Subsystem Service (LSASS), Windows Server Update Service, Windows Cloud
Files Mini Filter Driver, Windows Management Services, Windows Kernel-Mode Drivers, Connected Devices Platform Service
(Cdpsvce), Windows Local Session Manager (LSM), Windows NTLM, Windows HTTP.sys, Windows Telephony Service, Windows
NDIS, Host Process for Windows Tasks, Microsoft Office, Microsoft Office Word, Microsoft Office Excel, Microsoft Office
SharePoint, Dynamic Root of Trust for Measurement (DRTM), Windows Admin Center, Inbox COM Objects, Azure Connected
Machine Agent, Azure Core shared client library for Python, Windows Secure Boot

Az NBSZ NKI a biztonsagi frissitések haladéktalan telepitését javasolja, amelyek elérhetoek
az automatikus frissitéssel, valamint manualisan is letolthet6k a gyartoi honlapokrol.
Hivatkozasok:
e https://msrc.microsoft.com/update-guide/releaseNote/2026-jan
e https://www.bleepingcomputer.com/news/microsoft/microsoft-january-2026-patch-tuesday-fixes-3-zero-days-
114-flaws/
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